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Abstract 

Intelligent customized services are required to meet the needs of users. Data 

concerning the user’s environment is needed more so the situation of the user can be 

determined for providing a highly reliable service. In order to collect a large amount of 

data, the Internet of Things (IoT), which connects numerous devices through the Internet, 

has been developed. Cloud computing is widely used for managing data efficiently, but 

can delay data transmission. Therefore, fog computing has been proposed. However, the 

method used to manage data securely in the cloud computing environment is not efficient 

in the fog computing environment. Moreover, data may contain personally sensitive 

information. Additionally, various stakeholders may exist in relation to the access 

authority of the information. In this respect, there can be many vulnerabilities and 

threats. In response, this study proposed a re-encryption technique for managing data 

securely in the fog computing environment. This technique allows a user to delegate the 

decryption authority to decrypt encrypted data using the re-encryption method in the 

proxy server for efficient communication. 
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1. Introduction 

Various attempts have been made to apply distributed computing technology to process 

and treat large amounts of raw data, store and manage structured information, and extract 

useful information resulting from increased amounts of Internet service data. However, 

since the traditional network infrastructure is implemented mainly for communication 

between people, it is difficult to effectively accommodate the variety of types of data 

traffic in real time. Whereas communication between humans proceeds with a relatively 

predictable traffic pattern, data traffic in the age of the Internet of Things has a wider 

variation, which makes it difficult to effectively handle traffic with the current network 

infrastructure technology. 

In the near future, the environment of the Internet of Things (IoT) will come[1-4]. This 

environment will support communication between an object and a person, and objects 

without the intervention of people, as well as between people using terminals such as 

computers and smartphones. In the IoT environment, objects in the physical world are 

able to sense themselves and the sensed information can be shared via the Internet [5, 6]. 

Moreover, diverse services can be provided through the interactions between people and 

objects, and objects and objects [5, 6]. As the IoT develops, IoT devices, IoT service, and 
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IoT users are increasing daily. Cloud computing is widely used along with the IoT in 

order to store and process the massive data generated by IoT devices. However, the 

massive data generated by IoT devices in the cloud computing environment has 

transmission delays because it is stored in a cloud server located far away. Fog computing 

has emerged to solve this problem. Fog computing can provide better services because it 

has a lower possibility to cause transmission delays as a cloud server of fog computing is 

located closer to the user area than that of cloud computing. However, what is critical in 

the intelligent customized service, which is important in the IoT, is to share data safely 

and securely. 

Therefore, data processing, sharing, and the utilization of network infrastructure should 

be performed more actively in conjunction with the emergence of the IoT. Furthermore, 

various services such as real-time connectivity, low response time, and security 

enhancement will be required to realize the ideal appearance of the IoT in that it can 

transfer data at any time and any place freely and utilize data for diverse services. 

While the existing network infrastructure has been used only as a path for data 

transmission between a data center and a terminal, the future network infrastructure will 

manage the whole process from the production to the utilization of data created by various 

objects. Moreover, it will be able to autonomously conduct various services, even major 

services supported by data centers. Particularly, it may take a lot of processing time for 

the security functions, such as encryption, for sharing and utilizing the data stored in data 

centers securely. 

Security services are required for the network edge, in proximity to the terminals, with 

considering the proximity to the users, high-density geographical distribution, and 

mobility support, unlike the current cloud computing architecture supporting various 

application services from central data centers. This study proposed a method to share data 

securely by re-encrypting at the proxy of the edge to reflect these demands. 

Fog computing involves a paradigm that extends cloud computing services to the edge 

of the network and can provide services where terminal equipment is used directly, such 

as at network edges, set-top boxes or access points. As described above, this has the 

advantage of providing intelligent security services that reduce service delay by providing 

services from a place near the user, which improves quality according to user needs or 

environment. 

As such, the management of distributed data becomes a major issue as various data 

services become available in the fog computing environment. Security vulnerabilities and 

privacy violations by malicious attackers or internal users can arise from various types of 

data transactions (such as sharing and utilization). In the future, as the amount of 

information handled by e-governments and private enterprises increases, sensing 

information must be digitized, and information sharing will be essential to enable 

intelligent services. However, there may be various vulnerabilities and threats as the 

sensing information can include personal information and there can be a number of 

stakeholders in information access rights. Moreover, the secondary sharing and utilization 

of data have the unique trait that many unspecified people, whose relationships are not set 

in advance, participate. It is expected that many different data services will be provided 

and sensitive data ownership will be at risk of infringement. Above all, the sharing and 

utilization of data services will be generalized in the IOT regardless of the user's wishes. 

In this way, because sensing information is digitized and stored by a centrally managed 

controller in the data center, if it is improperly used by the user, it can lead to a violation 

of the individual's privacy. Therefore, in order for intelligent services to be activated, it is 

necessary to protect the confidentiality of information and manage access rights. 

When data is encrypted for sharing data securely and reducing security risks, the 

conventional encryption method can be a restriction in terms of distribution and 

management. For example, the use of the AES cryptosystem [8] has issues associated 

with the secret code management and distribution. 
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When data was encrypted, this study allowed a person who was delegated an authority 

to decrypt using the re-encrypted secret key instead of distributing the existing secret key 

to decrypt, which is the conventional method of using the proxy re-encryption method. 

This delegation of authority will provide the secure sharing and utilization environment 

while managing data. 

This study will review the proxy re-encryption technique that can manage data securely 

by delegating the decryption authority while managing encrypted data in the fog 

computing environment. This study is composed as follows: Chapter 2 will review the 

AES encryption and proxy re-encryption methods as related studies. Chapter 3 will 

review the ID-based proxy re-encryption method that can delegate decryption authority. 

Chapter 4 will discuss management of data access authority. Chapter 5 will summarize 

the conclusions of this study. 

 

2. Related Research 
 

2.1. Fog Computing 

Fog computer is a paradigm that extends cloud computing from the center of the 

network to the edge of the network. It arranges fog servers between the central cloud 

server and the terminal smart devices to provide user service as shown in Figure 1. Cloud 

computing shares computing resources, such as servers and storage, and allows users to 

access the shared resources through networks. Therefore, it provides services that meet 

user needs promptly. 

 

 

Figure 1. Fog Computing 

Fog computing has features of cloud computing such as on-demand service, broadband 

network access, and fast elasticity. At the same time, it has many distinct features [9][10]. 

The first feature is that it lowers the frequency of delay occurrence because it is located 

near the edge. This feature is the primary background of the emergence of fog computing. 

Moreover, it is for smooth supporting services to nodes at the edge of numerous networks 

that are widely physically distributed. 

The second feature is that it can support interactions and mobility through real-time 

processing. Unlike centralized cloud computing, the terminal devices, the service targets 

of fog computing, are widely distributed. This environment requires interactions through a 

real-time process rather than a batch process. Moreover, it requires mobility support 

because mobile devices account for the majority of terminal devices. 
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The last feature is that it can interoperate in heterogeneous environments. Since fog 

servers are physically distributed and deployed in different environments, the cooperation 

between companies is necessary to support a specific service. It should be interoperable in 

various environments offered by different companies, and should be applicable to 

different domains. 

 

2.2. Advanced Encryption Standard Method 

The advanced encryption standard (AES) is a block cipher algorithm that has a 

symmetric key structure with a “Rijndael” algorithm, which was proposed by Belgian 

cryptographers V. Rijmen and J. Daemen [8]. The Rijndael encryption algorithm was 

selected as a standard AES in October 2000. The size of the AES block is a fixed size 

block of 128 bytes. The size of the secret key can be selected among 128, 192, and 256 

bytes. Therefore, it encrypts the 128-byte plaintext block into the 128-byte encryption. 

The AES algorithm describes a necessary computation using a GF(23) finite field 

operation and GF((22)4) finite field operation. Hardware implementation is very 

convenient because the finite field operation does not require carry transmission, unlike 

the integer operation. The AES algorithm defines the length of the input/output block as 

128 bytes and it is displayed as Nb=4. This defines the number of 32-bit words. Moreover, 

the length of the encryption key K is 128, 192, or 256 bytes and is expressed as Nk=4, 6, 

and 8, respectively. Lastly, the number of rounds made during the operation of the 

algorithm depends on the length of the key. The number of rounds is expressed as Nr. 

When Nk is 4, 6, and 8, Nr is presented as 10, 12, and 14, respectively (Table 1). 

Table 1. Key-block-round Relationship 

Classification 
Key length 

(Nk words) 

Block length 

(Nb words) 

Number of rounds 

(Nr words) 

AES-128 4 4 10 

AES-192 6 4 12 

AES-256 8 4 14 

 

The AES algorithm uses a round function for encryption and decryption operations. 

The round function is composed of four conversions (i.e., ByteSub, ShiftRow, 

MixColumn, and AddRoundKey). The following operation is performed for a state 

composed of 4 rows and 4 columns: the state means the conversion of 128 bytes of data 

into a two-dimensional array featuring 4 x 4 bytes. 

 

 

Figure 2. AES Encryption Course 
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The encryption process of AES follows each step in Figure 2. Although the decryption 

process and the encryption process use the same algorithm, the process order are reversed. 

Moreover, the transformation process used for the decryption of each detailed process 

uses a conversion table that is the inverse relationship of the change process used for 

encryption. It expresses the byte values of the current bytes of the block, which is the 

input of each process step, and describes the sub-key used in each round as RoundKey. 

 

2.3. Identification Based Encryption Method 

 

2.3.1. Bilinear Mapping: For two Cyclic Groups , , bilinear mapping 

 (where  is the output space of the bilinear mapping) has the 

following properties: 

- Bilinear property: For all ,  and all , the equation 

 is valid. 

- Non-degenerate property: For , generator , . 

- Computable property: For all , , there exists an efficient algorithm 

to compute . 

 

2.3.2. Complexity Assumptions: ID-based cryptography has proven to be secure 

against chosen-plaintext attacks (CPAs) in a random oracle model, under the 

assumption that it is difficult to compute the Bilinear Diffie–Hellman (BDH) 

assumption problem. Following is the result of examining the BDH assumption, 

which is the basis of the ID-based cryptosystem's security. 

- Decisional BDH Assumption 

Arbitrarily set , , , , . Neither  nor 

 can be identified with a probability of 1/2 or more by the algorithm 

within polynomial time. 

- Computational BDH Assumption 

Arbitrarily set , , , . Compared to this value,  cannot be 

calculated using the algorithm within polynomial time.  

ID-based cryptography was first proposed by A. Shamir [1] in 1984. In this 

scheme, the sender encrypts data using the ID of the recipient, and the ciphertext 

recipient derives the secret key from PKG and decrypts it.  

ID-based cryptography generates a public key from the user's well -known 

information, such as publicly available information (e mail, IP address, etc.) that 

identifies the recipient; this is the recipient's ID. Boneh Franklin's ID-based 

encryption scheme [3] consists of the following four algorithms. 

(1) Setup : An algorithm for inputting the security parameter  and outputting 

the public parameter  and the master key  corresponding to the 

value. 

- , , ,  is generated 

-  and . 

-  ; master key is .  

(2) KeyGen ( , ,  ): An algorithm for inputting the master key , 

recipient's , and outputting the secret key  corresponding to the . 
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-  is generated, . 

(3) Enc ( , ,  ): An algorithm that inputs the public parameter , 

the recipient’s , the plaintext , and outputs the ciphertext  corresponding to the 

plaintext. 

- Select  and  randomly, and calculate , 

. 

(4) Dec ( , ,  ): by inputting the secret key  and ciphertext , 

the plaintext  is output by the algorithm ; this 

corresponds to the ciphertext. 

 

2.4. Proxy Re-encryption Schemes 

Proxy re-encryption schemes are being researched extensively [4-8]. Proxy re-

encryption schemes convert the ciphertext so that the proxy can use Bob's secret key to 

decrypt the ciphertext, which has been encrypted with Alice's public key. In other words, 

Alice creates a re-encryption key which delegates the decryption authority for her 

cryptogram, and sends it to a proxy server. Then, the proxy server converts the 

cryptogram of Alice to Bob in the form that can be decrypted using the secret key of Bob 

using the re-encryption key. 

At this point, because the proxy can convert the ciphertext without decrypting the 

existing ciphertext using the re-encryption key to convert the ciphertext, the proxy knows 

neither the plaintext nor Alice's secret key. This method can be applied to the transmission 

of encrypted mail and file systems. For example, in the case of mail transmission, if Alice 

is absent or the secret key is lost, it is possible for the proxy to convert Alice's encrypted 

email into Bob's encrypted email and then send. At this time, the proxy does not decrypt 

the ciphertext but only converts Alice's ciphertext to Bob's ciphertext. In addition, Bob 

can decrypt the ciphertext with his own secret key without using Alice's secret key 

(Figure 3). 

 

 

Figure 3. Example of Mail Transmission based on Proxy Re-Encryption 

3. Proposed System 

This section reviews the ID-based cipher that has a proxy re-encryption function 

[8][11]. The ID-based proxy re-encryption method converts the cipher encrypted by the 

proxy using Alice’s ID to the cipher encrypted by Bob’s ID.  
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- The proxy converts the plaintext using the re-encryption key without recognizing the 

context of the text. 

- It is impossible to guess any information about Alice’s and Bob’s secret key from the 

re-encryption key. 

 

3.1. Proxy Re-encryption Method 

In 2006, Green and Ateniese [8] proposed the IBE with a Proxy Re-encryption function 

(GA scheme). The GA scheme has a multi-use property, meaning it can convert Alice's 

ciphertext to Bob's ciphertext and then convert Bob's ciphertext to Chris's ciphertext. 

However, it has a disadvantage in that the length of the ciphertext increases every 

time the ciphertext is converted. 

The GA scheme [8] is based on Boneh and Franklin's IBE scheme, and it is secure 

because it is based on DBDH in the random oracle model. It consists of the six algorithms 

of Setup, KeyGen, Encrypt, RKGen, Re-encrypt, and Decrypt: 

(1) Setup( ) : bilinear mapping  sets  and , and 

 and  with prime q.  is randomly selected.  

- . 

- . 

(2) KeyGen( , , ): by inputting identifier  and , the 

secret key is generated. 

- . 

(3) Encrypt( , , ): Encrypts the plaintext  with the identifier , and 

randomly selects  to encrypt. 

- . 

(4) RKGen ( , , ): randomly selects , and by using the identifier 

, encrypts  based on IBE. Then, by using the secret key of , generates re-

encryption key . 

-  . 

-  . 

(5) Re-encrypt ( , , ): encrypts  with the re-encryption 

key, and then generates , , .  

-  . 

-   

         

        . 

-  . 

(6) Decrypt( ,  , ): Restores the ciphertext , ,  using the secret 

key. First, generate  by restoring  with its own secret key, and then computes 

the following to get plaintext:  
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-   . 

The multi-proxy re-encryption scheme divides a portion of the ciphertext encrypted by 

the delegator's identification information into shares using the multi-proxy identification 

information. It generates a portion (U ') of the ciphertext as a value restored by the share, 

and re-encrypts the key to be decrypted with the secret key of the delegate via the re-

encryption key. 

 

3.2. Data Access Management 

Let’s assume a case involving the use of massive encrypted data. We assume a 

distributed system that requires a decrypted key for encrypted content from a proxy (key 

server and content exchange) when using the encrypted content. 

In the conventional proxy method, the owner of the encrypted content has to trust that 

the proxy is safe. Moreover, he or she must trust that it is completely controlled so that the 

operator of the proxy cannot know any information about the key. 

The application of PRE(Proxy Re-Encryption) that modifies the AFGH re-encryption 

method decreases the dependency of trust required for the proxy. In other words, only the 

content owner can delegate access to the file without sharing any secret key in the 

untrusted file server through the AFGH method and the server operator cannot access the 

stored key (Figure 4). 

 

 

Figure 4. Outline of Proposed Technique 

The flow of the distributed access control function is shown in Figure 5. 
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Figure 5. PRE-based Data Access Management 

(1) The data owner (Alice) generates cryptogram C1 by encrypting massive data (M) 

using AES symmetric key (k) in the AES encryption method. At this time, a separate 

session key k is used for each data M. 

(2) Alice generates C2 by encrypting the secret key k, which is used to encrypt data M 

using her own open key IDa (data identifier). Afterward, she sends C1 to the file server of 

the ITS provider (can be the same host with the proxy) and C2 to the proxy. 

(3) When the data user (Bob) requests access to the data M, Bob requests the re-

encryption of C2 using the re-encryption RKA→B , which was generated by Alice and sent 

to the proxy. 

(4) The proxy generates C2’ by re-encrypting C2 using RKA→B. 

(5) Bob receives C1 from the server to decrypt the data M and decrypts C2’, which is re-

encrypted from the proxy. C1 is decrypted using the generated secret key k and data M is 

decrypted. 

 

4. Analysis 
 

4.1. Security 

The study analyzes two types of online attackers. The type 1 attacker is only capable of 

tapping. The type 2 attacker is an attacker holding a specific encryption key. This study 

analyzes the unobservability of a single message, the non-connectivity of multiple 

messages composed by the same user, and the satisfaction of anonymity in two aspects for 

security in this attacker model. 

First, the attacker type 1 cannot identify a user who sent a single message. The attacker 

type 2 can identify the user but is not a security threat in reality. If it is assumed that a 

user cannot be identified from the content of a single message, the user who signed and 

sent the message cannot be identified unless the ID is decrypted. Therefore, non-

observability is guaranteed in the case of attacker type 1. An attacker who has acquired 

keys can identify the sender of the message by decrypting the ID. However, it is not 

necessary to consider the possibility of revealing the re-encryption key in reality. 

Secondly, the attacker type 1 cannot connect messages sent by the same user using 

different IDs. The attacker type 2 can connect them but they cannot be a security threat in 

reality. The ID used by a user is updated using the re-encryption technique. Therefore, no-

connectivity is provided between them. Consequently, it provides no connectivity 

between messages signed by different IDs. An attacker who obtains a specific key can 
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identify the user who sent the message by decrypting the ID of each message. However, 

as mentioned in the first analysis, it is not necessary to consider this threat in reality. 

 

4.2. Efficiency 

The size of the message excluding the contents of the message is 219 bytes. Even after 

adding 64 bytes of the control message, it does not exceed 256 bytes. Therefore, the size 

of the message used in this study is a reasonable size that can be used practically. The 

computation cost required(Re-encryption cost, certification cost, MAC cost) to generate 

each message is three exponents(Expression calculation can be optimized by a cost of one 

exponent), two multiplications, and three hash operations(consider MAC as cost of two 

hash operations). Additionally, one exponent and two hash computation costs are required 

costs for verification. Considering the cost, it is an efficient method compared to the 

identity-based system using the bilinear [12]. 

 

5. Conclusion 

Fog Computing extends cloud computing from central servers to devices at the end of 

networks. Since cloud providers cannot be fully trusted in terms of data security 

management, data security threats and privacy invasion factors must be considered. 

Particularly, it is necessary to ensure data confidentiality. 

In this paper concerning proxy re-encryption, the secure sharing of data required in a 

fog computing environment has been examined. It is possible to manage and share data 

securely when decentralizing data by delegating the decryption rights for the ciphertext to 

others using a proxy re-encryption scheme.  

In other words, only users who have the authority can decrypt data by determining the 

data reading authority. 

The proposed method can be used in the IoT environment in which sensitive data can 

be included while various data are generated from many objects. 

In order to enhance privacy in the IoT environment, the data owner must have control 

authority for his or her own information. In order to meet these requirements, more 

extended technology is needed. In the future, it is our plan to compare the aspects of 

efficiency through implementation and to study the attribute-based proxy re-encryption 

scheme, which delegates decryption rights according to attributes related to the type and 

kind of sensing data. 
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