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Abstract

Different from others, we focus on designing jamming methods for disrupting UAVs
network efficiently. The jamming problem is formulated. Then we introduce two new
methods (AMN-U2C and AMN-U2U) for jamming UAVs network. Both of them adopt the
idea intending to achieve maximal number of jammed receiving links. AMN-U2C method
searches locations for jammer by moving jammers along the path from the point of a UAV
to the center point of others. AMN-U2U method searches by shifting jammers from the
point of a UAV to another UAV. Finally we simulate the jamming attack on UAVs
network using AMN-U2C, AMN-U2U, TP, GA and Random methods. The result shows
AMN-U2U does best at most cases.
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1. Introduction

UAVs are used for a wide range of missions[1]. UAVs network is built upon a
shared communication medium. It is possible to launch jamming attacks in wireless
sensor networks[2]. The various types of jamming is provided in [3]. Ref. [2, 4] do
work for detecting the jamming attacks. Ref. [5-8] try to avoid jamming attack and
protect the communications. In [5, 6] the UAVs jamming problem is formulated as a
zero-sum pursuit-evasion game, and Isaacs’ approach is used to obtain motion
strategies for a pair of UAVs to evade the jamming attack. Ref. [7] presents some
methods for jamming prevention. Ref. [8] introduces mechanisms which attempt to
protect the network from jamming attacks.

Some techniques of jamming attack are presented in [3,9]. Jamming attack and
network defense problems are studied for wireless sensor networks in [10]. The
authors introduce a heuristic algorithm for an efficient jamming strategy. Ref. [6]
provide motion strategies for an jammer to jam the communication between a pair
of UAVs. Our previous work[11] studies the problem of jamming UAVs network.
Triangle method and GA (Genetic Algorithm) based method are introduced. Here
we provide our new jamming methods for achieving better jamming performance.
Our contributions to the UAVs jamming attack research are as follows: 1) we extend
Triangle method from [11] to TP(Three Points) method. The latter one takes a
weaker condition than the former one; 2) we introduce AMN-U2C (Achieving
maximal NJRL — from a UAV to the center point of other unhandled UAVS)
jamming methods for attacking the UAVs networks. The idea of AMN-U2C is to
achieve maximal number of jammed receiving links; 3) We also present AMN-U2U(
Achieving maximal NJRL — from a UAV to other UAVs) jamming method which
uses the same ideal of AMN-U2C, but uses improved greedy searching strategy and
performs better; 4) We simulate 5 jamming methods (3 from this paper and 2 from
[11]), compare and analyze simulation results, and give out our recommendation for
how to choose the UAVs jamming method.
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The rest of the paper is organized as follows. The UAVs jamming problem is
introduced and analyzed in Section 2. Triangle method is extended and TP is
presented in Section 3. New methods AMN-U2C and AMN-U2U are introduced and
described in detail respectively in Section 4 and 5. The simulation is carried out and
the result is analyzed in Section 6. Finally, Section 7 concludes the paper.

2. Jamming Problem Statement

Here we assume jammers have speed as fast as expected. At this case, the
jamming is not sensitive about UAV network topology. The Nicholson JSR model
[12] &= (P;GGy, / P.GrGer )10 C='Px) s ysed in this paper, where Py is the power
of the jammer’s transmitting antenna, P is the power of the transmitter, Gy is the
antenna gain from transmitter to receiver, Gg is the antenna gain from receiver to
transmitter, Gy is the antenna gain from jammer to receiver, Gg, is the antenna
gain from receiver to jammer, h;is the height of the jammer antenna above the
ground, h; is the height of the transmitter antenna above the ground, Dy is the
Euclidean distance between transmitter and receiver, and Dy is the Euclidean
distance between jammer and transmitter.

U={12,..,n} denotes the set of UAVS, Nnis an integer andn=>1;J ={12,...,m}is
the set of Jammers, mis an integer and m>1; Sometimes u; represents UAV i ;
l;and!;are the location ofu, and Jammer j. The location of UAV is assumed to be
restricted into its task area L. UAVs have bidirectional communication links.
UAV u; uses Link;_,, to send packets tou,. UAV u, uses Link,,, to receive packets
fromu; . Link;. / Link.,; are used to denote UAV i ’s all sending links and all
receiving links respectively.

The jamming effect is denoted as JEj; . Let c=(P;GyGe / (ERGGer ) , if
D), <cDr, then JE; =1; else JE; =0 When JE; =1, UAVu, will not get packets
fromi, i.e. Link, is jammed by jammer j. Otherwise, Link._, is not jammed by

jammer . The jamming problem can be modeled as Max(z= 3, JEj) | subject

jed;ikeU

tol, eL,ieU

3. Three Point (TP) Method

3.1. Problem Analysis

Proposition 1: when jammer | is placed at the same location of UAVi , Link._; will be
disrupted.

Proof: When jammer j is placed at the same location of UAV i, Dy will be zero.
Dy <cDr; always holds. Therefore, Link._; will be disrupted by jammer j . o

Proposition 2: if c>1 , when jammer J is placed at the same location of
UAV i, Link._; and Link;_,. can be disrupted at the same time.

Proof: It is possible to disrupt Link._; (Prop.1). When jammer jis placed at the same
location of UAVi, Dy equals to zero. a) For any other UAV k which sends packets to
UAVi, Dy <Dyis true, Link _ is disrupted. Therefore Link._; will be disrupted; b) For
any other UAV k which receives packets from UAV i, Dy =Dy is true, Link_, is
disrupted. Therefore Link, . will be disrupted.o
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Proposition 3: for jamming two UAVs (i and k ) using one jammer j , if
conditionc>1holds, Link;_, and Link_,; can be disrupted at the same time.

Proof: When using one jammer to jam two UAVS, there exist locations for a jammer to
make D,z <cDy; is true.

1) When UAV i andk locate at a same location. We can find a location for jammer j to
disrupt Link._; (Prop.1). For UAV i andk have same location, Link._, will be disrupted.
Therefore Link;_,, and Link, ; can be disrupted at the same time.

2) When UAViandk locate at different locations. It is easy to find locations for a
jammer, through a) Drawing a line to connect UAViandk ; b) Selecting a point on the
line. When jammer j locates on one of these locations, Dy <D holds for both
UAViandk . As shown in Figure 1 a), jammer j locates at any point on the line between
UAViandk, the distance between the transmitter and the receiver is D, (D, =D, ); the
distance between the receiver and the jammer is D; and D, . For D; <D, and D, <Dy, so
D,r <¢Dy; holds.o

Dik
UAV k
. Jammer j
DKj )
Dij Jammer j
a) b)

Figure 1. Jamming Two UAVS with One Jammer

Theorem 1: for jamming any 3 UAVs (UAVi,kandd) with one jammer i, if
conditionc>1hold, all links among these UAVs can be disrupted at the same time.

Proof:

1) When UAVi, kanddlocate at the same location. Proposition 1 has shown
that Link._,; , Link._,, , Link.,. can be disrupted at the same time.

2) When two UAVs locate at same one location and the third one locates at
another different location. Without loss of generality, let UAViandk locate at
location loc, , UAV d locates at location loc, . If jammer j is placed atloc, , a)
Link; and Link, ; will be disrupted (Prop.1);
b) Link;_,, , Link,; , Link,_,; and Link, ; can also be disrupted (Prop.3).

3) When UAV i,k anddlocate at different location loc; , loc, and loc, respectively.
The distance between two UAVs is D, , Dy and D, . Without loss of generality,
let Dy <D, <D, as shown in Figure 1 b). Considering such a case that jammer J is
placed at loc; . a) Link,, , Link,,  Link _,; and Link,_; will be disrupted (Prop.2);
b) Link_,, is disrupted because of D, <D, ; c) Link,,, is disrupted because of
Dik < Dkq O

3.2. TP Jamming Algorithm

We present TP jamming method for the UAV network. It is based on Theorem 1. The
detail of TP method is shown in Algo 1. Step T1-3 initializes the variables. All UAVs are
put into a temporary set Sy in T1. Variable LOC is a set used to store the locations found
for jammers. It is initialized as an empty set in T2. Variableu, save the UAV searched
last time. It is used to avoid searching for a UAV twice. Next searching process will start
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with a UAV different fromu,, .

Step T4-21 is used to find appropriate locations for jammers. T4 starts a loop. The loop
stops till all UAVs are removed from S, .Variable Foundq denotes whether a location is
found. At the begging of iteration, it is initialized to false . T6 computes the number of
UAVS in Sy, . If there is only one UAV, then the location of the UAV will be added to
set LOC in T7. T8 checks whether the number of elements in Sy, is 2. If so, the midpoint

of the two UAVs is added to set LOC . Function GetMidLoc in T9 returns the midpoint of
two UAVS.

If there are 3 or more UAVS in Sy, , We use a third point searching method to find the
locations for jammers. Function RandomUAV (UAVSet,u)in T11 and T12 returns a UAV
inUAVSet, which is different fromu. The search begins with two random UAVsu; and
u (U =u,, U #U, and U, # U, ). A temporary set Sya, is used to save the UAVs in
Suav €xcept U; and U, . Then T14-15 starts afor loop to search the third UAV u, which
meets the condition Dy < D,,and D, <Dy, . If a UAV is found, Foundg is set totrue in T16,
and U, is removed from Sy, in T17. Thefor iteration continues till all UAVS in Sy, are
visited. When the for loop stops, T18 checks whether one or more UAVs are found. If
found, the location of u; is added to set LOC in T19, u; andu, are removed from S,y in T20.

Variable U, is replaced withu; in T20, and a new while iteration will begin at T4. When
the while loop (T4) stops, all locations are found and saved in set LOC .
Function AssignLoc(LOC, J) in T22 assigns the found locations to jammers. If |LOC| (the
number of found locations) is equal to or bigger than |J| (the number of jammers), then
first |J| locations in LOC are assigned to the jammers, as shown in step AL1-3.
If|LOC| <]J], all locations are assigned to|LOC| jammers, and the rest of other jammers
are assigned with random values in AL4-8.

3.3. Computational Complexity

In Algorithm 1, the while loop (step 4) will runN times at most, N is the number of
UAVs. The for loop (step 14) will run (N -2) times at most. So the code from step 1 to 21
has computational complexity of O(N ®). The code of step A.1 to A.3 has computational
complexity of O(N ) . The code of step A.4 to A.8 has computational complexity of O(M ),
where M is the number of jammers. The computational complexity of
function AssignLoc is O(max(Ntv )) . Therefore TP algorithm has O(N ?) computational
complexity.

4. AMN-U2C Jamming Method

4.1. Analysis

If a jammer moves towards a UAV, the distance between them ( Dy, ) will decrease. If a
jammer get close enough to a UAV, Dy, <cD;; may hold. We define AJRL to represent an
area in which the receiving link is disrupted by a jammer. AJRL,_, is an area in which if a
jammer located, the receiving link from UAV i to k will be disrupted. The shape
of AJRL,_,, is a sphere, and the center of the sphere is the point that UAV k locates. A UAV
hasn—1 AJRLs, nis the number of UAVS,. As shown in Figure 2, AJRL_,, represents the
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jamming area in which if a jammer locates, UAV 2 is not able to successfully receive
packets from UAV 1. The radius of AJRL, ,, depends on the distance between UAViandk .

The whole area, which is a union%:AJR'—Hk , is referred as AJRL.,,. When a jammer is

placed at a certain location, it may locate in zero, one, two or more AJRLs .
NJRL represents the number of receiving links jammed by a jammer in a specific location.
NJRL will be different if jammer is placed at different points, as shown in Figure 2.

4.2. AMN-U2C Algorithm

AMN-U2C method is based on such an idea that 1) estimating the NJRL according to
UAVs’ AJRLs ; 2) searching locations on the line from a UAV to the center of other
UAVs, as shown in Figure 3. The location with maximal NJRLs is selected; 3) avoiding
placing a jammer to locations already covered.

LT . AJRL: Area for jamming receiving link
’ ' NJRL: Number of jammed receiving links

ARLr;

UAV 1

Figure 2. AJRL and NJRL

. Selected UAV

1
1

1
Moving direction “
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7 Unhandled YAV 4 Ceriterpoint ot u fjﬂlfed,UAV$‘T,.—'
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Figure 3. Moving Direction
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c)

Figure 4. AMN-U2U

AMN-U2C algorithm (Alog.2) firstly calls function AJRL() to generate all AJRL s in
step M1. Then it begins to search locations for jammers from M2 to M14. When a jammer
is assigned a location, it will be marked as assigned. One jammer J is selected in M3,
which has not been assigned a location. A UAV Uunhandled is selected in M4, and its
location will be set as the starting point p; of jammer j in M6. If such an unhandled UAV
does not exist, then the while loop (M2) will be broken, and the algorithm go to M15. In
M7, the center point of all unhandled UAVs will be computed and save to variable p, .
Point p. is set as the destination of the searching path. AMN-U2C algorithm
uses L steps/iterations to move jammer j from p,to p, (M8). For each iteration (from M9
to M11), function Fitness() is used to compute jammer j ’s jamming effect, and the
returned result is saved to variable f . Fitness f is then compared with the temporary best
fitness value. If f is greater, then the temporary best fitness value is updated to f , and the
jammer J ’s current location is used to replace the best point p,. After achieving the best
position, it is assigned to jammer j in M12. UAV U is marked as handled and jammer j is
marked as assigned in M15-16, to avoid searching them again.

For the while loop (from M2 to M14) may be broken, when an unhandled UAV does
not exist, there may exist jammers which are unassigned locations. Therefor step M15 and
M16 are used to assign random locations to all unassigned jammers.

Function AJRL() calculates all AJRL s and saves them in a two-dimensional
array arrAJRL (Al to A6). Function Pos() returns the position of a UAV or jammer.
Function Dis() returns the distance between two points. The center of AJRL is set to the
position of the UAV in A4. Step A4-5 compute d, (the distance between two UAVS), and
the radius of AJRL is set tocd,, .

The function Fitness(point) (from Figure 1-7) is used to compute the fitness value of a

point. The total jammed links is saved to variable njrl which is initialized to 0 in Figure 1.
Firstly, it checks whether the point locates in a UAV’s AJRL .The distance between the
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point and a specific UAV is computed and saved in variable dis in Figure 3. Ifdis is less
than the UAV AJRL ’s radius, variable njrl (initialized as 0 in Figure 1) is increased by 1

in Figure 6. That means if a jammer placed at the point, the UAV u; cannot get packets
from u, through the receiving link. The process continues after all UAV’s AJRLs are
checked. Finally, the njrl of the point is returned as the fitness value.

Algorithm 1: TP algorithm Algorithm  2: AMN-U2C
TP() algorithm
TL. Sy =U AMN-U2C()
T2. LOC =& M1. AJRL()
T3. Uy, =nil M2. while not all jammers are assigned locations
T4. while S, # < M3. select one unassinged jammer j
T5. Foundg=false M4. search one unhandled UAV u
T6. if ‘SUAV‘ =1 M5. if u doese not exist then break
T7. LOC = LOC + S, [1].Location M6. set the point of u as the start point Py
T8, if [Syav|=2 M7. compute p,, of other unhandled UAV's
TO. LOC = LOC + GetMidLoc(Say [1], Syay[2]) MS. move p_ to p, using L steps
T10. if ‘SUAV‘ = Mo. for each step compute f = Fitness()
T U =RandomUAV(Syay: U ) M10. if f is the best one then
Ti2.  u =RandomUAV(Sys, — Ui Upy) M11. save current point as p,
3. Suave = Suay ~U ~ Uy . M12. assign p, to jammer j
T14.  for g=Low(Syuy,) to High(Syay,) b
T15. if (D, <D,)and (D, <D,,) M13. mark UAV u is handled
T16. Foundg=true M14. mark jammer j is assigned

M15. for each unassigned jammer j
M16.  assign random location to j
FUNCTION Fitness( point)
F1. njrl=0
F2. foreachu, eU
F3.  dis = Dis(Pos(u;),point)
F4.  foreachu, eU

T17. Suav = Suav —Uq
T18. if Foundq

T19. LOC = LOC +u.Location
T20. Su,'-\v = SUAv —U; = U

T21. U, =y

T22. AssignLoc(LOC, J)

Function AssignLoc(LOC, J)

< .
ALL if |LOC]|>|J] F5. if (dis < arrAJRl__k,.Radlus)
. and (arrAJRL,; is not coverd)
AL2 for a=Low(J) to High(J) .
F6. njrl ++

AL3 J[a].Location = LOC[a].Location
AL4 if [LOC|< ||

AL5  for a=Low(LOC) to High(LOC)
AL6 J[a].Location = LOC[a].Location

F7. return njrl

Algorithm 3: : AMN-PSO

AL7  for b=High(LOC)+1 to High(J) algorithm
; . AMN-PSO()
AL8 J[b].Location = RandomLocation
FUNCTION AJRL NL AIRLO
0 N2. for each jammer j e J
Al. foreachu, eU
A2. foreachu, cU N3 fres =0
A3. ordeac Du'k EP o N4, forueU
A4. “ ;JRIS( 0::(ui), OS(;“)) N5. f =Fitness(Pos(u))
: arrAJRL, ;. enFer = Pos(u;) NG. if 51,
A5. arrAJRL, ;.Radius=cd;, N7 f ot
AG. return arrAJRL ' bes
N8. ubesl =u
NO. assign Pos(u,.) to jammer j
N10. remove ARJLs coverd by j

4.3. Computational Complexity

In Algorithm 2, it is obvious that both function AJRL() and function Fitness() have
computational complex of O(N ?), where N is the number of UAVs. The while loop
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(from step M2 to M16) has M iterations at most. The computational complex of step M3
isO(M)and O(N ) respectively. When computing the center point of unhandled UAVs (in
step M7), at most N iterations are needed. The for loop (in step M9) runsL times. During
each iteration, the fitness of the jammer is computed by calling function Fitness() . So the
computational complex from step M8 to M11 isO(LN ?). The step from M15 to M16 has
computational complex of O(M ). Therefore, the overview computational complex of

AMN-U2C algorithm
iISON?)+OM (M +N +N +LN?))+OM)=0M (M +LN?*))=0O(M?*+LM N ?),

5. AMN-U2U (Achieving Maximal NJRL-From A UAV to Another
UAV)

5.1. Analysis

AMN-U2U method is based on such an idea that 1) estimating the NJRL according to
UAVs’ AJRLs ; 2) searching locations by moving jammers from one UAV to another. The
location with maximal NJRLs is selected; 3) avoiding placing a jammer to locations
already covered.

The AJRLs are computed firstly. AMN-U2U computes the NJRLs of each UAV’s
location. Secondly, it selects the location with maximal NJRLs and assigns the location to
a jammer. Thirdly, the AJRLs which are covered by the jammer are removed. By doing
this, it can avoid placing two or more jammers in a same location or its neighborhood.
Again, the AMN-U2U computes the NJRLs of each UAV, selects the maximal one for the
next jammer and removes the related AJRLS. The process goes on till all jammers are
assigned locations.

For example, the AJRLs of four UAVs and the NJRLs of each UAV’s location are
computed and shown in Figure 4 a). UAV 3 has maximal NJRL of 6. It is selected firstly.
Its location is assigned to jammer 1 and all AJRL covered by jammer 1 are removed, as
shown in Figure 4 b). Secondly, as shown in Figure 4 ¢), UAV 1 is selected; its location is
assigned to jammer 2; and all AJRL covered by jammer 2 are removed. Thirdly, UAV 4 is
selected and the next operation is shown in Figure 4 d). The process goes on till all
jammers are assigned locations.

5.2. AMN-U2U Algorithm

AMN-U2U algorithm (Algorithm 3) firstly calls function AJRL() to generate
all AJRLs in step N1. It looks for locations for each jammer. Variable f.. saves the best
fitness value and is initialized to 0 in step N3. Afor loop (from N4 to N8) is used to find
the UAV which has best fitness value. During each iteration, it computes the fitness value
of UAV Uand saves to variable f in step N5. From N6 to N8, if f is greater than f, ,
then f. is updated by f and UAV U is saved as the best UAV variable U, . After the best

UAYV is found, its location is assigned to a jammer in step N9. Then all ARJLs covered by
this jammer will be removed in step N10. The process goes on till all jammers get
assigned.

5.3. Computational Complexity

In Algorithm 3, function AJRL() and function Fitness() have computational complex
of O(N %), where N is the number of UAVs. So the for loop (from N4 to N8) has
computational complex of O(N *) . The main loop (from step N2 to N10) has M iterations
at most. The overall computational complex of AMN-U2U isO(M N ®).
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6. Simulation

For evaluating the jamming performance, we define a metric RJT which represents the
ratio of jammed links to total links. It is computed
by k;&kJammedLmka /ikg‘#k Linki_« . The simulation scenario is set as the same in [11].
The moving radius and height are set to 20km and 9km respectively. The simulation uses
{1.2,..,20} jammers to jam the UAVs communication network with {20,30,..,120} UAV
nodes respectively. The Random method, GA method and Triangle method (extended as
TP method here) from [11] are also used for comparing.

From Figure 5 6, it is obvious that for any kind of jamming method, more jammers
yield higher RPL. It is easy to understand, many hands make light work. Normally, a
jammer blocks some communication links in specific UAVSs networks. Suppose,
m-1(m >1) jammers are used to jamming a UAVs network, when the mth jammer is added,
the number of total blocked links may increase. For there may exist links A, (= 0) which
can be blocked by the mth jammer, but are not blocked by other m-1 jammers. When
the mth jammer is added, the number of total blocked links will increase by Ay .
Therefore, the jamming performance may be better when using more jammers, regardless
of the jamming methods adopted.

The Random jamming method performs worst at most cases. That is because it
randomly places the jammers without any optimizing operations. The GA jamming
method uses genetic algorithm to search locations for jammers. It performs better than the
Random jamming method. TP jamming method is the extension of Triangle method[11].
It does similarly as Triangle method does. If JSR is set to 0.2, when jamming the UAVS
network with nodes number range from 20, 30 to 120 respectively, TP method does better
than both GA method and Random method.

Number of UAVR: 20

RPL
SEREREEBREEED

RRL
528 EFEERE

L] 3 L]
Number ot mmars. Number o jarmers.

Figure 5. Simulation Result (JSR C=0.2

Nurberat UAVa:40

RPL

28888388832
AP

SEEEBESEER

RPL

288858283

RRL

2238288888

N of Jaeners

Figure 6. Simulation Result (JSR C=0.4)
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It is easy to get that AMN-U2C does better than GA and Random method. AMN-U2C
method performs better than TP method at following cases. 1) When the UAVs network
has 20 nodes, using 7 or more jammers; 2) When the UAVs network has 40 nodes, using
16 or more jammers. As JSR c is set to 0.2, the condition of c>1 does not hold, so TP
method may not assure all the links of the three nodes can be blocked by one jammer. But
it can block some of them. With the number of jammers increasing, the performance
increases, and TP method may output better result than AMN-U2C does. It is obvious in
Figure 5 and Figure 6 AMN-U2U jamming method is the best one among these methods.
It outputs best jamming result at all cases.

1a.
10]  Mmberoruave:z0

)
Nurmbar o anmers

Result (JSR C=0.6)

3 H )
uuuuu famemecs Nuber of jammers

Figure 8. Simulation Result (JSR C=0.8)

Figure 7 and 8 show the similar result as Figure 5 and 6: 1) For all methods, more
jammers yield higher jamming performance; 2) Random method output the worst result.
GA method does better than Random method; 3) AMN-U2C and TP method do better
than GA does. At most cases, TP method can output higher RPLs than TP method.
However, sometimes AMN-U2C performs better; 4) AMN-U2U outputs best jamming
result at all cases among the five jamming methods.
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H )
uuuuu famemecs Nuber of jammers

Figure 9. Simulation Result (JSR C=1.0)

Figure 9 and Figure 10 show the results which simulated with variable ¢=1.0 and
c=1.2 respectively. The same conclusion can also be drawn as previously described.
Furthermore, with a higher variablec (>1), the jamming performances of these methods
get closer. The difference among Random, GA, TP and AMN-U2C methods is not
significant anymore. However, AMN-U2U is clearly the best one.

7. Conclusion

UAVs network are wildly used, especially in military fields. Unlike researches on
avoiding jamming attacks, we focus on designing methods for efficiently disrupting the
communication network. Firstly, the UAVs jamming problem is formulated and analyzed.
Secondly, Triangle method is extended to TP method. Triangle method is derived from
condition. In TP method, the condition becomes which is weaker. Thirdly and most
importantly, we introduce two new methods. Both AMN-U2C and AMN-U2U methods
intend to achieve maximal number of jammed receiving links. AMN-U2C method
searches locations for jammer by moving jammers along the path from the point of a
UAYV to the center point of others. However, AMN-U2U method searches locations by
shifting jammers from the point of a UAV to another UAV. Finally, AMN-U2C, AMN-
U2U, TP methods, including GA, Random methods from [11], are simulated. The
simulation result shows: 1) for all methods, more jammers lead to higher jamming
performance; 2) Random method output the worst result. GA method does better; 3)
AMN-U2C and TP method do better than GA does. At most cases, TP method can output
higher RPLs than TP method. However, sometimes AMN-U2C performs better; 4) with a
higher variable , the difference among Random, GA, TP and AMN-U2C methods is not
significant anymore; 5)AMN-U2U outputs best jamming result at all cases among the five
jamming methods.

The computational complex of AMN-U2U, AMN-U2C, TP, GA, Random are, , ,
and , where is the number of UAVS, is the number of jammers, is the steps from one
point to the center point of UAVs, and are the number of solutions and the number of
evolution iterations in GA method. Therefore, when jamming UAVs network, we suggest
1) if the number of UAVs is not great, AMN-U2U should be selected; 2) if fast
computing is required, TP jamming method is the first choice; 3) if variable is big
enough, AMN-U2U, AMN-U2C, TP and GA methods are all acceptable.
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