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Abstract

In this paper, a multicast network in the presence of an untrusted relay is investigated.
A three-phase AF-based cooperative jamming with power allocation is proposed to
enhance the system secrecy rate. Based on time division based cooperative multicast
(TDCM) protocol, the source uses part of its available power to broadcast pre-defined
jamming signals in order to create interference at the untrusted relay, while the relay
amplifies the linearly combined two received signals and then re-transmits it to the
destination. Optimum power allocation policy involving the allocation between the
information and jamming signals at the source and between two combined signal factors
at the relay to maximize the achievable worse secrecy rate or sum-rate are derived and
analyzed. Numerical results are provided to demonstrate our analytical results and reveal
that compared with the two benchmarks schemes, the proposed scheme can obtain
significantly higher positive secrecy rate for the same transmit power budget, especially
in the case of maximizing secrecy sum-rate.

Keywords: physical-layer security, multicast network, cooperative jamming, TDCM,
power allocation

1. Introduction

In recent years, with the rapid development of wireless communication technology and
the coexistence of various networks, users have an increasing requirement not only for the
transmission performance of wireless communication systems, but also for the security of
wireless communication. Traditional communication security is achieved mainly by the
authentication of the upper communication protocol stack and encryption algorithms such
as AES, DES, and NTRUE [1] which are highly complex mathematical calculations.
Meanwhile, since the next-generation communications networks such as cognitive radio
networks, sensor networks use a lot of miniature nodes with power constraints and
decentralized nature, the traditional encryption algorithms are not applicable to these
networks [2]. Pioneered by Wyner’s work [3], which introduced the wire-tap channel and
shows that almost perfectly secure communication can take place without relying on
private keys only if Alice-Bob channel is better than Alice-Eve channel, physical (PHY)
layer security has been identified as a promising approach to provide secure
communication by exploiting the imperfections of wireless channel.

Unfortunately, there is no guarantee that Alice will have better channel than the Eve in
the practical communication scenario, therefore, the key of physical layer security is to
create channel advantage for Alice. Cooperative jamming is a popular PHY layer security
transmission technique by introducing the artificial jamming signals to confuse the
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eavesdropper [4-8]. Common to [4-8] is that all of them assume the relays are trusted
while being eavesdropped by an external entity. However, one may also need to prevent
the confident signal from the relay itself when forwarded to the destination, which means
the relay acts as an eavesdropper even if it helps to forward the useful signals. He firstly
presented a destination-aided jamming strategy by using an untrusted
compress-and-forward relay node to retransmit information to achieve the non-zero
secrecy rate [9]. Later a few attempts have been made very recently to study untrusted
relay channels [10-14]. Specifically, [10] and [11] investigated the secrecy outage
probability performance with the help of an untrusted relay by using friendly noise as
jamming signal for the relay. The authors in [12] studied joint the relay selection and
transmit design problem for an untrusted relay network with the help of cooperative
jamming from the destination. In [13], the achievable secrecy rate region for K-user
multiple access channel with untrusted relay without source-destination link. An alternate
jamming and security-enhanced relay selection policy is studied to prevent the
confidential message from being eavesdropped by the untrusted relays in [14].

The aforementioned works have focuses on the secure communication for the unicast
network, multicast has been an elementary service in many group communications such
as information gathering in wireless sensor network, event notification systems, resource
discovery, one-to many content deliveries in P2P network, and cellular phone-based
teleconference, etc. A few attempts have been made very recently to study secret
communication in multicast networks [15-17]. The authors in [15] considered SIMO
multicast systems with external multiple eavesdroppers and developed closed-form
expressions for positive secrecy. The outage performance of SIMO multicast scenarios
was analyzed in [16]. A cooperative transmission which divided the multicast scenario
into two cooperative unicast transmissions at two phases by enlisting the help of two
destinations each other to jam the eavesdropper in turn was proposed in [17].

From these existing literature, one can find that secure communication problem in
single-antenna multicast system with the untrusted relay has not been considered yet. In
this paper, we investigate physical layer security in single-antenna multicast relay system,
where the source broadcasts confidential message to two destinations through an
untrusted relay. The relay acts as both a friendly helper and a potential passive
eavesdropper. Based on time division, a three-phase AF joint power allocation and
cooperative jamming scheme is presented. Without employing external jamming nodes,
the source also transmits jamming signals as well information to interfere the untrusted
relay, and the relay combines the received signals at two phases to broadcast the two
destinations. In particular, we formulate and analyze the optimal power allocation
problems to maximize the achievable worse secrecy rate or secrecy sum-rate subject to
the source and relay power constraints. Furthermore, two benchmark schemes for the
purpose of performance comparison are discussed.

2. System Model and Protocol Design

Consider a wireless multicast scenario with a source (S), an untrusted relay (R) and two
destinations (D; and D,), as shown in Figure 1. We assume that each node is equipped
with only one antenna and operates in half-duplex mode. The three-phase time division
based cooperative multicast (TDCM) protocol is employed as depicted in Figure 2. For a
time period T, the first two T/3 parts are assigned for S to broadcast information-bearing
signal X; and X, with power P;, both the destination D;,D, and R can hear the signal.
The remaining T/3 duration is used for R to broadcast the combination of two signals it
received.
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Figure 1. lllustration of System Model Figure 2. Three-phase TDCM Protocol

Let hps, hp,s, hrs, hp,r, hp,r denote the complex channel coefficient of the
channel fromD;t0 S, D,t0 S, Rto S, D; to R, and D, to R respectively. Assuming that all
the channels are subject to Rayleigh fading and modeled as follows: hp s~CN'(0,£2p,s)>
hp,s~CN'(0,12p,s)> hp,r~CN(0,02p,r)> hp,r~CN(0,£2p,r) and hgs~CN(0,{gs),
where 'QDls = dszré , ‘QDZS = ds;ré, 'QRS = dr_{gn, 'QDlR = d[_)yﬁ and 'QDZR =
d,;;’fz, djj is the Euclidean distance between node i (i €Dy, D,, R) and j (j €S, R, i#), and
m is the path loss exponent.

To prevent the untrusted relay from eavesdropping the transmitted information, based
on the TDCM protocol illustrated in Figure 2, we propose a three-phase AF joint power
allocation and cooperative jamming scheme by employing the space diversity and
artificial noise to maximize the achievable worse secrecy rate or the secrecy sum-rate.
Note that the global channel state information is assumed to be available. Let 0 < a; <1
denote the power allocation factor, so that «;P; part is assigned for S to transmit the
information while the remaining part (1 — a;)P; is used for the pre-defined artificial
jamming signal Z;, which is a priori known at D; and D, but are unknown at R. The
jamming signal can be completely eliminated at each destination with a SIC receiver,
therefore, cooperative jamming just reduces the eavesdropper’s SNR but doesn’t causes
any harm to destinations’ performance.

Phase 1: S broadcasts the signal Xs; as follows

Xs1 =y PiXy +y (1 —a))P 2y 1)

Then the received signals Y; at R, D; and D, are given as follows, respectively

Yr1 = Xs1hrs + gy = (\/ o P X+ (1 - o(1)1312"1)}1}15 + NRq (2

Yp1 = Xs1hp,s + npy = /a1 P X1hp s + npy 3)
Yp2 = Xs1hp,s + npz = /a1 P X hp,s + np, (4)

Phase 2: Similar to Phase 1, S transmits the information X, for D, and the jamming
signal Z, with the power allocation of a,P, and (1 — a;,)P, respectively to R and D;
(i€l, 2). Thus the received signals at the untrusted relay, the destination D, and D, are

Yoy = (,/aszXz +J(A- az)PzZ)hRs + Nro (5)
Yp1 = {JazP,X5hp s + npy (6)
Yp2 = \JazP,X3hp,s + npy (7)

Phase 3: R firstly combines the received signals Yz, and Yz, as Xg and then uses

the power Py to broadcast to D; and D, as follows.

Xr = §1¥r1 + &2 Vr2 (8)
where &;(i = 1,2) isanormalization factor to satisfy the power constraint, i.e.

0;
§i= N Pilhgs|?+1 ©)

where 0<6;<1, and 6; + 6, = 1. When signal to noise ratio (SNR) P;|hgg|? is high,
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& = fﬁ. Therefore, the received signals at D; and D, are

Yp1 = /Prhp,rXg + npy
= \/Prhp,rE1+/ 1 P1X 1 hgs + / Prhp, rE1MR1 + +/ PRAD, RE2MR2 + N1 (10)
Yp2 =/ Prhp,rE2 MRS 02 P2 X2 + /PrAp,R (§1MR1 + &onRs) + 1 (11)
Note that since D; receives X, at Phase 2 and has an apriori knowledge of the jamming
signal Z;, all the interference signals have been cancelled off in (10), so is the same in (11).

In (1) —(11), n; are AWGN at R, D; and D, with ng~CN(0, 1), np;~CN (0, 1),
TlD2~CN(0, 1) y TLR2~CN(0, 1) y n],:)1~CN(Oy 1 y n]’32~C’N(0, 1) y

3. Power Allocation for Achievable Secrecy Rate Maximization

In this section, the secrecy rate is derived and the optimal power allocation policy to
maximize the achievable worse secrecy rate or secrecy sum-rate is discussed.

Since D; and D, receive the intended signals during two phases, Maximal Ratio
Combining (MRC) is considered as the combining method, the information rate at D, and
D, can be written as, respectively

2 2 Pglhp R|2<f120¢11°1|hRs|2
Ip; ==log, | 1+ oy P;|h + L 12
D1 =3 gz( 1 1| Dls| PR|hD1R|2(512+522)+1 12)
2 2 Prlhp R|25220lzl’2|hRs|2
Ip, ==lo 1+ a,P,|h + z 13
b2 ™3 g2< 2 2| DZS' PR|hD2R|2(ff+fzz)+1 13)

The rates leaked to the untrusted relay R with respect to X; and X, are given as follows,
respectively

2
I} =2log, (1 + ——2nlimsl_, (14)

(1-0q) PilhRS|2+1
1
If = log,(1+ ) (15)

o3 P;|hgsl?
(1—(Xz> P2|hRS|2+1
Thus the achievable secrecy rate from S to D, can be easily calculated as
Pl thR |2| Pes |2 o,6R alpl|hRs|2
2 2
P M| + R 1 hes I A-a) Rl +1
Likewise, the achievable secrecy rate from S to D,, denoted as Rpy’scan be obtained as
Pl thR |2| Pes |2 a,0,P, a,P, |hRs|2
2 2
P [Mo,e| + P, [ s P A-a) P |hg| +1

sec 2 1 +
R™ =[§Iogz(1+ P [hos [ + )—§I092(1+ )] (16)

R [ log, L+ P, o [ + )~ log, @+ N
where [x]* denotes max(x,0).
The optimization problem of maximizing the achievable secrecy rate can be formulated
as
arg maxa1,91,a2,92 Rsec
0<a;,0;,a,60,<1 (18)
0,+6,=1
where for the multi-user network, the secrecy rate Rg.. is characterized from two
different aspects, one goal is to maximize the worse secrecy rate, and another is to
maximize the secrecy sum-rate.
a) In the case of maximizing the worse secrecy rate, Rg.. can be represented as
Rsec = min(R]S)elCSrRls)iCS (19)
Then the optimal power allocation factor to maximize Rg.. IS given in the following
lemma.
Lemma 1: Assuming P; = P, and the system model is symmetric, then |th5,|2 =
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hp,sl? . |hpr|” = |hp,r|* . From (16) and (17), it can be easily seen that
b,s and Ry’s are monotonically increasing with respect to the value of 6, and 6,
respectively. It is not difficult to prove using proof by contradiction that when a; = a,
and 6, =6, =0.5, ie. Rys=Rps, the corresponding Rse. is the maximum
achievable secrecy rate.
Proof: Suppose Rsec = Rps, then RY's >RESs. Let ay =a”, a, =a’ and
6, =0, 6, =1—06 denote the corresponding optimal power factor, then 6, = 9,. If
6; < 0,, and settinga, = a; = a”, it can be obtained RY’s < Ry’s which contradicts
the hypothesis. Let 8," = 8; — & > 6,, where & is a minimum value greater than zero,
then there exist 6, larger than 8, for which the corresponding Rge.' > Rgec. This
contradicts the supposition that Rg.. is the maximum. Thus, it can be seen that when 6,
is increased to meet 6, = 6,, the maximum worse secrecy rate can be achieved, and the
corresponding optimal power allocation factor meets a, = a;. This completes the proof.
Using Lemma 1, the optimization problem in (18) can be rewritten as
arg maxg, %efs (20)
sst.0<a; <1
Substituting (16) into (20), the problem can be transformed to maximize 8Rsec(a) as
8= = A’ +Ba’ +Ca+1 a €(0,1) (21)
where A =—(AB+C)’E/B’D B, =(AB+C)(ABD+CD-2BE)/B*D
C, =[2BD(AB+C)-B’E]/B’E, and A =P |hps|*>, B = Pglhp,gr|?+ Pi|hgs|?,
C= PR|hD1R|2|hRs|291P1, D= PllhRS|2 +1, E= P1|hRs|2
When P;|h;;|> > 1, it yields A; <0, B; >0, C; >0. To take the derivative of
8Rsec () with respect to a, this yields
? =3Aa’ +2Ba+C, (22)
o

of
As B;* —34,C; > 0, let == 0 and it can be obtained

o
o =(-B,—\[B2-3AC,)/3A >0, = (B, +,/B2—3AC,)/3A <0 (23)

When o € (0,2), the optimal power allocation factor shall be selected as a; = a*,
and the corresponding Rs.. is the maximum achievable worse secrecy rate. Otherwise
a, shall be selected as @; = 1 representing a non-jamming scenario or a; =0
indicating that the secrecy rate outage will arise.

b) In the case of maximizing the secrecy sum-rate, Ry Can be expressed as

Rsec = %elcs + ?)eZCS (24)

To substitute (9) into (24), the optimization problem in (18) becomes

P |hD1R |2| hes |2 6P +

Pe|Poe| + P, Ihes I

argmax, ., , 2100, (4R +

Pr |hD2R |2| Pes |2 0,6,P, )

2
§|092(1+ a,P, [ hye [ + 5 - (25)
P [Moye| + P [ hiss |
2 2
1|092(1+ o, | Pgs | . )-1|ng(1+ o, P [ hgs | )
3 A-a) Blhg| +1 3 A-ay) P, |hg|” +1

st. 0<a,; <1 0<6,<1 0<a,<1
Clearly, (25) is a nonlinear programming (NLP) problem with a constraint set. A
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solution of the NLP problem generally requires an iterative procedure to establish a search
direction for each major iteration. Here, the Sequential Quadratic Programming (SQP)
method is exploited. It usually outperforms other NLP methods in terms of efficiency and
accuracy to determine the optimal power allocation factor (a4, a,,6;) since the objective
function in (25) is twice continuously differentiable, and the corresponding R is the
maximum achievable secrecy rate.

Next for the purpose of performance comparisons used in Section 4, two benchmark
schemes are analyzed.

A. AF-based untrusted relay without jamming (AFU)

For the first benchmark, a conventional AF-based untrusted relay without jamming
(AFU) scheme is considered. In fact, AFU scheme can be viewed as a special case of the
proposed three-phase AF joint cooperative jamming and power allocation (CJP) scheme,
that is, a; = @, = 1, where both S and R transmit their information signals with all
available power. Substituting oy = a, = 1 into (16), the achievable secrecy rate at D,
becomes

Pe o hes | 6P
2
PR|hD1R| +P e |2

From (26), it can be easily seen that when there exist |hgs|®> > |hp_s|?, |hp rl|?, i.e. the
eavesdropper’s channel is much better than the main channel, so it cannot guarantee that
the value of the secrecy rate is greater than zero.

Similarly, to maximize the worse secrecy rate in AFU scheme, using proof by
contradiction, it can be obtained that the optimal value 6, shall be selected as 8; = 0.5,
and the corresponding Rs. is the maximum achievable secrecy rate. To maximize the
secrecy sum-rate, substituting oy = @, = 1 into (24), it yields

P, |y [Pl hes I 6P
Rl D1R2|| RSl 121)_%|092(1+P1|hRs|2)+
PR‘thR‘ +Pl|hRS|

Py [No o Pl Nes 7 6P,
e T 22)-Zlog, L+ P, [ )
PR‘hDZR‘ +P2|hRS|

In (27), the maximum secrecy sum-rate Rg.. Will be achieved when 6,,6, get the
maximum value, thus the maximum Rg. can be achieved when 6, =6, =0.5.

B. Direct transmission based on artificial noise jamming signal (DTJ)

This benchmark involves a jamming process while just treating the untrusted relay as
an eavesdropper. S directly transmits its signals to D; one by one to avoid collisions with
part power «;P;. Due to the symmetry of the system model, the secrecy rate at D; relative
to X is equal, thus from (12)-(15), the achievable secrecy rate at D, can be easily drawn
as

2 2 1 .
RE =[5 109, 1+ B g + )=5100, 1+ Rus )] (26)

AFU' 2

ec §|092(1+ R ‘hDIS‘Z +

(27)

2
§|ng(1+ Pz I ths |2 +

DT 1 2 1 Py |hgsl?
REe! = [310g2(1 +arPyfho,s| ) — Jlogz (1 + Gotims )]+ (28)

. DTJ . . . .
From (17), one can easily see that 4Rsec with respect to a; is a quadratic function as
follows

RDTI 2
4Rsec = A(Xl + B(Zl + 1 (29)
P2|hp.s|* Ihrs)? 2 2
h 1(|1+DPl1S||hRs|RZS) <0, B= P12|hD1S| |hRS|2 + PllhD1S| - PllhRslz >0.

Since B% > 44, when the vertex of the quadratic curve r; = —B/2A is located in the
range [0, 1], the optimal value a; shall be selected as a; = r; and the corresponding
Rls);rcl is the maximum achievable secrecy rate. Otherwise, a; shall be selected as

ai = 1 representing a non-jamming scenario or «; = 0 indicating that the secrecy rate

where A4 =
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outage will arise.

4. Numerical Results

In this section, numerical results are provided to verify our theoretical analysis on the
system secrecy rate of the proposed CJP scheme for multicast network with an untrusted
relay. Moreover, the effects of the relay position on the system secrecy rate will be
discussed based on the optimal power factor pair (aq,6;) numerically obtained. Let set
P; = P, = 16dB, PR = 10dB, m=3. The distance between D, and D, is normalized to 1,
and the untrusted relay is located on the height of the triangle consisting of S, D; and D,
as shown in Figure 1.

Figure 3 first depicts the effect of the relay positions on the values of the optimal
power factor (o, a,,61) in the case of maximizing the worse secrecy rate for the
proposed CJP scheme. It can be found from the figure that to maximize the worse secrecy
rate, the optimal a; shall locate in the range [0.5, 0.6], and «, € [0.3,0.5] while 6; is equal
to about 0.6.

Figure 4 shows the optimal power allocation factor «; with #,=0.5 versus the relay
positions for the proposed CJP scheme and two benchmarks. As expected, when the
untrusted relay moves close to the source, for the CJP and DTJ schemes the source is
allowed to allocate a larger proportion of power to transmit artificial jamming signal in
order to prevent the untrusted relay from listening. With the increase of «;, the worse
secrecy rate decreases. The corresponding maximum worse secrecy rate results are
depicted in Figure 5. It can be observed from the figure that the proposed scheme can
achieve a significantly higher secrecy rate than the two benchmarks. Moreover, when the
untrusted relay is close to the source, the secrecy rate drops sharply for the AFU scheme.

Figure 6 compares the secrecy sum-rate of the proposed CJP scheme with that of the
AFU and DTJ schemes versus the untrusted relay location. The achievable maximum
worse secrecy rate of the CJP scheme is also shown in Figure 6 denoted by CJP1. As
expected, because the proposed CJP scheme combines the artificial noise jamming and
cooperative diversity together, it can effectively improve the system security performance.
Compared with CJP1, the performance of CJP2 is slightly improved. This is because for
the CJP2 scheme, the goal is to maximize secrecy sum-rate of the whole system without
regard to the fair of individual security rates. As the optimal 6, for CJP2 is greater than

that for CJP1, while RYY increases with the increase of ¢, therefore for CIP2 Ry
can be improved by optimizing 6 but this will lead to the decrease of R{. But the

secrecy sum-rate will still be greater than the maximum achievable worse secrecy rate
under CJP1. Therefore, for the wireless communication system if there is no limit on the
transmission rate of each node, CJP2 is preferred. But if there are the certain requirements
for the individual secrecy rate, CJP1 is the first choice. In particular, for the CJP2 scheme,
since Rys may be lower than the limit of the system secrecy rate, the information

transmission at D, may fail, which causes the data congestion, and even greatly increases
the outage probability of some data link in multi-user cooperative relay network. This will
further do harm to the overall system performance. Therefore, how to choose the optimal
CJP scheme should be decided according to the requirement of the system and the user on
the secrecy rate.
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5. Conclusions

This paper investigated a three-phase AF-based wireless multicasting network with an
untrusted relay. By employing time division and artificial jamming signals, a three-phase
AF joint cooperative jamming and power allocation scheme (CJP) to improve physical
layer security is proposed. The source is allowed to allocate part of the power to transmit
jamming signals, meanwhile the relay adopts a signal combining strategy when
transmitting the signals from different nodes. Optimal power allocation problem aiming at
maximizing the achievable worse secrecy rate or the secrecy sum-rate was derived and
analyzed, and performance comparison with two benchmark schemes is also discussed.
Numerical results further show that CJP scheme, especially CJP2 provides better
achievable secrecy rate compared to DTJ and AFU scheme. Besides, the system resource
allocation is more appropriate for the proposed CJP scheme and the achievable secrecy
capacity is greater under the joint optimization of power factor pair.
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