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Abstract

In the block encryption algorithm of wireless sensor network, the chaotic map is used
as a key generator conform to the application requirements of security and efficiency.
Due to the one-dimensional discrete chaotic map would appear the degradation of
dynamic characteristics after integer quantization, the cascaded and disturbed integer
chaotic key generator were constructed in view of the ideas of cascade and disturbance.
The performances of dynamic characteristics and statistical randomness were simulated
and analyzed for the cascaded and disturbed integer chaotic sequences, and the disturbed
integer chaotic sequence whose disturbance position for 1-8 bits was proved to be more
excellent, and it can not only meet the encryption requirements of wireless sensor network,
but also reduce the computing power and hardware resources overhead of the processor.
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1. Introduction

With the flourishing development of wireless sensor network, the information security
has become a key problem that restricts its application in many occasions[1]. If the
monitoring information of wireless sensor network is military deployment, security
protection, personal privacy, etc. the information encryption is an indispensable part of
security mechanism of wireless sensor network. On the one hand, wireless sensor network
is facing huge security challenges; on the other hand, due to the characteristics of limited
node resources, low computing power and less energy, which make the traditional
encryption algorithms based on complex operation are inapplicable[2]. Therefore,
lightweight symmetric cryptography has gradually become a hot research topic in this
field [3].

Block encryption algorithm is one of the most widely used lightweight symmetric
cryptography, a key part for its design and application is how to generate the random
sequence as key or encryption parameters [4-5]. Due to the characteristics of
unpredictability, high nonlinear, pseudo randomness and parameters sensitivity, etc.
Chaos provides an opportunity to break through the bottleneck of arbitrary length random
sequences generation. In particular, the discrete chaotic maps are fast to operate and easy
to control, which provide the theoretical basis for the application of block encryption
algorithm in wireless sensor network. The efficient and lightweight integer chaotic key
generators based on one-dimensional discrete chaotic tent map is proposed in this paper,
which provide the necessary guarantee for the design and realization of block encryption
algorithm of wireless sensor network.
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2. Integer Quantization

For cost, volume and other considerations, the nodes of wireless sensor network
usually use embedded processors, which cannot directly process floating point, division
and other complex operations [7]. Due to the amplitude of chaotic map is continuous, the
idea of chaotic integer quantization was first proposed in literature, so that it would
suitable for the node operations of wireless sensor network [8].

2.1. Quantization Principle

The iterative values of tent map are evenly distributed in surjective map interval, when
it is applied to the encryption system has the inherent advantages. The difference iterative
equation of tent map is given to be,

Xpp1 = X, 0<x,<1/2

X1 :/u(l_ Xn) 1/23)(” <1 (1)

As shown in the equation (1), the tent map is a piecewise linear system. study shows
that when 1<u<2, the tent map is in a chaotic state.

Through the further generalization, a new class of linear piecewise tent map proposed
in literature [9] is given to be,

X, | u 0<x,<u
X, —ul05-u u<x <05
TN X —ul05-u 05<x <l-u @)
1-x, 1/ u 1-pu<x,<1
According to the method of integer quantization proposed in literature [10], both sides
u=1/ 4,tn =axX

of equation (2) multiplied by & simultaneously,
integer tent map is given to be,

n then the equation of

at 0<t <al4

n

4 —a ald<t <al2
= 3)

fra 3a—4t al/2<t <3al4
4a—4t, 3a/4<t <a
In literature [11], the improved tent map is given to be,
Xy =1-|1-ux | w<[0,2] x,<(01] (4)
Substitutingt, in equation (3) to be X, in equation (4), converts { ,, into an
integer ,then the equation of integer tent map is given to be,

| 4T, | 0<T,<1/4a
| 4T, —a | 1/4a<T, <1/2a
N+l (5)
|3a—4T,|  1/2a<T,<3/4a
| 4a—4T, | 3/4a<T <a

In equation (5), the word length of processor is assumed to be n bits, and T, €
[0,2" —1]. For example, if the word length of processor is assumed to be 16 bits, that

isa=2",and T,,; € [0, 65535],which just corresponds to the unsigned integer range of
16 bits binary numbers representation . In this way, the real operation of tent map can be
equivalent converted to integer operation. 4T, mean the left shift two bits of T, so the

n

integer tent map only need to do addition, subtraction, shift and other simple operations.
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As a result, the integer tent map not only suitable for the node operation of wireless sensor
network, but also can reduce the computing capability of processor and the resource costs
of hardware.

2.2. Performance Analysis

Although after integer gquantization the integer tent sequences are more suitable for
node operation of wireless sensor network, it is necessary to detect its basic characteristics
such as complexity, randomness, periodicity, etc. Through the analysis, it can be
concluded that whether the integer tent map would appear the degradation of dynamic
characteristics, whether it would have an impact on the cryptographic security.

As shown in figure 1-2, on the basis of the comparison and analysis of attractor,
bifurcation diagram and initial value sensitivity, we found that the integer tent map can
inherit the original folding and stretching properties of tent map, and the nonlinear nature
and non reversibility of tent map will still exist in a finite integer set. Although the integer
tent map has more complex attractor and larger surjective map interval, its initial value
sensitivity decreased significantly, so it is necessary to compensate the chaotic
characteristics of the integer tent map.
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(a) bifurcation diagram (b) attractor (c) initial value sensitivity
Figure 1. Chaotic Characteristics of Tent Map

amplitude
amplitude
™

1 ) 15 2 x(e1) o0 (o) Fo) ) £l 100 20

(a) bifurcation diagram (b) attractor (c) initial value sensitivity
Figure 2. Chaotic Characteristics of Integer Tent Map

As shown in figure 3-4, on the basis of the comparison and analysis of ergodicity,
histogram and self-correlation, we found that if the tent map is entered into the chaotic
region, the points on the orbit traverse the whole phase space with the same probability,
and the orbital period becomes infinite. After integer quantization the uniform distribution
characteristics of tent map in the real domain would be destroyed. Due to the short cycle
and uneven distribution of the integer tent map, it is easy to decipher through the way of
probability statistics, etc. Therefore, the performance characteristics of integer tent map
are not enough to meet the security requirements of key generator.
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Figure 4. Statistical Randomness of Integer Tent Map

3. The Integer Chaotic Map

In this paper, in order to achieve the ergodicity and increase the complexity, under the
same precision the integer tent map would be improved and optimized to obtain the ideal
security performance.

3.1. The Cascaded Integer Chaos
The cascaded integer chaotic key generator is shown in Figure 5 the difference iterative
equation of logistic map is given to be,
X=X, 1-x) wue(0,4] x,€(01] (6)
In equation (6), when =4, the logistic map is in the surjective state.
The iteration output of logistic map is input as the iteration input into the tent map, that

is Substituting X1 in equation (4) to be X4t jn equation (6), then the iteration output of
tent map is given to be,

Xy =L-[l=4ux,(1-%,)| % €[04 ue(0.2] ()

The iteration output of tent map is input as the iteration input into the logistic map,
such cycled process can produce the cascaded chaotic sequence, then the integer cascaded
chaotic sequences can be obtained by integer quantization. Owing to each iteration result
of the cascaded integer chaos is determined by two chaotic maps, which make the
iteration mode is more complex.

S losist tent ‘_| integer
2 *| ‘ogishcmap ent map '| quantization

Figure 5. The Cascaded Integer Chaotic Key Generator
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3.2. The Disturbed Integer Chaos

If the chaotic state variables are disturbed at the fixed interval which is less than the
period length of chaotic sequence, the chaotic state can be effectively changed to avoid
the periodicity. Disturbance strategy is mainly divided into the disturbance to input
sequence, the disturbance to output sequence, and the disturbance to input and output
sequence simultaneously [13]. In this paper, the output sequence of integer tent map
would be disturbed by the logistic chaotic sequence.

The disturbed integer chaotic key generator is shown in Figure 6.If the wireless sensor
network node is a 16-bits processor, the integer tent sequence T(n) would be expressed as
a 16-bits binary number. Due to the iteration output of logistic map is in the interval
[0,1], the iteration output of logistic map is amplified by 10 times and divided by 256,the
mod of which L(n) is 8-bits pseudo-random sequence as a disturbance sequence.
Meanwhile, the integer tent sequence T(n) is also divided by 256 and the mod of which
M(n) is 8 bits pseudo-random sequence. The L(n) is used to disturb the M(n) in the form
of XOR operation, then being OR operation with 10000000 to generate sequence P(n).
Finally, using P(n) to replace the 8-bits binary number of integer tent sequence T(n), so as
to complete the output disturbance of the integer tent map.

. 10000000
logisticmap | amplifier —»{ mod L(n)

. P(n)
+ [ ] I
I I\._/

Tl:ﬂ:l ]
i]i'lc"gc"l'[ﬂﬂ map moaod 1 M(n)
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s
- \x‘_‘ -
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Figure 6. The Disturbed Integer Chaotic Key Generator

The influence of different disturbance position on the key performance is shown in
Figure 7-8. Through the simulation analysis it can be seen that the position of the
disturbance sequence has great impact on the chaotic and random characteristics of the
integer tent map, and better performance would be obtained if the position of the
disturbance sequence P(n) moves forward. The best disturbance effect can be achieved
when the position of the disturbance sequence P(n) is exactly corresponds to the 1-8bits of
integer tent sequence T(n).

(1) L ) X+ o0 X0

(a) disturbance (b) disturbance (c) disturbance
position for 1-8 bits position for 2-9 bits position for 3-10 bits
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Integer Tent Map

3.3. Performance Analysis

As shown in Figure 9-10, the cascaded and disturbed integer chaos not only extend the
surjective map interval, but also have more complex dynamic characteristics, more
dispersed and disorderly phase space distribution, which can effectively solve the problem
of stable window. The greater difference between adjacent iterative values would avoid
iterations tend to be same value, it can effectively reduce the possibility of decipher
sequence through the way of phase space inversion, etc. Even if the same chaotic system
has a tiny initial value difference, it will produce a completely different state after several
rounds of iterations, which shows that it has extremely strong initial value sensitivity.
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(a) bifurcation diagram (b) attractor (c) initial value sensitivity
Figure 9. Chaotic Characteristics of Cascaded Integer Chaos
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Figure 10. Chaotic Characteristics of Disturbed Integer Chaos

As shown in Figure 11-12, With respect to the integer tent map, both distribution
uniformity and self-correlation of cascaded and disturbed integer tent map have been
greatly improved, and the period of chaotic sequence have been effectively extended too.
Therefore, the cascaded and disturbed integer chaotic key generators can meet the
requirements for random, and it is difficult to be deciphered by attackers.
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Figure 12. Statistical Randomness of Disturbed Integer Chaos

Through the comparison we can find that the cascaded and disturbed integer chaos not
only inherit the stretching and folding characteristics of tent map, but also overcome the
problems of uneven distribution and short period , and the dynamic characteristics has
also been significantly enhanced. In contrast, the disturbed integer chaos has bigger
surjective interval, more complicated attractor structure. Furthermore, cascade different
chaotic map will bring more complex calculations. Therefore, the disturbed integer chaos
is more suitable for application in wireless sensor network block encryption algorithm.

4. Conclusion

In this paper, according to the characteristics of the wireless sensor network, based on
the relevant theory of chaos and block encryption, aimed at dynamic degradation and
short period of the integer chaotic map, the integer chaotic key sequence generators were
constructed in view of the ideas of cascade and disturbance. Through comparing and
analyzing the performances of two key generators, it can be concluded that the disturbed
integer chaos has larger key space and higher complexity, and the generated key
sequences have excellent characteristics of uniform distribution and pseudo-randomness.
Moreover, it only needs to carry out addition and shift operation when implemented in
computer, which can reduce hardware resources and improve operational speed.
Therefore, the integer chaotic key sequence generators can not only guarantee the
operation of wireless sensor network node, also can further strengthen the safety and
efficiency of the encryption algorithm, very suitable for the application of encryption
algorithm in wireless sensor networks.
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