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Abstract 

In this work, an oblivious transfer with complex access control scheme that is 

constructed based on ciphertext policy attribute based encryption (CP-ABE) scheme is 

proposed. In this scheme, the database server can enforce fine grained access control for 

each record where the authorized user is allowed to access, but the unauthorized user 

cannot,   whereas it learns neither which record a user accesses, nor which attributes a 

user has.  This scheme has the advantages as follows: First, it allows the expressive 

access control policies where access structures are based on linear secret sharing scheme 

that directly supports AND, OR and Threshold gates. Second, the communication 

complexity in this scheme is constant in the numbers of records which have been 

accessed. Third, this scheme is constructed in prime order bilinear group. Fourth, this 

scheme is secure in the standard model. To the best of our knowledge, this scheme is the 

first to obtain these features simultaneously. 
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1. Introduction 

Electronic transactions such as accessing medical records or financial data require that 

access to these resources should be protected and the information which datum item is 

accessed is sensitive. Hence, it is necessary that these transactions should be protected, 

such that the following requirements are met: (1). The privacy of users is preserved, that 

is to say, the service provider is oblivious to which user accesses which datum item;(2). 

The service provider ensures that the only users who possess the sufficient attributes are 

authorized to access the data. With the advent of cloud computing, outsourcing sensitive 

information to cloud makes these requirements more compelling.  To preserve the users’ 

privacy and let the service provider (database) enforce access control mechanism, 

cryptographers proposed oblivious transfer with access control to solve the 

aforementioned requirements. 

To enable one to securely share data over an insecure network, encryption techniques 

are employed. In the symmetric cryptography setting, if the two users communicate the 

sensitive data, they need to hold the same secret key. It is acceptable for some small 

organizations. With the advent of Internet, the above solution becomes infeasible. To 

solve the key distribution problems in the symmetric cryptosystem, Diffie and Hellman 

proposed the public key cryptosystem in which any two parties can securely share the 

sensitive data without having a mutually held secret key. The symmetric cryptosystem 
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and the traditional public key cryptosystem both have the drawbacks as follows: (1) 

Encryption is a mechanism to send a message to a single recipient possessing a secret key, 

communication model is one-to-one. (2)Access to the encrypted data is all or nothing-a 

user is either able to decrypt and obtain the entire plaintext or he learns nothing at all 

about the plaintext except for its length. With the advent of cloud computing, where there 

exist a large number of users, the traditional public key cryptosystem is insufficient. For 

instance, the data owner may want to share the sensitive data under some policy based on 

the recipient’s credentials or attributes, such that only the users satisfying the policy can 

decrypt. The traditional public key cryptosystem cannot handle such tasks. 

Sahai A. and Waters B. (2005) [1] first proposed the Attribute Based Encryption (ABE) 

scheme to handle the aforementioned problem. Since the Attribute Based Encryption 

scheme is proposed, different ABE schemes are presented in terms of flexibility, 

efficiency, and security. Existing ABE schemes are classified as Key Policy ABE (KP-

ABE) schemes [2-3] and Ciphertext Policy ABE (CP-ABE) schemes [4-5]. In KP-ABE 

schemes, keys are associated with access policies, and ciphertexts are identified with 

attribute sets. If and only if the keys associated with access policies which are satisfied by 

the attributes associated with the ciphertexts are able to decrypt the ciphertexts. In CP-

ABE schemes, access policies are associated with the ciphertexts and keys are associated 

with attributes. If and only if keys associated with attributes that satisfy the access policy 

associated with the ciphertext are able to decrypt it. In all of CP-ABE schemes known so 

far, only a CP-ABE scheme due to Waters B. [6] is both expressive and is proven secure 

under a standard assumption in the standard model in prime order bilinear group. Our 

scheme builds on this scheme.  

Our contribution. In this work, we combine expressive ciphertext policy attribute 

based encryption scheme with oblivious transfer scheme to achieve complex access 

control over the encrypted records of the database and users’ privacy preserving. To the 

best of our knowledge, we are the first to achieve the four advantages simultaneously as 

follows: first, it allows the expressive access control policies that directly supports AND, 

OR and Threshold gates. Second, the communication complexity in our scheme is 

constant in the numbers of records which have been accessed. Third, our scheme is based 

on prime order bilinear group. Fourth, our construction is secure in the standard model. 

Organization.  The remainders of our paper are organized as follows: We discuss 

related work in section 2. We introduce preliminaries in section 3. We present scheme 

definition, security model in section 4. We present the construction of scheme in section 

5. Security is proved in section 6. Performance is evaluated in section 7. We conclude and 

specify the future work in section 8. 

 

2. Related Work  

Coully S. [7-8] are the first to propose oblivious transfer with access control using 

state graphs where the users obtain credentials which bind them to a particular state in the 

graph. Their scheme enforces access control by limiting the possible transitions between 

states. This scheme has the following advantages: (1). It is suitable for different oblivious 

transfer schemes; 2.The access control policies are allowed to be changed on condition 

that the database is not changed.  However, their scheme has the drawbacks as follows: 

(1).Each time the database is accessed by a user, a new credential must be obtained by the 

user. (2).This scheme cannot efficiently express a large class of access control policies 

based on state graphs. Camenisch J. [9] proposed an oblivious transfer with access 

control where each user can obtain a credential which certifies whether the user has some 

attributes employed to describe each record of data, and a user can access the record if 

and only if the user has these attributes, which makes access policies only support AND 

logical gate. To support access policy in disjunctive form, the database server needs to 

replicate the record, which makes the size of database increased. Additionally, to directly 
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support access policy in disjunctive form, Zhang [10] proposed oblivious transfer with 

access control that realizes disjunction without duplication. Their scheme builds on 

adaptively secure attribute based encryption scheme presented by Lewko A. [11]. 

Unfortunately, their scheme [11] is based on composite order bilinear group resulting in 

some efficiency loss, and the security of their scheme [11] is based on the generic group 

model. Zhang [10]’ scheme inherits the same limitation as Lewko A. [11]’ scheme. 

Moreover, their scheme [10] does not carry out key validity check and ciphertext validity 

check. If the issuer and the database are malicious, the two users who have the same 

attributes may decrypt the same ciphertext to the different plaintexts, which violates 

anonymity of the users. 

 

3. Preliminaries 
 

3.1. Bilinear Map 

Let G  and 
TG  be two cyclic groups of prime order p, and ,g h  are a generator of 

G  respectively. e  is a bilinear map
T:e  G G G 1,which has the following properties:  

Bilinearity: for any ,
p

a bZ  ( , ) ( , )
a b ab

e g h e g h .Nondegenerate:
T

( , ) 1e g g  G
, 

( , )e g g  is a generator of 
TG  .If the group operation on G and on the bilinear map 

T:e  G G G 1are efficiently computable, then G  is a bilinear group. Our scheme 

employs the symmetric bilinear map that has the following properties: 

( , ) ( , ) ( , )
aa bb ab

e g h e g h e g h   

 

3.2. Access Structure 

Access Structure (Beimel A.) [12]. Let  S  denote the attribute universe. An access 

structure on S is a collection A of non-empty subsets of attributes, i.e. {}2 \ S
A .The 

sets in A are called the authorized sets, and the sets not in A are called the unauthorized 

sets. Specifically, an access structure is called monotone if ,B C : if BA  and B C , 

then CA .  In our scheme, we only deal with monotone access structure. 
 

3.3. Linear Secret Sharing Scheme  

A secret sharing scheme  over a set of attributes is called linear over pZ  if 1.The 

shares for each attribute of a secret psZ  form a vector over pZ .2.There is a matrix 

M with h  rows and d  columns named the share generating matrix for   . For 

any ...1, ,i h , we let the function   defined the attribute labeling row i  as ( )i . When we 

consider the column vector 2( , ,..., )T

nv s x x , where T  is the transpose of the vector, s is the 

secret to be shared, and 2 ,..., n px x Z  are uniformly at random chosen, then M v is the vector 

of h  shares of the secret s  according to  .The share ( )iM v   belongs to attribute ( )i . 

Let SA  be any authorized set, and let ...{ : {1, , } ( ) }I i i h i S    .Then, there exist constants 

{ }i p i I Z  such that, if { }i i Is  are valid shares of any secret s  according to  , 

then i ii I
s s


 . These constants { }i p i I Z  can be found in time polynomial in the size of 

the share generating matrix M . For unauthorized sets, there do not exist no such 

constants. 

 



International Journal of Future Generation Communication and Networking  

Vol. 9, No. 1 (2016) 

 

 

288  Copyright ⓒ 2016 SERSC 

3.4. Complexity Assumptions  

Definition 3.4.1 l -Strong Diffie-Hellman assumption [13] holds in the bilinear group 

G  provided that for any PPT adversary A , the advantage  
1/( )( ) Pr{ ( , ,..., ) ( , )}

llSDH j

GAdv k A g g g j g    is negligible in the security parameter 

 , in which 
$ *gG and 

$, pj Z .  

Definition 3.4.2 The decisional l -bilinear Diffie-Hellman exponent ( l -BDHE) 

assumption [14] holds in the bilinear group G and the target group 
TG  provided that for 

any PPT adversary A , the advantage   

 

 

 

 

is negligible in the security parameter  , in which 
$ *,g uG , 

$ *

TH G  and 

$

pxZ .  

Definition 3.4.3 The l -power decisional Diffie-Hellman ( l -PDDH) assumption[15] 

holds in the bilinear group G and the target group TG  provided that for any PPT 

adversary A , the advantage  
2

, 1 2( ) Pr{ ( , ,..., , , , ..., ) 1} Pr{ ( , ,..., , , , ..., ) 1}
l l l

T

lPDDH x x x x x x x

lAdv k A u u u Z Z Z Z A u u u Z Z Z Z   
G G

is negligible in the security parameter  , in which 
$ *uG , 

$ *

1, ,..., l TZ Z Z G  

and 
$

pxZ . l -BDHE assumption implies the l -PDDH assumption.  

 

3.5. Ciphertext Policy Attribute Based Encryption  

A CP-ABE scheme comprises the four algorithms as follows: 

. ( , ) ( , )ABE Setup PP MS S .  The setup algorithm takes in security parameter   

and the universe S  of attributes, and outputs the public parameters PP  and a master 

secret MS . 

 .Pr ( , , ) Pr SABE iKeyGen PP MS S iKey .The private key generation algorithm 

takes in the public parameters PP , the master secret MS and the attribute set S , and 

outputs a private key Pr SiKey . 

  . ( , , )ABE Encrypt PP m CT
A

A . The encryption algorithm takes in the public 

parameters PP , a message m  and an access structure A over S , and outputs a 

ciphertext CT
A

. 

. ( ,Pr , )SABE Decrypt PP iKey CT m
A

. The decryption algorithm takes in the 

public parameters PP , a private key Pr SiKey and  a ciphertext CT
A

. If the attribute set 

S associated with the Pr SiKey  satisfies the access structure A  associated with a 

ciphertext CT
A

, then the decryption algorithm will decrypt CT
A

 to recover the message 

m , else returns the error symbol  . 

Security Definition of CP-ABE. 

Setup. The challenger runs the .ABE Setup setup algorithm to generate the public 

parameters PP  which is given to the adversary. 
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Phase 1.The adversary makes repeated queries for private keys associated with 

attribute sets 
11,..., qS S . 

Challenge. The adversary submits two messages 
0m and 

1m  with
0 1| | | |m m , where 

||  denotes the message length. Furthermore, it submits a challenge access 

structure 
*

A  with the restriction with none of the attribute sets  
11,..., qS S  

from  

Phase 1 satisfy the challenge access structure
*

A .The challenger tosses a random coin 

{0,1}   and encrypts m  under 
*

A  to obtain the resulting ciphertext 

* *. ( , , )CT ABE Encrypt PP mA A which is passed on to the adversary. 

Phase 2. Phase 1 is repeated except that the challenge access structure 
*

A is satisfied 

by none of the attribute sets
1 1,...,q qS S

. 

Guess. The adversary outputs a guess of  '  for  . 

The advantage of an adversary A in this game is defined as
1

Pr{ ' }
2

   .  

The model is secure against chosen ciphertext attacks by allowing for 

decryption oracles in phase 1 and phase 2. 

Definition 3.5.1. A CP-ABE scheme is secure if no PPT adversary has non-negligible 

advantage in the aforementioned game. 

 

3.6. Zero Knowledge Proofs  

In a zero-knowledge proof of knowledge, a prover proves a statement to a verifier 

without revealing anything about the statement other than its veracity. We employ the 

notation introduced by Cramer R. et.al. [16]. For example, 

{( , , ) : }POK y g u y g u
 

        denotes a “zero knowledge Proof of 

Knowledge of integers , ,   such that y g u  and y g u
 

 holds, in which 

g and u  are a generator of the group G , respectively, and  g and u  are a generator 

of the group G ,respectively. Variables in the parenthesis denote which knowledge 

is proven about, whereas all other values are known to the verifier.  

 

3.7. Fully Simulatable Oblivious Transfer 

We employ the fully simulatable adaptive oblivious transfer protocol due to 

Camenisch J. et.al. [15] , in which a sender possesses N  messages, of which a 

recipient can adaptively pick to receive k one after the other, such that the sender 

learns nothing about the recipient’s choices, and the receiver only learns about the 

k  requested messages, whereas the remaining messages are hidden from the 

recipient. 

 

4. Definitions 
 

4.1. Scheme Overview  

An oblivious transfer protocol with complex access control from ciphertext 

policy attribute based encryption is run between an issuer that sets up the system 

and generates the private keys of users; one database that hosts the list of records, 

generates the encrypted records by employing CP-ABE schemes and allows users to 
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access the records which they are entitled to access; and users that anonymously 

fetch records that are entitled to access. 

 

4.2. Scheme Definition 

An adaptive oblivious transfer with complex access control from ciphertext 

policy attribute based encryption (OTAC-ABE) comprises the algorithms as follows: 

(1 , ) ( , )IssuerSetup PP MS S : The issuer runs this algorithm which takes in the 

security parameter 1 and the universe S  of attributes and outputs a public parameter 

PP and MS . 

Issue : A user engages in the Issue protocol with the issuer to generate credentials 

SCred for attribute sets S .The common inputs are the issuer’s public parameter PP  and 

the attribute sets S . The issuer’s input is her master secret MS . At the end of the protocol, 

the user obtains the private key as the access credentials  

Pr .Pr ( , , )S SCred iKey ABE iKeyGen PP MS S  . 

.Pr ( ,Pr ) { , }SABE iKeySanityCheck PP iKey Valid Invalid  
: The user runs this 

algorithm to test whether Pr SiKey  is valid. It takes in public parameter PP  

and Pr SiKey , and outputs Valid  or Invalid .  

1,..., 1( , ( , ) ) (( , ,..., ), (Pr ))j j j n DB n DBDataBaseSetup PP DB R PK ER ER iKey A : 

The DataBaseSetup algorithm is run by the database server to initiate a database which 

contains records 
jR  protected by access structure ( 1,..., )j j nA , respectively. This 

algorithm generates a public key DBPK  and the encrypted records ( 1,..., )jER j n , 

which is available to all users. The database server keeps the private key Pr DBiKey  for 

itself. 

. ( , ) { , }ABE CiphertextSanityCheck PP CT Valid Invalid  
: The user runs this 

algorithm to test whether CT  is valid. It takes in public parameter PP  and CT , and 

outputs Valid  or Invalid . If .PrABE iKeySanityCheck  and 

.ABE CiphertextSanityCheck pass, ABE scheme is called the committing ABE scheme 

that ensures that if the two users possess the same attributes, then they can decrypt the 

same ciphertext to the same plaintext.   

Transfer : A user engages in a Transfer protocol with the database server when a user 

wishes to access a record in the database. The issuer’s  PP  and DBPK  of database are 

common inputs.  The user’s input is choice index {1,..., }n   and the credentials 

SCred . The private input of the database is Pr DBiKey . At the end of the protocol, the 

user obtains the record R  if the protocol is successfully executed,  else an error symbol 

  is returned.  

 

4.3. Definition of Security 

Security of an OTAC-ABE protocol is defined through indistinguishability of a real 

world and an ideal world experiment (Canetti. R.[17]). In the real world, there exist many 

players running some cryptographic protocols with each other, an adversary A including 

the dishonest players controlling some of the players, and an environment E  providing 

the inputs to the honest players, receiving their outputs and interacting with the adversary 

arbitrary. 
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In the ideal world, there exist the same players which do not run cryptographic 

protocols but send their inputs to and receive their outputs from an ideal fully-trusted 

party T that applies the functionality that the cryptographic protocols can realize, an 

adversary including the dishonest players, and an environment E  providing the inputs to, 

receiving the outputs from the honest players, and interacting arbitrarily with the 

adversary.  

Cryptographic protocol set can securely implement a functionality if for every 

environment E and for every real world adversary A  there exists an ideal world 

simulator 
*A which controls the same parties in the ideal world as A does in the real 

world in such a way that the environment is not able to distinguish whether it is run in the 

real world interacting with A or whether it is run in the ideal world interacting with the 

simulator 
*A . 

Real world. Only can the users return the result to the environment E , whereas the 

issuer and the database output nothing to the environment E . 

1. The issuer runs the (1 , )IssuerSetup  S  to generate ( , )PP MS  and publishes PP .  

2. The environment E sends the database DBase  a message 

1,...,( , ( , ) )j j j nInitializedatabase DB R A  . To encrypt DB ,  DBase  runs 

1,..., 1( , ( , ) ) (( , ,..., ), (Pr ))j j j n DB n DBDataBaseSetup PP DB R PK ER ER iKey A

, and sends the encrypted database 1( , ( ,..., ))DB nPK ER ER  to user 

( 1,..., , )cU c C C N .  

3. The user cU  engages in an Issue protocol with the issuer I  when E  sends a 

message ( , )issue S  to user cU . At the end of the protocol, cU  obtains the 

credential SCred  for attribute set S . cU sends back a bit   to the 

environment indicating this protocol succeeded 1   or failed 0  .If 

1  , the user 
cU will obtain credentials  

SCred  for S . 

4. The user 
cU  checks whether he has the credentials  

SCred  for attribute set 

S satisfying the access structure A  when E  sends a message ( , )transfer  . If 

so, he engages in a Transfer protocol with the database. If this protocol succeeded, 

he sends back R  to E . If it failed, he sends back   to the environment.  

Ideal World.  Here all participants communicate via a trusted party T implementing 

the functionality of OTAC-ABE protocol. The ideal world users 
*
cU , issuer *I and 

database *Dbase  relay inputs and outputs between the trusted party T and the 

environment E . T  maintains a set of attributes cS  that is initially empty for each user 

*
cU and sets DB  .  

1. When T receives ( , )issue S  from 
*
cU ,  it sends 

*( , , )cissue U S  to *I  that returns 

a bit  . If 1  , then adds S  to '
cU

S  and sends   to 
*
cU , else sends   to 

*
cU . 

2. When T receives 1,...,( , ( , ) )j j j nInitializedatabase DB R A   from
*
cU , T sets 

1,...,( , )j j j nDB R  A . 

3. When T receives ( , )transfer   from 
'

cU , if DB  , it sends transfer to  

*Dbase  that returns a bit  . If 1   and  T  checks whether [1,..., ]n   
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and *
cU

S satisfies the access structure A . If so, T  sends the user 
*
cU the 

record R , else it returns   to 
*
cU .   

 

5. Construction 

In this construction, a ciphertext policy attribute based encryption scheme is combined 

with simulatable adaptive oblivious transfer to achieve oblivious transfer with fine 

grained access control in the standard model. We employ hybrid encryption to design a 

new ciphertext policy attribute based encryption scheme that supports the same expressive 

access structure as the original CP-ABE scheme. This scheme is implemented via 

combining the underlying CP-ABE scheme with data encapsulation mechanism (DEM) 

(Herranz, J..[18]). We employ this new CP-ABE scheme combined with simulatable 

adaptive oblivious transfer to achieve oblivious transfer with fine grained access control 

in the standard model. Our construction is as follows:  

(1 , ) ( , )IssuerSetup PP MS S : On input the security parameter 1  and the 

universe of system attributes S , the issuer runs .ABE Setup algorithm to generate a 

bilinear group G of prime order p with a generator g , a bilinear map
T:e  G G G 1 

and random exponents , , (1 | |)k pt k    Z S ,and sets (1 | |)kt

kT g k   S . The 

public parameter PP  is published as ( , ( , ) , ,{ (1 | |)})kt

kPP g e g g g T g k     S . 

The master secret MS is MS g  . 

1,..., 1( , ( , ) ) (( , ,..., ), (Pr ))j j j n DB n DBDataBaseSetup PP DB R PK ER ER iKey A : 

The database employs the bilinear group generator to create a bilinear map 

: Te  G G G , where G  and TG  are of the same prime order p ，and G  and TG  

may not be identical to G and TG  , respectively . It picks ,u f at random from  G  and 

picks p Z  at random.  It computes ( , )F e u f and y u .For each 1,...,j n , 

DataBaseSetup  algorithm computes ( , )j j jC A B ,in which 
1/( )j

jA u  ,and 

( , )j j jB e A f R . It sets the private key Pr ( , )DBiKey f   and publishes  

( , , , , , , )TDBPK e p u y F G G . 

For each 1,...,j n , it parses the access structure ( 1,..., )j j nA as ( , )j j jA M  , 

in which jM is an h d matrix ,  j  is a map that associates rows of jM to attributes, 

where  j  is limited to an injective function, i.e., an attribute is associated with at most 

one row of jM . It picks content key jK from TG  at random and a random vector 

,2 ,( , ,..., )T n

j j j j n pv s x x Z  that is employed to share the secret encryption expenent js . For 

1,...,i h , it computes , ,j i j i js M v , where ,j is is the shares of js  and ,j iM  is the vector 

corresponding to the 
thi  row of jM . It computes 

,

,1 , , ( )(( , ( )), ( , ) , , )j j j i j

j

s s s s

j j j j j j b j i iD M i E K e g g E g E g T
 




     and 

,2 . ( , || )j j j jD DEM Encrpt K A B .  

The database server publishes 1,..., ,1 ,2 1,...,( ) ( ( , ), )j j n j j j j j nER D D D   A . 
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Issue : To make database queries, a user wants to obtain the credentials for the 

attribute set satisfying the access structure ( 1,..., )j j nA . Hence, the Issue protocol 

is run between the user and the issuer as displayed in Figure 1. The flag
If  that is 

initially equal to 0  is sent to the issuer by the user. If 
If  is equal to 0 , then the 

issuer sends the user a proof of knowledge {( ) : ( , ) }POK e g g  . 1If   is updated 

by the user who sends the attribute set S to the issuer.The issuer picks a 

random
j pr Z , and creates the private key as follows:  

, ,1 , ,2 ,Pr ( , ,{ } )j j j xr r r t

S j b j b j x x SiKey K g g K g K g


    . 

It outputs the private key Pr SiKey  as credentials which are sent to the user. 

.Pr ( ,Pr ) { , }SABE iKeySanityCheck PP iKey Valid Invalid  
: The user runs this 

algorithm to test whether Pr SiKey  is valid as follows:  

, ,1 , ,2( , ) ( , ) ( , ) ( , ) ( , ) ( , ) ( , ) ( , )j j jr r r

j b j be K g e g g g e g g e g g e g g e g g e g g e g K
         

     , , ,2, ( , ) ( , )j x x j bx S e K g e T K   . 

If the aforementioned checks pass, the .PrABE iKeySanityCheck  algorithm 

outputsValid , else outputs Invalid . 
 

,1. ( , ) { , }jABE CiphertextSanityCheck PP D Valid Invalid  
: The user runs this 

algorithm to test whether 
,1jD  is valid as follows:      

If the attribute set S satisfies the access structure ( 1,..., )j j nA , and let 

, ( ){ }
jj i p i S Z   be constant set, then , ,( )j

j i j i ji S
s s





 .  

, ,, ,( ), ,

, ( ) ( )( ) ( ) ( )
( , ) ( , ) ( , ) ( , )

j i j ij i j ii Sj i j i j j j

j jj j j

s
s s s

j i i ii S i S i S
e E g e g T g e g g e T g


   

   

 

  


   

 

, ,1 1

( ) ( )( ) ( )
( , ) ( , ) ( , ) ( , )

j i j i
j j j j

j jj j

s s s s

i ii S i S
e g g e T g e g g e T g

  

  

 

 
    

,1

, ( ) ,( )
( , ) ( , )

j i

jj
j b i j bi S

e g E e T E







   

If the aforementioned checks pass, the .ABE CiphertextSanityCheck algorithm 

outputsValid , else outputs Invalid .  

Transfer : The user employs the .ABE Decrpt  algorithm to compute  

,

, , ,1 , , ,2 , , ( )( )
/ (( , ) / ( ( , ) ( , )) )j i

jj
j j b j b j i j b j b j ii S

E E K e E K e E K


   

, ,

( )
( , ) / (( ( , ) ( , ) / ( , ) ))

j j i j ij j j j

j

r ss s s r

j i
K e g g e g g e g g e g g

   


   

( , ) / ( , )j js s

j jK e g g e g g K
 

   

Then it computes ,2( , ) . ( , )j jA B DEM Decrypt K D   . 

The user engages in a Transfer protocol with the database server when he hopes to 

access a record in the database as depicted in Figure 2. The user picks pZ at 

random and computesW A

 .  The user sends the database serverW , together with 
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a zero knowledge proof of knowledge {( , ) : ( , ) ( , ) ( , ) }POK e W y e W u e u u    .If the 

database server accepts the proof, and computes ( , )V e f W . The database server 

sends the user F , together with a zero knowledge proof of knowledge 

{( ) : ( , ) ( , )}POK f F e u f V e f W   .The user obtains 1//R B V




  . 

 

 

Figure 1. Issuer Protocol 
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Figure 2. Transfer Protocol 

 

6. Proof of Security 

We analyze the security of the proposed protocol via proving indistinguishability 

between adversary actions in the real world and in the ideal world. Given a real world 

attacker A , an ideal-world attacker 
*A  is constructed in such a way that no environment 

E can distinguish whether it is interacting with A or
*A .  We organize the proof in the 

following lemmas based on which parties are corrupted. The cases are not considered as 

follows: all parties are honest or dishonest, and the issuer is the only honest or dishonest 

party, since they have no real practical interest.  For the remaining each case, we define a 

sequence of hybrid games Game-0,…, Game-N to prove the indistinguishability  between 

the real and ideal worlds. In each game we define a simulator 

( 0,..., )cSim c n which runs A  as a subroutine and that provides the entire view of 

the environment. 
, cSimHybridE

is defined as the probability  that E outputs 1  when 

run in the world provided by 
cSim . We can construct the games such that it holds 

that
0 0, ,( ) Re ( )Sim SimHybrid al E E

 and 
, ,( ) ( )

n nSim SimHybrid Ideal E E
. An upper 

bound for *, ,
Re ( ) ( )A A

al Ideal E E
 can be obtained by summing 

1, ,( ) ( )
c cSim SimHybrid Hybrid 


E E

 for ( 0,..., )c n . ( )n k  denotes a negligible 

function  in k . 

Theorem 1.The OTAC-ABE protocol described in section 5 securely implements the 

OTAC-ABE functionality under the security of the CP-ABE scheme, and if the 

( 1)n BDHE  assumption holds in G  and TG  holds and ( 1)n SDH  assumption holds 

inG .   

This theorem is proved via the four lemmas as follows: 

Lemma 1.For any an environment E and any an attacker A  which corrupts the 

database and the issuer, there exists an ideal world attacker 
*A  such that 

*, ,
Re ( ) ( )A A

al Ideal E E
 is negligible. 

Proof.  Game-1: This game is identical to Game-0, except that the knowledge 

extractor is employed to extract MS  from the proof of knowledge 

{( ) : ( , ) . (1 )}POK MS PP MS ABE Setup  . Since the extraction event succeeds with 

all but negligible probability, it holds that
0 1, , 1( ) ( ) ( )Sim SimHybrid Hybrid    E E

. 

Game-2: This game is identical to Game-1, except that all ill-formed ciphertexts 

checked via running .ABE CiphertextValidityCheck must be rejected. The committing 

property of the CP-ABE scheme ensure that the same ciphertext will be decrypted to the 

same plaintext by employing any valid private keys if .ABE CiphertextValidityCheck  

is valid. Hence, 
1 2, ,( ) ( ) 0Sim SimHybrid Hybrid  E E

. 

Game-3: This game is identical to Game-2, except that at the first transfer query 

dictated by E ,  the simulator 3Sim  runs the extractor  for the proof of knowledge 

{( ) : ( , )}POK f F e u f  to extract the element f from the attacker A  such that 

( , )F e u f . 3Sim  will return   to E  if the extractor fails. Otherwise, it runs A  

interacting with the honest user. Under the knowledge error of the proof of knowledge, it 

holds that  
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2, , 3 3( ) ( ) ( )Sim SimHybrid Hybrid    E E
. 

Game-4: This game is identical to Game-3, except that during each transfer phase it 

lets the user query a record picked at random if the user possesses the private keys 

associated with the attribute sets satisfying the access structure. Under the perfect zero 

knowledge of the proof of knowledge of {( , ) : ( , ) ( , ) ( , ) }POK W e W y e W u e u u   , it 

holds that 
3 4, ,( ) ( ) 0Sim SimHybrid Hybrid  E E

 .   

According to the real world attacker A , an ideal world attacker 
*A  acting as the 

database and the issuer simultaneously and incorporating all steps from Game-4 can be 

constructed.  All messages are relayed between E and A  by the attacker
*A . 

*A runs A to 

obtain the issuer’s public key PP  and the encrypted database  ( 1,..., )jER j n .  
*A  

acting as the user conducts the issue protocol with A  when 
*A  receives (issue,

*U , S ) 

from T . If the output of KeyValidityCheck  is valid, 
*A sends 1   back to T , else it 

sends 0  back to T .  When 
*A  receives a message Transfer from T  for the first time, 

it runs the extractor of {( ) : ( , )}POK f F e u f to extract f  from A . 
*A  employs the 

private key Pr SiKey  to decrypt ( 1,..., )jER j n  to obtain ||j jA B ,  in which 

( , )j j jB e f A R , 
*A  computes / ( , )( 1,..., )j j jR B e f A j n   and sends 

 
1,...,

InitializeDB, ,j j j n
R


A to T .  

*A  simulates an honest user  querying for record 

R picked at random with the access  structure satisfied by the attribute set S . If the 

transfer query succeeds, 
*A returns 1   to T ; if not, it returns 0   to T .  The 

remaining transfers are treated in the same way. 

As you can see, 
*A  provides A  with exactly the same environment as 4Sim . Hence, it 

holds that *
4,,

( ) ( )SimA
Ideal Hybrid  EE

. 

By summation, it holds that *, 4,
Re ( ) ( ) ( )A A

al Ideal v   E E
. 

Lemma 2. For any an environment E and any an attacker A  which only corrupts the 

database, there exists an ideal world attacker 
*A  such that *, ,

Re ( ) ( )A A
al Ideal E E

 is 

negligible. 

Proof.  Game-1: This game is identical to Game-0, except that at the first transfer 

query dictated by E ,  the simulator 3Sim  runs the extractor  for the proof of knowledge 

{( ) : ( , )}POK f F e u f  to extract the element f from the attacker A  such that 

( , )F e u f . 1Sim  will return   to E  if the extractor fails. Otherwise, it runs A  

interacting with the honest user. Under the knowledge error of the proof of knowledge, it 

holds that  

0 1, , 1( ) ( ) ( )Sim SimHybrid Hybrid    E E
. 

Game-2: This game is identical to Game-1, except that during each transfer phase it 

lets the user query a record picked at random if the user possesses the private keys 

associated with the attribute sets satisfying the access structure. Under the perfect zero 

knowledge of the proof of knowledge of {( , ) : ( , ) ( , ) ( , ) }POK W e W y e W u e u u   , it 

holds that 
1 2, ,( ) ( ) 0Sim SimHybrid Hybrid  E E  . 
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According to the real world attacker A , an ideal world attacker 
*A  only acting as the 

database and incorporating all steps from Game-2 can be constructed.  All messages are 

relayed between E and A  by the attacker
*A . 

*A runs A to obtain the issuer’s public key 

PP  and the encrypted database  ( 1,..., )jER j n .   When 
*A  receives a message 

Transfer from T  for the first time, it runs the extractor of {( ) : ( , )}POK f F e u f to 

extract f  from A . 
*A  employs the private key Pr SiKey  to decrypt ( 1,..., )jER j n  

to obtain ||j jA B ,  in which ( , )j j jB e f A R , 
*A  computes 

/ ( , )( 1,..., )j j jR B e f A j n   and sends  
1,...,

InitializeDB, ,j j j n
R


A to T .  

*A  

simulates an honest user  querying for record R picked at random with the access  

structure satisfied by the attribute set S . If the transfer query succeeds, 
*A returns 1   

to T ; if not, it returns 0   to T . The remaining transfers are treated in the same way.  

As you can see, 
*A  provides A  with exactly the same environment as

2Sim . Hence, it 

holds that *
2,,

( ) ( )SimA
Ideal Hybrid  EE

. 

By summation, it holds that *, 2,
Re ( ) ( ) ( )A A

al Ideal v   E E
. 

Lemma 3. For any an environment E and any an attacker A  which corrupts some of 

the users, there exists an ideal world attacker 
*A  such that *, ,

Re ( ) ( )A A
al Ideal E E

 is 

negligible. 

Proof. To prevent the users from colluding their attributes, multiple users are 

considered. 

 Game-1: This game is identical to Game-0, except that a simulatable proof is 

employed to replace the proof of knowledge 

{( ) : ( , ) . (1 )}POK MS PP MS ABE Setup  . According to the zero knowledge property 

of the proof system, it holds that
0 1, , 1( ) ( ) ( )Sim SimHybrid Hybrid    E E

. 

Game-2: This game is identical to Game-1, except that at each transfer query, 

A queries a record R from the database server in behalf of some user. A submits W , 

together with zero knowledge of proof of knowledge 

{( , ) : ( , ) ( , ) ( , ) }POK e W y e W u e u u    . If the extractor fails, then 
2Sim  outputs 

  to E ; else, it continues to run A  interacting with the honest database  server.  Under 

the zero knowledge of the proof of knowledge, it holds that 

1 2, , 2( ) ( ) ( )Sim SimHybrid Hybrid    E E
.  

 Game-3: This game is identical to Game-2, except that ,   have been extracted, 

3Sim  calculates 
1/A W 

  . If A  has never queried the private key associated with the 

set of attributes S  which satisfies A  and A A  , 3Sim  outputs   to E . If the 

underlying CP-ABE scheme is selectively secure and the ( 1)n SDH assumption holds. 

It holds that 
2 3, , 3( ) ( ) ( )Sim SimHybrid Hybrid    E E

.  

If 3Sim  obtains the right A from A  in such a way that the private key of CP-ABE 

scheme is not given to A , then A  is employed to break the selective security of the 

underlying CP-ABE scheme.   An attacker B  can be constructed to win the break the 

selective security of the underlying CP-ABE scheme.   B  acts as the 3Sim and has black 

box access to A . 
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The challenger runs . (1 , )ABE Setup  S to generate the public parameters PP  which is 

given to B . B  declares A  to the challenger. B calculates
1/( )j

jA u   and 

( , ) , 1,...,j j jB e f A R j n  . B picks at random two elements  
AP G  and 

B TP G . 

B  sets 
0 ||m A B   and 

1 ||A Bm P P .  B  submits 
0m and 

1m . The challenger tosses a 

fair binary coin   and encrypts m  to obtain the resulting ciphertexts 

* ( , , )CT Encrypt PP m A  which is given to B .  Here, B  is no able to query the 

private key associated with attribute set satisfying the access structure.  If A  outputs A , 

then B output ' 0  as its guess; else output ' 1  .  If 0  , 
*CT is the resulting 

ciphertext. This is the same as Game-3. If 1  ,
*CT is the encryption of random 

||A BP P  independent of A . A  will not output the right A ; else, A  forges a modified 

BB signature under weak chosen message attack, which happens with a negligible 

probability under the ( 1)N SDH assumption. 

Game-4: This game is identical to Game-3, except that during each transfer phase, it 

calculates ( / )V B R 

  and a simulated proof is employed to replace the proof of 

knowledge {( ) : ( , )}POK f F e u f   since 3Sim  does not require knowledge of f . 

Under the perfect zero knowledge property of the proof of knowledge, it holds that  

3, , 4 4( ) ( ) ( )Sim SimHybrid Hybrid    E E
. 

Game-5: This game is identical to Game-4, except that 5Sim  employs the random 

elements from TG to replace the values ( 1,..., )jB j n  from TG during DataBaseSetup 

phase. When these changes make an environment E  separate the experiments, an 

instance of the ( 1)n BDHE  problem can be solved. If the ( 1)n BDHE  assumption 

holds, it holds that *, ,
Re ( ) ( )A A

al Ideal E E
 is negligible. 

Proof.  Given the environment E , if A  can distinguish Game-4 from Game-5 with 

non-negligible advantage,  then the attacker B  can be employed to solve the 

( 1)n PDDH  problem. 

Upon receiving 
1

0 1 1, ,..., , , ,...,
n

nu u u Z Z Z  

 ， B  runs E  and A as 4Sim  dictates to 

create database 1,...,( , )j j j nDB R  A .  Let
11

( ) ( )
n n j

jjj
h j   


   , and 

,0
( ) ( ) / ( )

n i

j j ii
h h j    


    for 1,...,j n . B  calculates     

1( ) ( )

0 0
' ( ) , ( ) .

j j
j j

n nh h

DBj j
u u u u u

     


 
       For 1,...,j n , 

,1/( )

0
' ( )

i
j i

nj

j i
A u u

 


   and ,

1

0
( ) j i

n

j ji
B Z




 .   B  feeds 

0 1 1( ( ', , ), ( , ),..., ( , ))DB DB n nPK u Z A B A B  as the encrypted database to A , and continues 

running E  and A as under 4Sim . If E  outputs a bit  , then B  outputs the same bit  . 

If 0

j

jZ Z , then the database has the same distribution as Game-4, whereas if 

1 1,..., nZ Z  are random, then the database has the same distribution as Game-5. The 

advantage of B breaking the ( 1)n PDDH assumption is the E ’s advantage in 

distinguishing Game-4 from Game-5.  
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*A provides A  with the same environment as 
5Sim , it holds that 

*
5,,

( ) ( )SimA
Ideal Hybrid  EE

. 

By summation, it holds that *, 5,
Re ( ) ( ) ( )A A

al Ideal v   E E
. 

Lemma 4.For any an environment E and any an attacker A  which corrupts the one or 

more users and the issuer, there exists an ideal world attacker 
*A  such that 

*, ,
Re ( ) ( )A A

al Ideal E E
 is negligible. 

Proof. The setting is simply to restricted to a single corrupted user since the attacker  

corrupts the issuer and  users. 

 Game-1: This game is identical to Game-0, except that at each transfer query 

instructed by E ,
1Sim runs the knowledge extractor to extract ( , )   from the proof of 

knowledge {( , ) : ( , ) ( , ) ( , ) }POK e W y e W u e u u    . Since the extraction event 

succeeds with all but negligible probability, it holds 

that
0 1, , 1( ) ( ) ( )Sim SimHybrid Hybrid    E E

. 

Game-2: This game is identical to Game-1, except that the extracted value 

{1,..., }n  or the attribute set S does not satisfy access structure A during any 

transfers. In this case 
1/s W  is a forged modified BB signature on record

'R . If the 

( 1)n SDH  holds assumption, it holds that 
1 2, , 2( ) ( ) ( )Sim SimHybrid Hybrid    E E

. 

Game-3: This game is identical to Game-2, except that at the first transfer query 

dictated by E ,  the simulator 
3Sim  runs the simulated proof of knowledge 

{( ) : ( , )}POK f F e u f .The value L  is calculated as ( / )L B R 

  . A simulated 

proof is employed to replace the final POK in the transfer phase. Under the perfect zero 

knowledge  property, it holds that  

2, , 3( ) ( ) 0Sim SimHybrid Hybrid  E E
. 

Game-4: This game is identical to Game-3, except that 4Sim  employs the random 

elements from TG to replace the values ( 1,..., )jB j n  from TG during DataBaseSetup 

phase. When these changes make an environment E  separate the experiments, an 

instance of the ( 1)n BDHE  problem can be solved. If the ( 1)n BDHE  assumption 

holds, it holds that 
3 4, , 4( ) ( ) ( )Sim SimHybrid Hybrid    E E

 .   

Proof.  According to the real world attacker A , an ideal world attacker 
*A  acting as the 

issuer and users can be constructed. After 
*A  has extracted ' from A , he queries T . All 

messages are relayed between E and A  by the attacker
*A . 

*A runs A to obtain the 

issuer’s   PP  and the encrypted database  ( 1,..., )jER j n .   When 
*A  receives a 

message Transfer from T  for the first time, it runs the extractor of 

{( ) : ( , )}POK f F e u f to extract f  from A . 
*A  employs the private key Pr SiKey  

to decrypt ( 1,..., )jER j n  to obtain ||j jA B ,  in which ( , )j j jB e f A R , 
*A  

computes / ( , )( 1,..., )j j jR B e f A j n   and sends  
1,...,

InitializeDB, ,j j j n
R


A to T .  

*A  simulates an honest user  querying for record R picked at random with the access  

structure satisfied by the attribute set S . If the transfer query succeeds, 
*A returns 1   

to T ; if not, it returns 0   to T . The remaining transfers are treated in the same way. 
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As you can see, 
*A  provides A  with exactly the same environment as

4Sim . Hence, it 

holds that *
4,,

( ) ( )SimA
Ideal Hybrid  EE

. 

By summation, it holds that *, 4,
Re ( ) ( ) ( )A A

al Ideal v   E E
. 

 

7. Performance Analysis 

As depicted in Table 1 where cat denotes category and || denotes the cardinality of the 

set: for access policy, CDN scheme [9] supports conjunction, and disjunction via 

duplication, whereas our scheme and XSF scheme [19] supports conjunction, disjunction 

and threshold gate directly. For the encrypted record size, given a conjunction normal 

form 
11,1 1, 1,1 ,( ... ) ... ( ... )

ny n yI I I I      ,we represent it by employing an access tree whose 

internal nodes are OR gates and AND gates, and leaf nodes denote attributes; in our 

scheme and XSF scheme [19] , the encrypted record size is 
1

n

ii
y

 , whereas, in CDN 

scheme, the encrypted record size is 
1

n

ii
y

  due to disjunction via duplication. By directly 

supporting disjunction, our scheme and XSF scheme [19] greatly reduces the size of 

encrypted database. For issuing phase, these three schemes have communication 

complexity linear in the number of attributes possessed by some user. For initialization 

phase, these three schemes have computation complexity linear in the number n  of 

messages. For transfer phase, our scheme and XSF scheme have communication 

complexity linear in the cardinality of the universe of attribute, whereas that of CDN 

scheme is linear in the attribute number possessed by some user; however, in the CDN 

scheme, user U  only obtains a record, whereas our scheme U  and XSF scheme obtains all 

the records which he is authorized to access. It is seen that XSF scheme is identical to our 

scheme in terms of Access Policy, Encrypted Record Size, Issuing Phase, Initialization 

Phase, and Transfer Phase, but the security model of our scheme is standard model, 

whereas the security model of XSF scheme is random oracle model. Hence, when access 

policies are complex or the number of records authorized to access is larger, our scheme 

is more efficient than the CDN scheme. Our scheme is stronger than XSF scheme in terms 

of security. 

Table 1. Comparison of Our Scheme with CDN Scheme and XSF Scheme 

Referenc

es 

Access 

Policy 

Encrypte

d Record 

Size 

Issuing 

Phase 

Initializatio

n  

Phase 

Transf

er 

 Phase 

Security 

 Model 

CDN 

Scheme 

conjunctio

n and 

disjunction 

via 

duplication 

1

n

ii
y

  (| |)O cat  ( )O n  (| |)O cat  Standard  

Model 

XSF 

 scheme  

conjunctio

n, 

disjunction 

and 

threshold 

 1

n

ii
y

  
 (| |)O S   ( )O n   (| |)O S  Random  

Oracle 

Model 

Our 

Scheme 

conjunctio

n, 

disjunction 

1

n

ii
y

  (| |)O S  ( )O n  (| |)O S  Standard  

Model 
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and 

threshold 

 

8. Conclusion and Future  Work 

In this work, we propose an oblivious transfer scheme with complex access control 

from ciphertext policy attribute based encryption in the standard model which greatly 

enhances expressiveness for access policies, and reduces the size of encrypted database. 

Furthermore, the communication complexity in the transfer phase of our scheme is 

constant in the number of records accessed. However, the access policies of our scheme 

are public. In the future work, we will design a scheme where access policies are hidden 

to furthermore enhance privacy preserving to meet the highly sensitive requirements such 

as electronic medical database. Moreover, to further enhance the expressiveness, we plan 

to combine the attribute based encryption for circuit with oblivious transfer to achieve 

user privacy and the database access control.  
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