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Abstract 

With the growing popularity of cloud computing, more and more users outsource their 

private data to the cloud. To ensure the security of private data, data owners usually encrypt 

their private data before outsourcing the data to the cloud server, which brings incommodity 

of data operating. This paper proposes a scheme for similar search on encrypted images. In 

the setup phase, image owner extracts feature vectors to represent the images as usual image 

retrieval system does. Then, the feature vectors are transformed by an invertible matrix, 

which not only protect the information of feature vector but also support similarity evaluation 

between the vectors. The encrypted vectors and image identifies are used to construct 

inverted index, which is finally uploaded along with the encrypted image to the cloud. In the 

search phase, with a query image, the authorized image user extracts and encrypts feature 

vector to generate the trapdoor. The trapdoor is submitted to the cloud and can be used to 

calculate the similarity with the transformed feature vectors. The encryption on features does 

not degrade the result accuracy. Moreover, the image owner could update the encrypted 

image database as well as the secure index very easily. 
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1. Introduction 

Due to strong data storage and management ability of the cloud server, more and more 

data owners will outsource data to the cloud server. In order to protect the security of private 

data, data owners need to encrypt their data before uploading the data. Unfortunately, data 

encryption, if not done appropriately, may reduce the effectiveness of data utilization. For 

example, content-based image retrieval (CBIR) technique has been widely used in the real 

world; however, the technologies are invalid after the feature vectors are encrypted.  

Currently, searchable symmetric encryption has been widely researched. Song et al., 

proposed the first practical searchable encryption method [1]. After that, in order to enhance 

the search flexibility and usability, some researchers proposed works to support similar 

keyword search which could tolerate typing errors [2-4]. On the other hand, some of the 

works focused on multi-keyword searches which could return more accurate results ranked 

according to some predefined criterions [5-12]. However, these works are mainly designed 

for the search on encrypted texts, and could not be utilized directly for the encrypted images. 

Inspired by the searchable encryption on texts, Lu et al., proposed a search scheme over 

encrypted multimedia databases [13]. They extracted visual words from images, based on 

which they could achieve similar search on encrypted images with the methods that are 

usually employed by the encrypted text search schemes. However, this work is not suitable 
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for other image features except the visual words, and their index makes the search result less 

accurate. 

In this paper, we propose a scheme that not only ensure the security of the images and 

features but also support similar search on encrypted images. In the proposed scheme, the 

encryption on features does not degrade the result accuracy. Moreover, the image owner 

could update the encrypted image database as well as the secure index quite easily.  

The rest of this paper is organized as follows. Section 2 presents the problem formulation. 

Section 3 introduces preliminaries. Section 4 describes the detail of the proposed scheme. 

Section 5 discusses the security and performance of the proposed scheme. Section 6 

concludes the proposed scheme. 

 

2. Problem Formulation 
 

2.1. System Model 

A similarity search problem involves a collection of objects (documents, images, etc.) that 

are characterized by a collection of relevant features and represented as points in a high-

dimensional attribute space. Given queries in the form of points in this space, we are required 

to find the nearest (most similar) object to the query. The designed scheme can not only 

support similarity search, but also prevent the information leakage of the database. The 

proposed scheme includes three different entities: image owner, cloud server, and image user.  
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Figure 1. System Model for Secure Image Retrieval 

Image owner has a collection of n images 1 2{ , , , }nm m m M that he wants to outsource 

to the cloud server in encrypted form. Meanwhile, the image owner wants to keep the 

capability to search through the images for effective utilization reasons. First, the image 

owner extracts a feature vector 1 2( , , , )T

lf f f f from each image as common image retrieval 

system does. Secondly, the images are encrypted. Thirdly, the image owner builds a secure 

searchable index I with the set 1{ }n

i if . Finally, the encrypted images and the index I are 

uploaded to the cloud server. 

Image user is the authorized ones to use the images. We assume that the authorization 

between the image owner and image user is appropriately done. In order to query images, the 

image user extracts the query feature vector qf from the query image. Then, the vector qf is 

used to generate a trapdoor ( )qTD f . Finally, the trapdoor ( )qTD f is submitted to the cloud 

server for the purpose of searching similar images. 
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Cloud server stores the encrypted images and the index I for the image owner and 

processes the query of image users. After receiving a query trapdoor ( )qTD f , cloud server 

compares the trapdoor ( )qT f with the items in index I to return k most similar images. In the 

proposed scheme, the cloud server is considered to be ‘honest but curious’. The cloud server 

always tries to learn more information about the data and the user’s query. Thus, it is 

necessary to design a secure similarity search scheme over encrypted images. 

 

2.2. Design Goals 

To enable secure and accurate similarity search over encrypted images under the 

aforementioned model, the proposed scheme tries to achieve the goals as follows. 

Security: The scheme must protect the security of sensitive data without leaking 

information about the image databases M and index I , which is the most important goal in 

this paper. 

Accuracy: The proposed scheme should achieve high retrieval accuracy. The accuracy of 

the unencrypted image retrieval scheme depends on the feature extraction and similarity 

evaluation method. Many researchers have done lots of contribution on it. Here, what we 

particularly concern is that the encryption of the features will not lower the accuracy of the 

retrieval scheme. 

Efficiency: The scheme should reduce the computational complexion and communication 

spending. In addition, the update of the data should be supported. 
 

3. Preliminaries 

 
3.1. Feature Extraction 

Content-based image retrieval (CBIR) has not only received extensive research focus but 

also been widely adopted by real-world image retrieval system, such as Google image search 

and Yahoo. CBIR usually involves extraction of features and search on the feature index for 

similar images. Thus, it is boiled down to two intrinsic challenges. The first challenge is how 

to mathematically describe an image, which is referred as the feature extraction step. The 

feature vector can be either globally for the entire image or locally for a small group of pixels, 

including color [14], texture [15, 16], salient point [17, 18], etc. The advantage of global 

extraction is its high speed for both extracting features and computing similarity. On the other 

hand, local features based on local invariants such as corner points or interest points, are 

typically more robust for spatial transformation and usually retrieve more accurate results.  

Among the existing feature extraction methods, none of them could be regarded as the best. 

Without loss of generality, the proposed scheme chooses the histogram features which are the 

most typical and simplest ones for CBIR. We denote ( )m x as the gray value at the location x 

in an image m. Then, the histogram features can be formulated as 

{ ( ) }
,

| |
i

m x i
f

m



 1

                                                   (1) 

where { ( ) }m x i1 =1, if ( )m x equals to i, else { ( ) }m x i1 =0, | |m is the pixel number of the 

image. The histogram features constitute a feature vector which is used to represent the 
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image. The similarity between two histogram feature vectors can be evaluated by Euclidean 

distance, defined as 

 
2

, ,2
1

( , )= .
l

i j i j i k j k

k

D


  f f f f f f                                        (2) 

3.2. Secure Transformation Approach 

Image features in plaintext may reveal information about image content. For example, a 

color histogram with large values for the blue components would indicate the likely presence 

of sky or ocean. In order to ensure the security, the feature vectors should be encrypted before 

outsourced to the cloud server. Here, we introduce a secure transformation approach which is 

widely used in information security field [19]. It can not only prevent the information leaking 

of the feature vectors but also support the similar search. First, the feature 

vector
1 2( , , , )T

lf f f f is extended as 

2

1 2
( , , , ) ,T

lf f f f                                                            (3) 

where
2 2

2
1

l

i

i

f


f . Then, the modified feature vector is transformed with an 

( 1) ( 1)l l   invertible matrix R as  

' ,T f R f                                                                        (4) 

where the matrix R is kept as the secure key by image owner and the authorized image user. 

In summary, the secure transform algorithm can be written as 

'

2

1 2

( , )

  ( ,..., , ) .T T

l

SecureTransfrom

f f



 

f R f

R f
                                                        (5) 

 

4. The Proposed Scheme 

To achieve secure similar search on images outsourced to the cloud, the image owner 

needs to construct a secure searchable index and outsource it to the cloud server along with 

the encrypted images. After that, cloud server could perform similar search on the index 

according to the query requests submitted by image users. The proposed scheme needs to 

ensure that the cloud server learns nothing about the query, index, and image databases. In 

this section, we describe our scheme in detail in two phases. 

 

4.1. The Setup Phase 

In the setup phase, image owner needs to build a secure index and encrypt the images. 

Then, the index and the encrypted images are uploaded to the cloud.  

Step1: Key Generation.  

The image owner generates the private key imgk and R to encrypt the images and the feature 

vectors respectively. 

Step2: Feature Extraction. 
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The image owner extracts a feature vector 1 2( , , , )T

lf f f f from each image in the 

databases M . In the proposed scheme, the features are the histogram features as it is 

described in subsection 3.1.  

Step3: Secure Index Construction. 

After the feature vectors are extracted from the image database M , they are utilized to 

build secure searchable index I . The image owner transforms each f with private key R by 

using the secure transformation method ( , )SecureTransfrom R f so as to generate the 

corresponding encrypted feature vector '
f . Then, the secure index I is constructed as shown 

in Table 1, where ( )iID m is the identifier of file
im that can uniquely locate the actual file. 

Table 1. The Secure Searchable Index I  

'

1f  1( )ID m  
'

2f  2( )ID m  

'

3f  3( )ID m  

…… …… 
'

nf  ( )nID m  

 

Step4: Upload. 

After constructing the index I , data owner encrypts all of the images in M with the 

secure key imgk . Then, the encrypted images and the secure searchable index I are uploaded 

to the cloud. 

 

4.2. Search Phase 

In search phase, the image user wants to retrieve images that are similar to a query image 

from the cloud server. In order to avoid the information leakage, the image user generates a 

secure trapdoor with the query image. Then, the trapdoor is submitted to the cloud server. 

Utilizing the trapdoor, the cloud server returns k most similar images by searching on the 

index I . 

Step1: Trapdoor Generation.  

In order to query images, the image user extracts the query feature 

vector ,1 ,( ,..., )q q q lf ff from the query image with the feature extraction method introduced in 

the step 2 of setup phase. Then, the query feature vector qf is used to generate a 

trapdoor ( )qTD f as following.  

First, with the qf , the image user generates 

,1 ,( 2 ,..., 2 ,1)T
q q q lf f  f .                                                  (6) 

Then, the trapdoor ( )qTD f is calculated as 

1( ) qqTD r  f R f ,                                                     (7) 
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where r is a positive random real number, and R is the shared secure key. Finally, the 

trapdoor ( )qTD f is submitted to cloud server by the image user.  

Step2: Search Index. 

After receiving a search request ( )qTD f , the cloud server will search on the secure 

index I , and return k most similar images to the user. The distance between query 

vector qf and the vector ' , 1,..., ,i i nf can be calculated as follows: 

' '

21
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                           (8) 

For every query, the r and
2

2qf are the same for every '

if , and the Euclidean distance 

between qf and
if is implied in the '( ( ), )q iDis TD f f . Therefore, with this distance criterion, the 

cloud server could return the same k most similar results exactly as it does on unencrypted 

feature vectors. 

Finally, the cloud server returns k most similar results with minimum distance to the query 

vector to image user, who could decrypt the images with the shared key imgk . 

 

5. Security and Performance 
 

5.1. Security Analysis 

(1) Confidentiality of the data: In the proposed scheme, the image database, index, and 

query are encrypted. The cloud server can not access the original images and feature vectors 

without the secret key imgk and R .  

(2) Query unlinkability: By introducing the random value r in trapdoor generation, the 

same query requests will generate different trapdoors. Thus, query unlinkability is better 

protected. However, the proposed scheme does not randomize the query results. Thus, the 

same query would be found by analyzing the retrieved results from queries. Intuitively, the 

queries with the same results are likely to be the same ones. 

(3) Privacy of query feature vector: By using the trapdoor and the transformed feature 

vectors, the cloud can obtain the exact distances between query image and the images in 

database. As that in text retrieval schemes, the malevolent cloud server may be able to deduce 

the information about the query vector by analyzing the distribution of the distances, although 

such attacks to secure image retrieval scheme is much more difficult than that to text scheme 

and is rarely discussed by now.  
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5.2. Performance  

An image database consisting of 1000 images is used to test the performance of the 

proposed scheme [20]. The data base includes 10 categories, and the images in the same 

category are thought as similar images. The entire secure search system is implemented using 

C++ language on a Windows Server with Intel Core(TM) Duo Processor 2. 93 GHz. 

(1) Result accuracy: This criterion is used to evaluate the correction of the returned results, 

is evaluated by precision defined as follows:  

,hit

return

num
precision

num
                                                          (9) 

where
returnnum is the number of the returned images, 

hitnum is the number of correct similar 

images. The accuracy of the scheme is mainly decided by the feature extraction method in 

common image retrieval systems. The proposed scheme holds the same result accuracy as the 

common schemes that do not encrypt the feature vectors according to the formula (8). The 

accuracy of a query in our scheme is shown the Figure 1. The results are averaged from ten 

queries, each of which aims at an image category. 
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Figure 1. The Precision of the Scheme 

(2) Time complexity: The process of index construction includes feature extraction and 

feature vector transformation. The time cost of calculation of histogram is (| | )m nO . Here, 

| |m is pixel number of the image, and n is number of images. The transformation of feature 

vectors involves a multiplication of a ( 1) ( 1)l l   matrix, and thus, the time cost 

is 2(( 1) )l n O . In summary, the time complexity of index construction 

is 2((| | ( 1) ) )m l n  O . The search process includes trapdoor generation and search, the time 

costs of which are 2( )lO and ( )l nO , respectively. In summary, the time complexities of index 

construction and query are determined by the size of database n, and are shown in Figure 2. 
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Figure 2. Time Complexity: (a) Time of Index Construction, (b) the Averaged 
Time of Ten Queries 

(3) Update: The index used in the proposed scheme is the typical invert index, on which 

the deletion and insertion of the data is quite easy. 

 

6. Conclusions 

A basic similarity search scheme over encrypted images is proposed based on a secure 

transformation approach. The proposed scheme protects the confidentiality of image database, 

feature vectors, and user’s query. Meanwhile, the proposed scheme possesses the same 

accuracy as the schemes which use the same feature extraction method but do not encrypt the 

features. However, the proposed scheme is by no means the optimal one. It does not bedim 

the search pattern and access pattern, and thus may suffer from statistic attacks. In addition, 

the time complexity of query on invert index is ( )nO , which can be further improved by 

using better index. In future, we will improve our scheme in these two aspects. 
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