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Abstract 

 In this paper, a comprehensive BER performance simulative study has been made on 

secure color image transmission in a SC-FDMA wireless communication system. The system 

implements a modified form of Chaos-based image encryption scheme under utilization of 

three channel equalization techniques (MMSE, ZF and Q-Less QR Decomposition) and three 

digital modulation schemes (QPSK, DQPSK and QAM).In comparative study, it is noticeable 

from simulation results that the ½-rated convolutionally encoded system combined with both 

transmit and receive diversity in Rayleigh multipath fading channel outperforms in QAM and 

ZF schemes. 
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1. Introduction 

Wireless high-rate data transmission scheme supported long term evolution (LTE)  

communication system  defined by the 3rd generation partnership project (3GPP) deploys 

multiple-input multiple-output (MIMO) technology with the single carrier-frequency division 

multiple access (SC-FDMA) radio interface technology. The LTE system with chosen SC-

FDMA as a promising uplink transmission technique achieves peak data rates of 75 Mbps. 

The time-division duplex long-term evolutions (TDD-LTE) system can provide high data rate 

up to 100 Mbps with a bandwidth of 20 MHz to meet up requirements of high-speed mobile 

users. Due to deployment of SC-FDMA in TDD-LTE system, a peak to- average power ratio 

(PAPR) is reduced significantly. The LTE-Advanced, which is an evolution of the LTE, 

supports single user spatial multiplexing of up to four antennas in theuplink targeted to 

achieve peak data rates of 500 Mbps [1, 2]. 

The SC-FDMA is a DFT Spread- OFDM (DFTS-OFDM) technique deployed in LTE 

system to enhance the power utilization efficiency of the power-constrained mobile 

transmitterbatteries and to prolong their lifetimes. The SC-FDMA can provide larger cell 

(macrocell) coverage. It is expected that such SC-FDMA scheme will be effectively 

implemented in LTE –advanced systems although such LTE-Advanced MSs will use hybrid 

circuits. The SC-FDMA has better performance with low-order digital modulations. 

It is known from present research study that Carrier aggregation has been established as 

one of the most important technologies to ensure the success of 4G technologies. The Carrier 

aggregation technique makes efficient use of spectrum already deployed and additionally 

provides required support for the resource allocation in new frequency bands.  In case of 
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uplink transmission, one of the problems caused by carrier aggregation is the loss of 

efficiency defined by cubic metric parameter for the power amplifier. This is the disadvantage   

of SC-FDMA scheme for uplink data transmission with Carrier aggregation [3, 4]. 

The present study focuses on the transmission of secure color image transmission in a 

MIMO SC-FDMA wireless communication system using a modified form of chaos based 

image encryption technique. 
 

2. Mathematical Theory 
 

2.1 Chaos based Image Encryption Scheme 

We assume a RGB color image, P   containing M x N x 3 array of color pixels. The range 

of the color pixel value is [0, 255] for each of the three M x N sized color image components 

(Red, Green and Blue), Pr, Pg and Pb. Another synthetically generated   M x N x 3 sized 

matrix, K is used as a key and its three   M x N sized matrix   components are Kr, Kg and Kb 

respectively. Each element of matrix component has value in the range [0, 255]. Each 

pixel/element of color image component/matrix component is represented by 8 bits [0/1]. 

A diffusion operation is performed to produce cipher image C with components as [5] 

 

Cr = Pr   Kr  

Cg = Pg Kg 

Cb = Pb Kb  

 

(1) 

 

 

Where   is the bite level XOR operation between each pixel and element of color image 

and matrix components.The binary to decimally converted values of Cr, Cg and Cb form the 

chaos based encrypted image. To retrieve the transmitted color image P, reverse diffusion 

operation is performed to decrypt the color images with components as: 

 

Pr (retrieved) = Cr   Kr 

Pg (retrieved) = Cg   Kg                                                                                          

Pb (retrieved) = Cb Kb 

 

 

(2) 

 

2.2 Channel Equalization Schemes 

In the 2 x 2 MIMO SC FDMA system, the transmitted and received signals are represented 

by x=[x1, x2]
 T 

and y= [y1, y2]
 T 

respectively. If n= [n1, n2R]
T
 denotes the white Gaussian noise 

with a variancen
2
and the channel matrix is represented byH= [h1 h2], we can write 

 

nHxy  2211 xhxh     (3) 

 

As the interference signals from other transmitting antennas are minimized to detect the 

desired signal, the detected desired signal from the transmitting antenna with inverting 

channel effect by a weight matrix W is given by  

 

Wyxxx
T  ]~,~[~

21  (4) 
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2.2.1. Minimum Mean Square Error (MMSE) Scheme: In Minimum mean square error 

(MMSE) scheme, the MMSE weight matrix is given by 

 
H

n

H

MMSE HIHHW
12

)(   (5) 

 

and the detected desired signal from the transmitting antenna is given by 

 

yWx MMSEMMSE 
~  (6) 

 

2.2.2. Zero-Forcing (ZF) Scheme: In Zero-Forcing (ZF) scheme, the ZF weight matrix is 

given by 

 
HH

ZF HHHW
1)(   (7) 

 

and the detected desired signal from the transmitting antenna is given by 

 

yWx ZFZF 
~  (8) 

 

2.2.3. Q-Less QR Decomposition Scheme: With Q-less QR Decomposition scheme, the 

detected  signal x~   can be found based on the least squares approximate solution to 

yxH ~~*
~

  where, H
~

 and y~   are the channel matrix and received signal respectively.  From  

H
~

 channel matrix, an upper triangular matrix R
~

 of the same dimension as H
~

 is estimated 

and using the following steps, the detected desired signal x~  is computed [6-8]. 

 

))~*
~

(\
~

(\
~~ yHRRx

HH  

xHyr ~*
~~~   

))~*
~

(\
~

(\
~~ rHRRe

HH  

exx ~~~   

 
 

(9) 

 

3. System model 

The block diagram of the simulated FEC encoded MIMO SC-FDMA wireless 

communication system is shown in Figure 1. A RGB color image in JPEG format  is  

encrypted using chaos based image encryption technique  and channel   encoded using  

convolutional  coding scheme .The channel  encoded bits are interleaved for the minimization 

of burst error. The interleaved and channel encoded bits are digitally modulated using QPSK, 

DQPSK and QAM [9]. The digitally modulated symbols are then applied to 64-point FFT 

block and subsequently sent into STBC encoder. The output of the STBC encoder are fed into 

two channels for executing various steps (subcarrier mapping, 1024 point IFFT and Cyclic 

prefixing) in OFDM section. At the receiver side, the transmitted signals are detected using 

channel equalization schemes. The detected signals are fed into OFDM section to execute 

various tasks (CP removing, 1024 point FFT and subcarrier de-mapping). The signals are fed 

into STBC decoder and the decoded signal is further processed for digital demodulation, de-

interleaving, channel decoding and decryption. Eventually, the transmitted color image is 

retrieved [10]. 
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Figure 1. Block diagram of FEC encoded MIMO SC-FDMA wireless 
communication 

 

4. Results and Discussion 

We have investigated BER performance of the SC-FDMA aided wireless communication 

system with simulation parameters tabulated in Table 1. 

Table 1. Summary of the simulated model parameters 

 Data type Color image ( 96 × 96× 3 pixels) 

Antenna 

configuration 

2-by-2 

Channel Coding 

/Decoding 

½-rated Convolutional 

DataModulation DQPSK, QPSK and QAM 

FFT/IFFT block size 1024 

CP length 103 

No of  symbols  per  

block 

64 
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Channel Equalization 

Scheme 

Mean square error (MMSE), 

Zero-forcing (ZF) and Q-less QR 

decomposition 

Channel AWGN and Rayleigh fading 

Cryptographic 

algorithm 

Chaos based image encryption 

Signal to noise ratio, 

SNR 

0 to10 dB 

 

Firstly, it is noticeable that the BER curves depicted in Figure 2 through Figure-4 are 

clearly indicative of showing distinguishable difference between system performance under 

various channel equalization and digital modulation schemes. In all cases, the simulated 

system shows worst performance in DQPSK digital modulation.  

In Figure 2, it is observable that the MIMO FEC encoded SC FDMA system exhibits better 

bit-error rate (BER) performance with deployment of MMSE channel equalization in QPSK 

digital modulation as compared to QAM and DQPSK. At 110
-1 

BER, a system performance 

gain of 4 dB is achieved in QPSK as compared to DQPSK. Additionally, a system 

performance improvement of   4.89 dB has been achieved in QPSK on comparison with 

DQPSK (BER values: 0.1619 and 0.4988)   at a low SNR value of 1 dB. It is noticeable that 

at low SNR value region, noise enhancement effect is significant causing reduction of system 

performance. In Figure 3, the estimated BER with ZF equalization at a low SNR value (1 dB) 

for QAM and DQPSK are   found to have values of 0.0645 and 0.4366 which implies a 

system performance enhancement of 8.31dB. On critical examination of graphical 

illustrations presented in Figure 2 and Figure 3, it is observable that the noise enhancement 

effect is significant in MMSE as compared to ZF at low SNR value area for QAM and QPSK 

digital modulations.  In Figure 4, it is quite obvious that the system shows almost identical 

and worst performance over a wide area of SNR values with DQPSK and Q-Less QR 

decomposition based channel equalization schemes. The system shows quite satisfactory 

performance in QAM digital modulation and a performance improved of 7.83 dB is provided 

as compared to DQPSK for BER values of 0.0823 and 0.4994 at 1dB SNR value. 

In Figure 5, it has been confirmed that the encrypted image is highly uncorrelated with the 

original image. At a comparatively low SNR value of 6dB, the retrieved image has a 

significant resemblance with the original transmitted image. In Figure 6, the histograms of 

RGB to Gray converted transmitted, encrypted and retrieved color images at various SNR 

values for the simulated  MIMO SC FDMA  wireless communication system have been 

presented. The x-axis of each image histogram comprises of the intensity values (0-255) and 

the height of the bar displays the number of pixels with that intensity value. As evident from 

the original image, it is noticeable that the majority of the pixels have their grayscale values 

ranging from 0-10,130-140 and 250-255. In case of encrypted image, majority of the pixels 

have their grayscale values ranging from 75-175. On critical inspection, additionally it is 

found that the histogram for the Gray converted encrypted image is highly uncorrelated with 

other images. With increase in SNR value, the histogram is getting similarity with that of the 

original image. 
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Figure 2. BER performance of channel encoded MMSE equalization based 
MIMO SC-FDMA wireless communication system under employment of various 

digital modulation schemes 
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Figure 3. BER performance of channel encoded ZF equalization based MIMO 
SC-FDMA wireless communication system under employment of various 

digital modulation schemes 
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Figure 4. BER performance of channel encoded Q-Less QR Decomposition 
aided equalization based MIMO SC-FDMA wireless communication system 

under employment of various digital modulation schemes 
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Figure 5. Transmitted, Encrypted and Retrieved color images at various SNR 

Values in a MIMO SC-FDMA wireless communication system 
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Figure 6. Histogram of Gray converted Transmitted, Encrypted and Retrieved 

Color images at various SNR values in a MIMO SC-FDMA wireless 
communication system 

 

5. Conclusion 

In this paper, simulation results for a convolutionally encoded MIMO SC-FDMA wireless 

communication system on encrypted color image transmission have been presented. In the 

context of system performance, it can be concluded that the implementation of QAM digital 

modulation technique with ZF channel equalization provides satisfactory result for 

convolutionally encoded MIMO SC- FDMA wireless communication system. 
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