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Abstract
Video sequence matching is the most crucial step to verify whether a video sequence has been
copied from another or not. The video sequence in question is represented by a set of visual
descriptors. Based on such descriptors the sequence has to be matched with the sequences
present in the database. Thus, sequence matching becomes a crucial task. Furthermore, to
evade the verification process, one may incorporate visual distortions in the original
sequence to generate the copied version. Again, the copied sequence may be generated by
taking few sampled frames or a part of the original sequence. Thus, the task of sequence
matching becomes more challenging. In this work, rather than concentrating on the visual
descriptors, we have focused on the technique of sequence matching that can sustain the
challenges posed. We have proposed a hypothesis test based scheme for sequence matching
which has inherent strength to withstand the said attacks considerably. Experimental result
also indicates its capability of the scheme in doing so.
Keywords: Video Copy Detection, Video Fingerprinting, Sequence Matching, Hypothesis
Test.

1. Introduction
Technological development has made capturing and storage of video data easier and
inexpensive. Moreover, development in the arena of network and communication and
increase in bandwidth has encouraged video sharing, broadcasting enormously. Availability
of digital videos on various media like TV-channels, web-TV, video blogs, public video web
servers has led to huge growth in video data volume. All these have an adverse effect on
copyright management. The technology has enabled easy access, editing and duplicating of
video data. Such activities result into violation of digital rights. Considering the huge volume
of the video database, controlling the copyright of videos generated everyday has become a
critical issue. But, it is the basic requirement in protecting the intellectual property right.
Driven by the importance of copyright protection, a new area of research called video
fingerprinting has come up. Lee et al. [1] has defined fingerprint as perceptual features for
short summaries of a multimedia object. The goal of video fingerprinting is to judge whether
two video have the same contents even under quality-preserving distortions like resizing,
frame rate change, lossy compression [2].Video fingerprinting is also commonly referred to
as video copy detection.
There are two basic approaches to address the issue of copyright detection -- watermarking
and content-based copy detection. In the first approach, watermark/non-visible information is
embedded into the content and later, if required, this embedded information is used for
establishing the ownership. On the other hand, in content-based approach, no additional
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information is inserted. It is said that "Video itself is the watermark" [3]. Unique signatures
(features) are derived from the content itself. Such signatures are also extracted from the
questioned version of the media and are compared with those of the original media stored in
the database [4-7, 3].
Performance of a copy detection scheme relies on suitable signature extraction and a
sequence matching scheme. The system must survive in the presence of various distortions
adopted by the copier. In this work, we
* communicating author

have focused on the aspect of sequence matching. The paper is organized as follows. After
this introduction, section 2 presents a brief review of video copy detection techniques. Section
3 describes the proposed methodology. Experimental results are presented in section 4 and
finally, concluded in section 5.

2. Past Work
Features of a video copy detection system must satisfy the properties outlined in [2].
It must be robust so that fingerprint of a degraded video and the original one should be
similar. It should be pair wise independent to have different fingerprints for
perceptually different fingerprints. Finally, the fingerprint must support fast search i.e.
it should be search efficient.
In order to achieve the goal of a content based copy detection system, more effort
have been put in designing the global/local descriptors based on spatial and/or temporal
information of video data. Global descriptors are derived from the whole video
sequence or from a subset of frames. Such descriptors may fail to identify if the
distorted sequence under test is much shorter than the original. On the other hand, local
descriptors are computed for each individual frame various features like colour
histogram [8-10], luminance based descriptors [11-14], dominant colour [3] have been
tried. Various gradient based features [2, 15] are also used. Joly et al. [16] considered
local descriptors based on Harris detector. Wu et al.[17] have suggested trajectory
based visual patterns. Temporal ordinal measurement has been proposed as global
descriptors by Chen and Stentiford [18]. DCT based hash algorithm has been used by
Coskun et al. [19]. Ordinal measure[20], combination of spatio-temporal information
[11] also have been used as signature. Maani et al. [21] have developed local
descriptors for identified regions of interest based on angular intensity variation and
region geometry. Sarkar et al. [22] were motivated by the concept of summarization and
keyframes of the sequence are represented by compact Fourier-Mellin transform and
Scale invariant feature transform based descriptors. Su [23] et al. has relied on visual
attention region based fingerprinting. Such regions are defined in a manner so that they
can be taken as invariant in a content-preserving distorted video. Thus, the success of
the scheme relies heavily on the identification of such regions.
The test/query video and those in the database are to be matched on the basis of
extracted signature. This matching is a crucial part of a video copy detection system. A
variety of schemes have been tried by the researchers.
In [11], spatio-temporal measure to compute the similarity between two video
sequences has been presented and it relies on a threshold in detecting a copy. Moreover,
computing the distance with all the database clips is prohibitive. The scheme presented
in [2,24] also suffer from the problem of threshold selection. Wu et al. [17] had to take
the burden of computing a huge similarity matrix and in hash function based scheme
[19], selection of suitable hash function is difficult. Moreover, a hash function is very
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sensitive to the changes in the content and making the system robust against distortion
is of great challenge.
Various schemes like ordinal measure based technique [20], histogram intersection of
DCT frames [25], voting technique [26] has been proposed. Similarity between two
sequences also have been measured by calculating the number of frames matched
between two shots [27]. Again, such comparisons are to be carried out with all the
sequences in the database. Shen et al. [28] proposed to compute similarity based on the
volume intersection between two hyper-sphere governed by the video clips. Schemes
based on indexes built over the signatures are also found [12, 29, 30].
Several keyframe based schemes have been reported. Jain et al [31] have proposed a
set of keyframe (or sub-sampled frame) based sequence matching method. Similar
approaches have also been reported in [32,9,33]. Various clustering based scheme
[34,27] have also been tried. Frames are clustered and one or more keyframes are
extracted from each cluster. Comparison is restricted to keyframes only. Maani et al
[21], in their technique, selected a set of matched keyframes from the database
corresponding to each keyframe in the query sequence. From the matched set of
keyframes, it tried to find out continuous subsequence. If the length of such
subsequence exceeds a threshold then considered as a copy. The scheme reduces
computation as the final matching is restricted with in a limited set of database
sequence. But, selection of threshold poses a problem. Thus, it appears from the past
work that sequence matching is an important issue and it demands attention.

3. Proposed Methodology
In a video copy detection method, the task is to verify whether or not a test/query
sequence is a copied version of a sequence present in the database. It has already been
discussed that such a system consists of two major modules namely extraction of
signature (feature vector) and sequence matching. Signatures must fulfill the diverging
criteria such as discriminating capability and robustness against various geometric and
signal distortions. Sequence matching module bears the responsibility of devising the
match strategy and verifying the test sequence with likely originals in the database. It is
evident from the past work that to achieve robustness of the detection system, the
emphasis has been put mostly on the development of attack invariant features. For
matching the sequences, the researchers have mostly relied on certain threshold based
comparison of feature vectors. Thus, a robust matching technique capable of sustaining
the attacks can further enhance the capacity of a copy detection system. In this work,
we put our effort in developing the sequence matching module which will have its own
inherent strength to combat the attacks adhered by copier. We have relied on hypothesis
test based strategy as presented in [35] for the purpose. As the video signature is likely
to be multi-dimensional, we have considered multivariate Wald-Wolfowitz run test [36]
based hypothesis testing.
3.1. Multivariate Wald-Wolfowitz Test
Wald-Wolfowitz runs test is used to solve the similarity problem of non-parametric
distribution of two samples. Suppose, there are two samples X and Y of size m and n
respectively and the corresponding distributions are F x and Fy. H0 , the null hypothesis to
be tested and H1 , the alternative hypothesis is as follows:
H0 : X and Y are from same population, i.e. Fx = Fy
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H1 : They are from different population, i.e. Fx ≠ Fy
In classical Wald-Wolfowitz test, it is assumed that sample points are univariate. N =
n + m observations are sorted in ascending order and the labels X or Y are assigned to
them depending on the sample to which they belong. Friedman and Rafsky [37] have
suggested a multivariate generalization by using the minimal spanning tree (MST) of
the sample points. In this approach each sample point is considered as a node and every
node is connected to the closest node (based on the similarity between their feature
vectors) to form the MST of the sample points. Now if we remove all the edges
connecting pair of points coming from two different samples, each subtree formed
would consist of samples from one and only one population and is equivalent to a run of
a univariate case. Thus number of nodes in each subtree is equivalent to run-length and
R, the number of subtrees, is equivalent to number of runs. Test statistic W is defined as

W =

R − E[R]

Var [ R ]
2 mn
2 mn − N
C−N +2
Var [ R ] =
×(
+
× ( N ( N − 1) − 4 mn + 2 ))
N × ( N − 1)
N
( N − 2 )( N − 3)
C is the number of edge pairs in MST sharing a common node and

E[ R ] =

2mn
+1
N

As W follows standard normal distribution, a critical region may be chosen for a given
level of significance which signifies the maximum probability of rejecting a true H0 . If
W falls within the critical region, H0 is rejected. Physically, low value of R expresses
that two samples are less interleaved in the ordered list and it leads to the interpretation
that they are from different populations.

3.2. Sequence Matching
Video sequence is a collection of frames. Each frame is described by a n-dimensional
feature vector. Thus, a sequence may be thought of as {Vi}, the set of feature vectors
where Vi is the feature vector corresponding to i-th frame in the sequence. Let, St and
Sd are the test sequence and a sequence from database which are to be compared.
Signatures are extracted for St and Sd to obtain the set of feature vectors {Vt} and {Vd }
respectively. Thus, {Vt}and {Vd } may be thought of as two samples and hypothesis
testing described in section 3.1 can be applied to verify whether they are from same
population or not. If Vt and Vd belong to the same population, it is declared that the
sequences are similar. Thus, even if the feature values of the elements vary to an extent,
the scheme itself can handle the situation and thereby it becomes inherently robust.
As the database consists of large number of sequences, it is prohibitive to compare
test sequence with each and every sequence in the database. In order to address this
issue and to reduce the number of sequences, we outline the proposed scheme as
follows.
•
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•
•
•
•

Obtain Kt, the collection of keyframes extracted from the test sequence.
For each keyframe in Kt, Find the most similar one (in terms feature vector)
from Kd to obtain matched keyframe set, Km.
Form a candidate sequence set, S c by taking the sequences corresponding to the
keyframes in Km.
Verify St only with Sd (where, Sd Є S c) using multivariate Wald-Wolfowitz test.

Further refinement of the scheme may be done based on the following consideration.
In order to avoid the possible exclusion of any possible candidate sequence, instead of
best matched one, few top order matched keyframes may be considered to generate K m.
It may increase the size of S c. But the growth of size of S c can be controlled by putting
higher priority on the candidate sequence with higher number of matched keyframes.
Indexing scheme may be employed to search for similar keyframes in the database to
reduce the cost of matching scheme.
3.3 Extraction of Signature
It has been outlined earlier that our focused effort is on the sequence matching
technique. But, in order to verify the effectiveness of the said scheme, we need to
extract the signatures of the frames of a video sequence. The feature should have the
discriminative power to distinguish between images. On the other hand they must not
be too sensitive to minor variation. For this purpose we have relied on edge and wavelet
based features described as follows.
Edge based feature is computed using the grayscale version of the images. Applying
Sobel operator on the intensity image, gradient image is obtained first. As noise may
give rise to additional edge pixels, to minimize such effect, the pixels with gradient
magnitude higher than the average gradient are considered as the strong edge points and
only such pixels are retained to compute the feature (see Figure 1). It also may be noted
that edge pixels can sustain the attacks like change in brightness and contrast. The
image is divided into 16 x 16 grids. Normalized count of strong edge points in the grids
forms the k-dimensional feature where, k is the number of grids in which the image has
been divided. Thus, it reflects the distribution of the dominant edge pixels in the image.
Same could have been achieved by computing the moments. But, in that case because of
the motion of the camera and/or objects, edge pixels may get shifted in the subsequent
frames leading to the change in the moments. But, in our case, as long as the new
position of the pixel is within the same grid, there will be no impact on the feature
vector. Thus, it is less affected by such variation.
To compute the wavelet based feature we have considered the grayscale version of the
image and it has been decomposed into four sub-bands (LL, LH, HL and HH) as shown
in Figure 2 using 2-dimensional Haar wavelet transformation. Thus, average intensity
or the low frequency component is retained in the LL sub-band and other three show the
high frequency components i.e. the details as shown in Figure 3. Energy of the values in
each sub-band is considered as features. Iteratively, decomposition is continued
considering LL sub-image as the image. Normally, along with the energy, average
intensity is also considered as the feature. But, as average intensity gets more affected
by the common attacks like change in brightness and contrast, we have relied only on
energy. In successive iteration, as we deal with the average image in LL band, the
impact of the noise also gets reduced and enables us to cope up with some specific
attacks. In our experiment, the intensity values of the gray scale image are normalized
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within [0, 1]. We have considered 5 levels of decompositions to obtain 20-dimensional
feature vector. Finally, edge based and wavelet based features represent the signature of
each frame.

(a) Grayscale images

(b) Gradient images corresponding to images in (a)

(c) Images with strong edge points
Figure 1. Detection of Strong Edge Points

Figure 2. Wavelet Transformation.
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Figure 3. Wavelet Decomposed Images: Image on the right is decomposed version of
the image on the left.

4. Experimental Results and Discussion
In order to carry out the experiment we have worked with a database of
approximately eight hour duration. It contains 4150 sequences which have collected
mostly from TRECVID 2001, 2002 and TRECVID 2005 databases. Few other news,
sports and documentary sequences also have been incorporated.
For each sequence in the database, keyframe(s) are obtained based on the
methodology presented In [38] and using the features described in section 3.3.
Moreover, distance between the feature vectors are computed as dist = dw + de.
Euclidean distance between wavelet features is taken as d w. sime, similarity between the
edge histograms is measured using Bhattacharya distance between the two and d e is
taken as 1-sime. Keyframes thus obtained are stored in the database. Whenever a test
sequence has to be verified, its keyframe(s) are also detected following the same
strategy. In the present scope of work, the set of candidate sequences are obtained by
comparing the keyframes of test sequences with those in the database in an exhaustive
manner. Corresponding to each keyframe in the test sequence, the database sequence
containing the best matched keyframe is included in the candidate set. Finally, test
sequence is matched with those in candidate set using the hypothesis test based scheme
and level of significance for the test has been considered as 0.1.
Extensive experiment has been performed to judge the performance of the proposed
sequence matching scheme. Initially, no attack has been considered and each of the
database sequence has been treated as the sequence. It was found that the proposed
scheme was successful in detecting all the cases. In order to verify whether the scheme
can successfully identify the cases of true-false (the cases where the sequence are truly
not a copy) or not, we have considered 500 test sequences which are different from
those in the databases. It has been observed that all such test sequences are correctly
detected as the original.
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In order to verify the robustness of the proposed detection scheme, we have
considered different types of attacks that a copier may adopt to evade the possible
detection. In the present scope of the work, we have considered the attacks in the form
of sampling, contrast variation, brightness variation, and corruption by noise and
application of colour filters. Corresponding to each sequence in the database, a set of
test sequences are generated by incorporating the attacks.
For each sequence, frames are sampled randomly to generate the test sequences.
Moreover, a sequence may have considerable variation so that visually it may be
thought of as a collection of different sub-sequences. Sampled frames of one such
sequence is shown in Figure 4(a). Test sequences are also generated focusing on one
part (see Figure 4(b)) of such varying sequences and may be referred as burst dropping
of frames. The proposed matching scheme relies on the interleaving pattern of the
frames of a database sequence and those of a test sequence in the feature space. Hence,
the absolute count of frames in the test sequence bears insignificant impact in decision
making and as shown in Table 1, the proposed scheme has successfully handled the
attack in the form of sampling, be it random or burst.

(a)

(b)
Figure 4. (a) Sample frames from different sub-parts of a database sequence (b)
Sample frames from test sequence

While copying a sequence, copier may change the contrast or brightness.
Corresponding to each sequence in the database, test sequence has been generated by
changing the contrast (brightness). Such sequences have also been generated varying
the contrast or brightness by 10%, 20% and 30%. Sample frames from such test
sequences have been shown in Figure 5 and 6. Edge features are not much influenced
the variation in contrast or brightness. But, variation in contrast leads to considerable
change in the energy of wavelet sub-bands and the scheme can not withstand such
variation beyond a limit. For brightness variation, the change in sub-band energy is less
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significant than that due to contrast variation. But, due to brightness shift runs get
affected. Thus, it seems that features under consideration may be influenced by such
attack. Still the performance of the scheme as shown in Table 1 is good enough.
Furthermore, it may be noted that wide variation affects the quality of the copy heavily
and degradation makes it of no use. Thus, such attacks can only be adhered to an extent.

(a)

(b)

(c)

(d)
Figure 5. (a) Sample frames from a database sequence (b), (c) and (d) Frames after
10%, 20% and 30% contrast enhancement respectively.
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(a)

(b)

(c)

(d)
Figure 6. (a) Sample frames from a database sequence (b), (c) and (d) Frames with
brightness increased by 10%, 20% and 30% respectively
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(a)

(b)
Figure 7. (a) A sample frame from a database sequence (b) Noise corrupted frames.

Table 1. Copy Detection Performance
Type Of Attack

Description

Correct detection (in %)

No Attack

100.00

Sampling

100.00

Variation in Contrast

Variation in
Brightness

Noise

Colour Filtering

10% enhanced

87.73

20% enhanced

86.62

30% enhanced

84.54

10% enhanced

93.07

20% enhanced

82.32

30% enhanced

81.19

10% pixel affected

89.89

20% pixel affected

88.30

30% pixel affected

83.10

Red

83.16

Green

86.56

Blue

77.82
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(a)

(b)

(c)

(d)
Figure 8. (a) Sample frames from a database sequence (b), (c), (d) Frames obtained
applying red, green and blue filter respectively.

As shown in Figure 7, test sequences have been generated by adding random noise in
the sampled frame of original sequence. The test sequences have been obtained by
corrupting 10%, 20%, 30% pixels in each frame. Intensity values of the affected pixels
are modified within a wide range of ±10 to ±30. Table 1 show that the performance of
the proposed scheme in presence of noise is also considerably well. Addition of noise
increases the spread of feature value but runs in hypothesis test are less affected. As a
result, proposed scheme can identify the copy in most of the cases.
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Test sequences are generated by applying the red, green and blue filters for each
sequence in the database. Sample frames for a sequence has been shown in Figure 8.
For such filtered version, a mixed result has been achieved. Details of a particular
colour is lost leading to significance change in energy of the sub-bands. Thus, if the
presence of a colour is insignificant in a sequence then the corresponding filtered
version does not provide much clue about the original one and the scheme may fail.
Table 1 shows the performance of the proposed scheme under various attacks. The
performance is quite satisfactory but has certain cases of failure also. More devoted
effort is required to judge the performance against such attacks and it has to be
dependent on the features/signatures used to represent the frames. In this work, we have
concentrated our effort in designing the sequence matching methodology without
looking for attack invariant features. In general, the experiment has established that the
proposed methodology has the strong potential in addressing the issue of sequence
matching even under the possible attacks.

5. Conclusion
In this work, we have presented a novel scheme for video copy detection. By
comparing the keyframes of test sequence and database sequences, a subset of database
sequence is taken as candidate set. Finally, we have proposed a multivariate WaldWolfowitz run based hypothesis testing scheme to verify whether the test sequence and
any sequence of the candidate set are same or not. The sequence matching scheme has
inherent strength to cope up with the commonly adopted visual attacks like corruption
by noise, contrast and brightness variation, colour filtering and also the attack in the
form of random/burst dropping of frames in a sequence. The hypothesis test arranges
the elements in the test sequence and a database sequence based on their neighborhood
in the feature space. Thus, as long as the attack does not change the features to an
extent to change the arrangement heavily, the scheme survives. Experimental result also
justifies the robustness of the proposed sequence matching scheme. In future, further
work may be carried out to develop attack invariant features which are also capable of
handling other attacks like cropping, logo insertion. A suitable indexing scheme may
also be used to speed up the detection process.
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