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Abstract— Verifying the integrity of groups of radio frequency identification
(RFID) tagged objects or recovering the identifiers of lost objects is essential in
RFID systems. Existing autonomous verification methods write redundant data,
which reference other tags in the group, into the memory of tags. This study aimed
to efficiently collect such redundant information from a group of tags. Existing
possible solutions are not efficient in solving the problem, since they do not
distinguish this redundancy among tags, which results in long collection times. To
achieve time efficiency, a new protocol called the Redundant Information Collection
(RIC) protocol is proposed. It is based on a Bloom filter that efficiently filters
redundant tag information. Simulation results are presented showing that the
collection time of the proposed protocol is around four times the lower bound. The
proposed protocol also outperforms existing possible solutions by saving nearly
37%—-84% of the collection time.
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1. INTRODUCTION

Radio frequency identification (RFID) is an automatic technology that enables the
identification and tracking of objects through radio waves. A typical RFID system
consists of the following three main components: RFID tags, readers and back-end
database servers [1]. Verifying the integrity of a group of tagged objects or recovering the
identifiers (IDs) of lost objects is essential in various activities to find lost tagged objects.
Autonomous verification methods have been developed to increase the accuracy of
determining the number of lost tag IDs or recovering all lost tag IDs without the need for
external systems [2]-[7]. This is accomplished by treating a group of n tag IDs denoted
by ID1, ID», IDs, ..., IDn as packet symbols and by encoding and decoding them in a way
similar to that of binary erasure channels. An m x n parity check matrix of low density
parity check codes is used as a group generator matrix to produce m parity check values
as follows:
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where, H is the parity check matrix and c;, i € {1.. m}, is the parity check value of the i-th
row.

Previous research [8], [9] on the use of the progressive-edge-growth-based (PEG-
based) method has shown that it achieves considerable missing recovery improvements
compared with other extended grouping methods in [4]-[7] with a low decoding
complexity. As a requirement for those autonomous methods, redundant data are written
into the memory of RFID tags, which reference other tags in the group. They are required
to build Tanner graphs during the decoding process and thus identify lost tag IDs. Each
tag records all parity check values (ci) in which they are involved, as well as the short IDs
(si) of other tags belonging to the same row of the parity check matrix. Tags of the same
row maintain the same set of information. For example, tag: is involved in the parity
check value c¢; with tags and tags. Therefore, tag: records c; as well as s4 and ss as
depicted in Fig. 1.

For the decoding process, the reader needs to collect the parity check values and their
short IDs from available tags. Apparently, designing an efficient collection protocol is
needed to read such redundant information from the tags in RFID systems. The top
performance standard for the protocol is time efficiency, because RFID systems have
consecutive operations to perform, such as identifying lost tag IDs or determining the
number of lost tag IDs. When the time is long, the task of collecting tag information may
delay these scheduled processes of the system, which is undesirable, especially in large-
RFID environments. Similar research on collecting tag information has been conducted
before by [10]-[14]. However, these studies required the collection of all tags’
information. To the best of our knowledge, no prior work has focused on how to
efficiently filter and collect redundant tag information. The goal of the present study,
therefore, was to design an efficient protocol for collecting redundant tag information in
approximately the optimal collection time.

Information stored in tags

Fig. 1 An example of the information stored in RFID tags belonging to a group of six
tags

In this study, three existing solutions to general and different problems that could be
applied to collect redundant tag information were examined, and these are simply called
possible solutions. None of them are efficient, since they do not distinguish redundancy
among tags, which results in long collection times. This issue has motivated the
development of the proposed protocol, called the Redundant Information Collection
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(RIC) protocol. It is based on a Bloom filter (BF) that efficiently filters the redundant tag
information, thereby considerably decreasing the communication cost and, consequently,
the collection time. Simulation results are presented showing that the proposed protocol
outperforms existing solutions by saving around 37%-84% of the collection time, which
is nearly four times the lower bound. This characteristic makes the RIC protocol a
promising candidate for collecting redundant tag information in the group integrity of
tags in RFID systems and other similar systems.

The remainder of this paper is organised as follows. Related work is reviewed in
Section 2. Section 3 presents the preliminaries of this study, and Section 4 discusses the
possible solutions. Section 5 provides a detailed description of the proposed protocol, and
Section 6 evaluates the performance of the proposed protocol with simulations. Finally,
Section 7 concludes the study.

2. RELATED WORK

Many existing RFID studies mainly focus on proposing ID collection protocols that
collect tag IDs in the interrogation zone of the reader. These protocols are mainly
classified into ALOHA-based [15], [16] and tree-based [17], [18] protocols. In ALOHA-
based protocols, the reader sends a request message to the tags. Then, each tag transmits
its ID to the reader at randomly chosen time slots. Consequently, more than one tag may
possibly transmit their IDs at the same time slot; in this case, the time slot becomes a
collision slot. On the other hand, if only one tag transmits its ID at a certain time, the tag
is successfully identified. In tree-based protocols, collisions are reduced by building tree
traversal approaches. When a collision occurs, the reader divides the tags into two
subgroups and requests the subgroups with a smaller number of tags. The reader
continues to divide the tags until all the tags are identified. Whilst the ID collection
protocol can be used to collect tag information, the transmission overhead and time delay
could be excessively high for redundant tag information (explained in Section 4).

The studies that are most related to this work are [10]-[14]. The authors in [10]
proposed the Single-hash Information Collection (SIC) protocol and the improved
version, the Multi-hash Information Collection (MIC) protocol, to periodically collect
information from sensor-based RFID systems, where tags are combined with miniaturised
sensors, with a minimum collection time. In such systems, RFID tags could provide
information about the tagged items or their environments. By utilising several hash
functions, the MIC protocol can resolve most hash collisions in a frame and thus
significantly enhance the protocol performance. References [11], [12] studied the same
problem but with respect to energy efficiency for active tags. The tag ordering polling
protocol and the improved protocol were presented to read information from tags with the
smallest amount of energy consumption. A follow-up work by [13] complemented [10]
with an additional protocol that is primarily designed to read sensor-produced
information from RFID tags with multiple readers. The extension study in [14] targeted
an unknown subset of tags with one reader. The proposed protocols utilised BFs that are
distributively built and transferred from the tags to the reader to identify the target tags
efficiently. The reader can then build a hash vector from a frame of time slots to link each
identified tag to each slot in order to send its information.

Many methods in the literature filter out the duplicate information in RFID systems
[19], [20]. Duplicate data are produced because an RFID reader reads the same tag
multiple times, or the same tag is read by multiple readers. All these methods
concentrated on filtering duplicate information at the reader’s or the middleware’s side
before the information is transmitted to back-end database servers for processing, which
causes communication overheads between the reader and the tags. The majority of the
proposed methods are based on BFs. Generally, the received data are maintained in BFs
to eliminate duplicates and thus reduce memory and communication consumptions.
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3. PRELIMINARIES

3.1. SYSTEM MODEL AND PROBLEM STATEMENT

Consider an RFID system with one reader and many passive tags. On the basis of the
EPC global Class-1 Generation-2 standard [21], each tag stores the 96-bit ID that
uniquely identifies the tagged item. Tags can perform some calculations, such as hashing.
The communication between the reader and the tags uses a framed, slotted Aloha protocol,
which is known as the reader-talks-first (RTF) mode. The signal from the reader
synchronises the clocks of the tags. In each cycle of communication, a reader broadcasts a
request in a time slot, and then multiple tags reply in the following slotted frame. Each
tag will randomly choose one slot. If no tag sends a signal in a slot, the slot is called an
empty slot. If one or more tags sends signals in one slot, the slot is known to be a non-
empty slot. The non-empty slot can also be classified into a singleton slot when only one
tag sends a signal; in this case, the transmitted signal can be successfully decoded by the
reader. On the other hand, when two or more tags respond in the same slot, the signals
collide and thus, the reader cannot correctly decode the signals. The non-empty slot here
becomes a collision slot. In the collision slot, if all tags send identical data simultaneously,
the data are successfully received and interpreted by the reader [22]. As stated in the EPC
standard, the transmission rate between the reader and the tags is asymmetric and subject
to the environment.

Consider a set of RFID tag IDs denoted as ID = {ID, ID>, IDs, ..., IDn} corresponding
to a set of tags represented as TAG ={ tags, tagy, tags, ... , tagn}, where n is the number of
tags in the group. A parity check matrix H of size m x n, which is constructed using the
PEG-based method [8], is used as a generator matrix to encode a group of tag IDs of size
n and thus generate a set of parity check values of size m denoted by C = {c, ¢, C3, ...,
Cm}. The parity check value ci is computed as the bitwise exclusive or (XOR) of the IDs
of the tags belonging to the same row of the parity check matrix. The bit length of each c;
is equal to the bit length of the tag ID, e.g. 96 bits. To recover the lost tag IDs, each tag
needs to store its parity check values c;, as well as a set of short IDs s;, referring to other
tags belonging to the same row of the parity check matrix. The bit length of each s; is set
to the minimum number of bits that are necessary to distinguish a group of tags; for
example, a short ID of 8 bits is enough for a group comprising less than 256 tags. In this
study, for the purpose of collecting redundant tag information, a group of tags belonging
to the same row of the parity check matrix maintained the same order of short IDs.
Therefore, the short ID of each tag needs to be recorded in its memory. For example, tag,
tags, and tags in Fig.1 belong to the first row of the parity check matrix, and thus these
tags record the values of ci, s1, S4, and ss in the same order. How the set of ¢i and s; is
stored into the tag’s memory is outside the scope of this study.

The problem is to design a protocol for a reader to filter and collect redundant
information from a group of tags in the interrogation zone of the reader with the
minimum collection time. The redundant information collection problem is different from
those studied before in sensor-based RFID systems [10]-[14]. In sensor-based RFID
systems, the tags have no knowledge about the information the reader has and should
send all their information. On the other hand, when collecting redundant information,
each tag needs to be efficiently informed about the collected information in order not to
send it again.

3.2. PERFORMANCE LOWER BOUND

Let twit denote the time needed to send one bit. In group integrity applications, the
information related to one parity check value and its short IDs is denoted by ci+ six | and
can be expressed as x, where | represents the row weights of the parity check matrix used
for the encoding. All the tags contain the same amounts of parity check information,
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which are denoted by j x (ci+ six I) and can be expressed as j x X, where j is the column
weights of the parity check matrix. Therefore, each tag needs a time whose length is equal
to x x tpi in order to send one piece of parity check information x. For collecting all tag
information, the lower bound on the collection time for a group of ntagsisn x j x X X tyi
For collecting redundant information, the lower bound is much less than n x j x X X tit.
The reader needs to collect each c; and its s; only once. Thus, the lower bound on the
collection time is m x X x tyit. This lower bound is unlikely to be achieved since the reader
requires extra time to send its request and coordinate the protocol process. Despite this, it
provides a benchmark to assess the performance of the designed protocol.

4. POSSIBLE SOLUTIONS

In this section, three existing solutions to general and different problems that could be
applied to collect redundant tag information are examined, and these are simply called
possible solutions. None of them are efficient in solving the redundant information
collection problem, since they do not distinguish redundancy among tags, which results in
long collection times. This gives clear knowledge about the solution of the redundant tag
information collection problem, which motivated the new protocol proposed in the next
section.

4.1.BASELINE COLLECTION PROTOCOL

A baseline collection (BC) protocol for collecting tag information is to let the RFID
reader send the ID of one tag. Then, it receives the information of the related tag. The
reader repeats this process until it gets all the information needed [10]. For collecting
redundant information, the tag does not have knowledge about the information that the
reader has, so it must send its information. Thus, the total time to collect one piece of
parity check information x from a tag is (IDi x thit+ X X tyi), and the optimal total time for
collecting all parity check information from a group is m x (IDi X tyit + X X tyi). The
advantage of this protocol is that the communication between the reader and the tags is
one-to-one, where collisions cannot occur. On the other hand, the reader needs to transmit
the tag ID in order to collect related tag information, which increases communication
costs because the tag ID is 96 bits. Consequently, the time is significantly above the
lower bound value m x X x tyj.

4.2.1D COLLECTION PROTOCOL

If one of the ALOHA-based ID collection protocols [15], [16] is borrowed to collect
redundant tag information when it collects the tag IDs, the collection time is high because
each tag has to send all its information. In addition, the protocol has to consider the entire
tag group n each time when collecting the tag’s information. In the enhanced version
presented in [15], the optimal time for collecting n tag informationis e x n X j x X X tyi,
where e is the natural logarithm constant and is equal to 2.72. This means that each tag
resends its information, on average, 2.72 times, which is the theoretically ideal number.
Experiments and simulation results demonstrated that the best performance of tree-based
protocols [17], [18] is equivalent to that of the ALOHA-based protocols [10].

4.3.MULTI-HASH INFORMATIONCOLLECTION PROTOCOL

Reference [10] presented the SIC and MIC protocols for collecting tag information in
sensor-based RFID systems. Only the MIC protocol is considered here because it is the
improved protocol. The MIC protocol is performed stage by stage. In each stage, the
reader links tags to time slots using k hash functions. Then, the reader uses a hash
selection vector to notify the tags about the links. Each item in the vector is related to a
time slot at the same index location. The reader sets the item to O if no tag is linked to a
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slot. If a tag is linked to a slot with the z-th hash function, where 1 <z <k, the reader sets
the related item to z. The size of an item is [log. (k + 1)]. After receiving the vector, each
tag is required to check the items in the vector that it is linked to by using the k hash
functions. Let T, , 1 <z <Kk, be the item that the tag is linked to by the z-th hash function.
Each tag checks the items in the order from T1 to Ti. If an item T, has the value of z, the
tag concludes that it will be allocated to a slot with the z-th hash function. The above
process iterates stage after stage until all tags send their information. The first stage
targets n tags for slot allocation, and the frame size is equal to n. Each successive stage
targets a smaller number of tags, and thus its frame size is reduced. The expected total
collection time of the MIC protocol is:

n .
32PkXIDithit+ P—kX] Xxxtbit (2)
where, Piis the probability that a tag is linked to one time slot in every stage when the k

hash function is used. It has been proven in [10] that when k = 7, the collection time
reaches the optimal value of:

0.036 x N % ID;X thig+ 1.16 X N X j X X X tyic 3

where, P7 = 86.1%. Similar to the BC protocols, when the MIC is used for collecting
redundant information, each tag does not have knowledge about the information that
other tags have sent, so it must send its information. Thus, the optimal total time for
collecting m parity check information from a group is:

0.036 x m x IDj x tpit+ 1.16 X m x X X tp; (4)
5. REDUNDANT INFORMATION COLLECTION PROTOCOL

This section presents the RIC protocol, which is designed to collect and filter
redundant tag information at the tag’s side. The proposed protocol aims to avoid the
redundant transmissions of c;, as well as the corresponding si. The process of the RIC
protocol consists of several rounds that are repeated until all ¢; are read. In each round,
the reader transmits a request, and then tags reply with their information in the successive
slotted time frame. Each tag must check whether its information has been sent previously
by other tags before it sends any information. The reader maintains a list of all collected
parity check values and their short IDs. Reporting the collected parity check values to the
tags in order to prevent transmitting redundant information in the subsequent rounds is
too costly, especially when the set of tags in the group is large. To accomplish a high
level of filtering efficiency, the collected parity check values are encoded into a BF,
which is then sent instead of the actual parity check values. In other words, the BF is used
as a tool to carry the aggregated parity check values and filter the tag’s information at the
tag’s side.

A BF is a data structure that can store the items of a set in a space-efficient way and
support membership requests [23]. A BF of a set W = {wy, wo, ... , wy} containing y
elements is described by a hashed Boolean vector of b bits, all initialised to 0. A BF uses
k independent hash functions hy, ... , hx. These hash functions map each element w € W to
the bits h,(w)e{ 1, 2, ..., b} for 1 <z<k, which are set to 1. For ideal performance, each
of the k hash functions should be a part of the class of universal hash functions. In other
words, it should hash each item to a uniform random number. In order to check whether
an item g € W, k hash functions are applied to g. Then, all h,(q) are checked to determine
whether they are set to 1. Otherwise, g ¢ W. Testing a membership by using a BF may
yield a false positive. That is, it suggests that an item g € W, although it is not. For many
applications in practical situations, false positives may be acceptable as long as their rate
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is adequately small [24]. From [23], the probability of a false positive or the false positive
rate Prp of the BF constructed from m elements in the RIC protocol can be represented as:

1 mk ¥
Pro= (- (1=~ (1-¢7) (5)

The minimum value of P can be found by taking the derivative of (5) with respect to

k as dg% =0, which gives the optimal value of k as:
k=ln2x2 (6)

m

b
This results in the false positive probability of (%)" = (%)I”ZH. In the implementation

of the RIC protocol, the number of parity check values m is known a priori. Given a
desired Prp and the number of elements m, the optimal length of the BF can be computed
as:

_  mXInPgp
b=- (in2)? @

For example, if the desired Pge is 0.0001, signifying accuracy of 99.99%, the optimal
length of the BF is around 19.2 X< m bits. Implementing k hash functions on tags may
cause processing overheads because each tag needs to perform the calculations
independently by using its limited resources [25]. However, the implementation of hash
functions can be simplified to decrease the complexity of a tag’s circuit; for example, a
pre-stored logical ring of random numbers may be used to produce hash values, as
described in [10].

5.1.PROTOCOL DESCRIPTION

The RIC protocol consists of several rounds. In each round of the communication, the
reader sends a request message containing two parameters, r and f, where r is a random
number and f is the frame size; that is, the number of slots in the frame. Upon receiving
the request, each interrogated tag is randomly mapped to a slot in the frame at the index
h(r, ci) mod f, where h(.) is a hash function shared by all tags whose range is [0, ..., f-1].
As each tag takes its ¢ as the hash seed, the tags having the same parity check values c;
choose the same slot. Then, they send their identical parity check information x, and thus
the signals can be decoded by the reader. In this case, the slot can be called a successful
slot. On the other hand, some tags having different parity check values ci may respond at
the same slot, and the slot here is treated as a collision slot; therefore, the reader cannot
decode the signals encoded from a set of un-identical parity check information. The
reader stores the collected parity check values c; into a list denoted as D = {d;, d», ds, ...,
da}. Then, it constructs a BF vector by mapping the collected parity check values into b
bits array using k hash functions, as described in Algorithm 1. Given a desired false
positive rate Prp and the number of elements in D, the optimal value of hash functions
and the optimal length of the BF constructed in the RIC protocol can be computed using
(6) and (7), respectively.

The reader again sends another request to collect a new set of parity check values ci.
The reader also sends the constructed BF and corresponding parameters b and k. Before
sending any parity check information, each tag must check whether its c; has been sent
previously by other tags; and here, the BF plays an important role by meeting this
requirement. Each tag performs membership tests for all ¢; it contains by using Algorithm
2. For each one, it performs k hash functions, which are identical to those used to
construct the BF at the reader’s side. It then tests whether the bit h,(ci) is setto 1 for 1 <z
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< k. If so, the tag will treat the tested c; as redundant information and will not send it to
the reader. Otherwise, the tested c; and all its siare sent to the reader. After receiving the
tag information, the reader updates its list and reconstructs the BF. The process of
filtering and collecting information will be repeated until all tags report their information.
The processes involved in all rounds are identical, except that at the beginning of the first
round, during which the list of the reader is empty, and thus b is equal to zero, which
means that the BF is not sent. A parity check value c; that is not sent by a tag due to the
false positive probability can be handled by the BFs in the successive rounds. Therefore,
the parity check value c; that is not collected in a round will be collected in a later round.
Algorithm 3 outlines the proposed protocol.

Algorithm 1: Constructing the BF

Input: D, Pep

Output: b, k, BF

1: Calculate b and k

2. BF =allocate b bits initialised to 0
3: foreach diinD:

4: for z=11to k do

5 BF[h(d)]=1

6: end for

7: end for each

Algorithm 2: Membership testing

Input: elm, BF, k
Output: Yes/No
1. for j=1 to k do

2 if BF[hj(elm)] # 1 then

3: return No

4: end if

5: end for

6: return Yes

Algorithm 3: The RIC protocol

Input: Prp

Output: D containing all c¢; and its s; in the interrogated region
1:D=¢

2 : Repeat

3 :  Constructing BF (D, Pep) return (b, k, BF)

4 . The reader sends {r, f, b, k, BF}

5 : foreachc intagi:

6 : membership testing (ci, BF, k) return Yes/ No

7 if No then

8 : tagi sends its ¢jand the corresponding s; at index h(r, ci)
9: D =D U c¢; sent by tag;

10: go to step (13)

11: end if

12:  end for each
13: Until all tags send their information

5.2.PERFORMANCE ANALYSIS

In this section, the expected collection time of the RIC protocol and the optimal value
of the frame size f are derived. The expected collection time T; of the i-th round is
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composed of the time needed by the reader to send the BF vector and the time needed by
the tags to send the information. The reader broadcasts a request message, including r, f,
the BF vector and its parameters. The transmissions from the reader, except the BF
vector, are very small and thus can be ignored. Note that the BF vector may be too long,
so it can be split into multiple segments of 96 bits, and each segment is sequentially
transmitted, as in [10], [12]. Thus, the expected time to send b bits vector of the BF is
calculated as:

b
e X thit (8)

From (7), b can be expressed as:

|D| X InPgp 9
T (n2)2 ©)

The time for the tags to test the set of parity check values from the BF is also ignored.
Recall that one piece of parity check information is denoted by x; the expected time for
the tags to send their x information can be calculated as:

Esucc X XX 1:bit (10)

where, Escc is the expected number of successful slots in the frame. Therefore, the
expected collection time T; of the i-th round is:

Ti= % X toit + Esucei X X X thit (11)

In the ID collection protocols [15], [16], when the reader uses a frame of size f and the
number of replying tags is n, the probability that r tags reply in one slot is a binomial
distribution and can be expressed as:

py=n=")p-p)" (12)

where, p is a success probability and y is a random variable. Because each slot in the
frame has equal probability, (12) can be written as:

ny (1\" _r
P =()() a-p" 49
Thus, the expected number of read tags during one read cycle can be expressed as:
—+(M (L _Ln-1
a=1(3)F)a-pr 1)

In the RIC protocol, each tag uses its ci to choose one slot, so the tags having the same
ci must share the same slot, which is called the successful slot. By treating this group of
tags as a single tag, the successful slot can be seen as a singleton slot. Therefore, the
expected number of successful slots can be calculated as:

. m; -1
Esucci = fi (Trlll) (fll) (1 B %l)

1\mi—1
=m; (1-7)
_mi-1 _my
~mj.e fi =m;.e Ti asm;, f; —> o (15)
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where, m; is the number of x to be collected before the i-th round. By letting the first
derivative of T; be zero, the minimum value of T; can be found as:

d (Ti) _ d (Esucc,i)

XXX tpy =0 16
df; df, T ¢
d(Esucc,i) : .
where, —>==* can be obtained from (15) as:
d(Esucc,i) mize_f_il (17)
afr fP

when fi is large. Using Taylor series, (17) can be written as:

21 _M
d(Esucc,i) :ml @ fi) (18)
afi fi?

By solving (16) numerically, the optimal value of f; that minimises Ti is approximately
equal to m;.

5.3.CARDINALITY ESTIMATION

The reader can estimate the number of the target parity check values m before running
the RIC protocol. To accomplish the estimation, the reader transmits a random number r
and a frame size f. Each interrogated tag sends a short message at a time slot h(r, ¢i) mod
f. Some tags having the same ¢; will respond at the same slot, whereas some tags having
different parity check values ¢i may respond at the same slot. According to the EPCglobal
Class-1 Generation-2 standard [21], only one bit is required to distinguish an empty slot
from a non-empty slot. For each received signal at the reader side, if the channel is idle,
the received signal is set to 0. If the channel is busy, which indicates that at least one tag
sends, the received signal is set to 1. The tag sends a short message of one bit at the
corresponding time slot. After receiving the messages, the RFID reader checks the state
of the slots. Therefore, by counting the number of empty slots, m can be estimated. The
additional time overhead for estimating m of the interrogated tags is measured under
various group sizes n. Table | demonstrates the estimated time of the RIC protocol, which
is very small. In Section 6 below, it is shown that the RIC protocol outperforms other
information collection protocols. Therefore, taking into account the estimation overhead
will not affect the performance of the RIC protocol.

Table I. Estimation Time Comparison (in Seconds) Under Different Group Sizes
n 1000 | 2000 | 3000 | 5000

Estimation 0.32 0.64 0.96 1.6
time

6. SIMULATION RESULTS

In this section, the performance of the RIC protocol is evaluated with Matlab. As no
existing method aims to collect redundant tag information at the tag’s side, three
protocols, including the BC, MIC with seven hash functions and the enhanced version of
the ALOHA-based (EA) protocols presented in [15], were implemented, and their
collection times are measured and compared with those of the RIC protocol.
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6.1. SIMULATION SETTINGS

The simulation settings follow the specifications of the EPCglobal Class-1 Generation-
2 standard [21]. A waiting time of 302 ps was used to separate any two successive
communications between the reader and the tags. The transmission rate of a tag is 53
Kb/s. A tag needs 18.87 us to send one bit. The length of time a tag needs to send its
information was obtained as the addition of the time for sending the information and a
waiting time. For instance, if the tag information is 600 bits, the length of a time slot is
around 11623 ps. The transmission rate of the reader is 26.5 Kb/s. The reader needs 37.74
ps to send one bit. Thus, it takes nearly 3925 ps (including the waiting time) to send a
message of length 96 bits. For all the implemented protocols, the total number of parity
check values m is assumed to be known a priori in order to derive a realistic baseline
performance comparison. In the RIC protocol, the frame size will change based on the
number of parity check values to be collected. The first round targets collecting m parity
check values, and its frame has m slots. Each consequent round targets a smaller value of
m, and consequently its frame size is reduced. All results are obtained by averaging over
100 simulation runs in order to obtain an accurate value of the statistics.

6.2. COLLECTION TIME COMPARISON UNDER DIFFERENT NUMBERS OF
TAGS

The performance of the RIC protocol was evaluated under different group sizes n. The
group sizes vary from 1000 to 5000. According to the requirement of group integrity of
RFID tags, each tag in a group stores the same amount of parity check information j,
which is set to 3 and 4 [8]. The value of Pg is set to 1x10 to achieve the accuracy of
99.99%. Table Il presents the results of the simulated protocols.

The collection times of all the protocols increase as the number of tags n increases.
This is intuitive, because the tags need to transmit more information. The RIC protocol
obviously outperforms other protocols, followed by the MIC protocol, the BC protocol
and, finally, the EA protocol. For example, when the number of tags in a group is 3000
and the number of parity check values is 1800, the collection time of the EA protocol is
138.31s, which is around 24 times the lower bound. The BC protocol follows with
47.32s, and the MIC protocol further minimises the time to 33.63s. The RIC protocol
considerably reduces the time of the MIC protocol by around 30% to 23.56s. Its
collection time is about four times the lower bound.

Examining the second columns of n = 3000, where the number of parity check values
is increased to 2400, shows that the EA protocol needs 183s. The BC protocol reduces the
collection time by nearly 62% to 68.83s. The MIC protocol requires 45.32s, which is
around six times the lower bound. The RIC protocol also considerably reduces the
collection time to 32.06s. Again, the collection time of the RIC protocol is about four
times the lower bound, and this conclusion can also be drawn from all columns of Table
Il.

Table Il. Collection Time Comparison (in Seconds) For Different Group Sizes and
Information lengths

n 1000 2000 3000 5000

m 600 800 1200 1600 1800 2400 3000 4000
| 3 4 3 4 3 4 3 4

X 146 151 156 161
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Total tag
information | 438 584 453 604 468 624 483 644
(jxx) in bits
EA 30.31 | 40.1 | 76.86 | 101.6 | 138.31 | 183 | 278.11 | 367.84
BC 1536 | 22.34 | 31.13 | 4528 | 47.32 | 68.83 80 116.23
MIC 10.58 143 | 21.78 29.4 33.63 | 4532 | 5757 | 77.71
RIC 6.71 8.93 14.68 20.1 2356 | 32.06 | 41.94 | 57.75
Lower 1.83 2.45 3.78 5.04 5.84 7.79 10.02 | 13.36
bound

6.3. COLLECTION TIME COMPARISON UNDER DIFFERENT SETTINGS OF
THE FALSE POSITIVE RATE

The relationship between the collection time of the RIC protocol and Pep was also
investigated. The EA, BC and MIC protocols do not have false positives. The focus here
is on the RIC protocol. Table 111 compares the collection times required by the RIC under
different values of Pep ranging from 1x1072 to 1x107%, where the group size is set to n =
2000. Generally, the collection time of the RIC protocol keeps increasing with the
decrease in Pep. For example, when Pgp is set to 1x1072 in order to achieve accuracy of
99%, the collection time of the RIC reaches 10.19 s when m=1200. When P is reduced
to 1x107% in order to achieve accuracy of 99.9%, the time of the RIC protocol increases to
12.48 s. This behaviour is due to the fact that the relation between Pgp and b is inversely
proportional, as presented in (7). That is, a low amount of Prp causes a larger b.
Consequently, a larger b in the RIC protocol increases the communication overhead and
thus, the time needed for transmitting the BF vector between the reader and the tags. The
collection time of the RIC protocol reaches a higher value equal to 19.45 s when Pp is set
to the lowest tested value, which is 1x10°°, in order to achieve accuracy of 99.9999%.
However, the RIC protocol is still faster than the collection times of the other simulated
protocols as shown in the column of n=2000 with m = 1200 of Table Il and the same
conclusion can also be drawn when m is set to 1600.

Table I11. Collection Time Comparison (in Seconds) Under Different Values of Pegp,
Where n = 2000

Pep 1x102 | 1x10°3| 1x10* | 1x10°5 | 1x10°°©

Collection time when m =1200 | 10.19 12.48 14.68 17 19.45
Collection time when m =1600 14 17.01 20.1 22.83 26.26

7. CONCLUSIONS

This study aimed to efficiently collect redundant information from a group of tags in
RFID systems. Existing solutions to general and different problems are not efficient since
they do not distinguish the redundancy among tags, which results in long collection
times. To achieve time efficiency, a new protocol called the RIC protocol is proposed. In
this protocol, a BF is utilised as a tool to carry aggregated information in order to
efficiently filter redundant tag information and thus save collection time. Extensive
simulations were conducted to evaluate the performance of the proposed protocol. The
results demonstrate that the proposed protocol outperforms other possible solutions by
saving nearly 37%-84% of the collection time, which is around four times the lower
bound. This makes the RIC protocol a promising candidate for collecting redundant tag

24 Copyright © 2020 NADIA




International Journal of Future Generation Communication and Networking
Vol. 13, No. 1 (2020)

information in the group integrity of tags in RFID systems and other similar ones. For
future work, the impact of channel error between the reader and the tags can be
investigated and considered in the design of the RIC protocol.
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