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Abstract

In this paper, we present the results of hardware implementation of our previously
proposed lightweight encryption algorithm named as Secure Internet of Things (SIT). By
virtue of its low cost and computational simplicity, SIT can be a good candidate to meet
the needs of resource constraint applications related to the futuristic demands of Internet
of Things. In this work, we have implemented our proposed SIT algorithm on Field
Programmable Gate Array (FPGA) and compared the results with the similar
implementations reported in the literature. During the hardware implementation, we
focused on obtaining high throughput area ratio which is essential parameter for the
applications focusing on internet of things. Our implementation of the SIT algorithm on
FPGA achieved a throughput of 4899 Mbps with encryption while using only 711 logic
elements resulting in throughput area ratio of 6.89.
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1. Introduction

Recently due to the easy access of the broadband internet, the amount of data generated
and communicated has increased manifolds and with the advent of (loT) the devices
connected to the internet will be in billions [1], but these devices may or may not be
composed of sophisticated controllers. The devices may be used to establish machine-to-
human or machine-to-machine communication and data sharing resulting in so-called
internet of things (10T). The loT will be composed of everyday devices with the sense of
communication and connectivity to the peer devices [2] that will introduce greater
complexities as the devices that make up the network could be approached from any place
globally [3]. With all these developments the matter of security and integrity of the data
will be of great concern [4]. To cater this issue, various encryption algorithms have been
proposed in the literature. The classical encryption algorithms were designed to be used
upon the conventional high computing machine with high processing capacity. However,
IoT devices are resource constrained and must operate on scarce power supply. This
makes the conventional encryption algorithm unsuitable for the 10T environment. To cater
this drawback many lightweight algorithms have been proposed [5-9]. The hardware
design significantly performs better than a relevant embedded software design [10, 11].

Recently we have proposed an efficient encryption algorithm named SIT (to abbreviate
Secure Internet of Things) [12] specifically focusing on the security issues of resource-
limited applications. Our proposed algorithm is lightweight block cipher that works on
64-bit data block and 64-bit key to encrypt the data. The proposed SIT algorithm can be
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implemented using uniform substitution-permutation network. In our preceding work, we
have presented and analyzed the encryption capabilities and the performance of the
proposed SIT algorithm through computer simulations and microcontroller-based
implementation [12].

In this work, we have implemented our SIT algorithm on FPGA. FPGA due to
their parallel architecture and flexibility are preferred by many researchers to test
their design and measure the performance with the conventional sequential hardware
modules. Exploiting the parallel processing capability of FPGA for data handling, the
cryptosystem with high throughput area ratio can be implemented using techniques like
pipelining, full and partial loop unrolling. In this work, we focused on designing a FPGA
based cryptosystem using full loop unrolling technique based on SIT algorithm. Through
FPGA-based implementation, we were able to achieve reasonably high throughput area
ratio as compared to the reported literature values.

Rest of the paper is organized as follows. Section 2 provides a review of the closely
related work on the hardware implementation of the cryptosystems. Section 3 presents the
SIT algorithm followed by description of FPGA implementation in Section 4. The
experimental setup, results and relevant discussion is presented in Section 5. Section 6
concludes of the paper.

2. Hardware Implantation of Cryptosystems

Advent of Internet of Things (loT) where almost everything, regardless of their size
and characteristics is put on a network, implementation of cryptography has become more
crucial for data security. Conventional cryptographic algorithms like AES-512 are very
bulky and need a lot of processing are not the forego able choices in an 10T network given
the limited availability of power and processing in many devices. Therefore, lightweight
algorithms that can ensure data security while running on minimal power and processing
are needed.

Many researchers have implemented cryptosystems on various hardware platforms to
analyze their performance. In the case of loT-based applications, the microcontrollers
have been greatly targeted because of its cost and size. The evaluation of the cost,
performance, speed, and balanced efficiency of lightweight block ciphers is done with the
help of hardware implementation [13]. Acting as the metric determined SPECK and
SIMON as the best ciphers in this respect according to the evaluation conducted in terms
of cost and with Gate Equivalent. The conducted evaluation showed the better speed of
mCrypton and KLEIN-80 as the evaluation criteria was based on clock-cycle-per-block,
and SIMON and SPECK had the better results in the performance evaluation of
lightweight block ciphers, which was based on throughput metric. Piccolo, SIMON, and
SPECK are the best ciphers in the respect of evaluation conducted to measure the
balanced efficiency of ciphers by figure of merit (FOM) metric. According to these
results, in all individual metrics the ciphers SIMON and SPECK exhibited the best
performance, and also scored a decent FOM along with Piccolo as expected [13].

Several FPGA based cryptosystems have been proposed with the aim to achieve high
throughput values [14-18]. A usual practice is to use loop unroll technique so that the
iterative rounds in an encryption algorithm are executed in parallel, resulting in better
throughput. These FPGA based cryptosystem using Advanced Encryption Standard
(AES) focus on achieving maximum security using the minimum resources to gain better
throughput area ratio. A high performance AES implementation using pipelining
technique has resulted in a throughput of 4121 Mbps using 5677 slices [16]. A similar
implementation using 5177 slices achieved a throughput of 21.5 Gbps [17]. A
combination of AES encryption and decryption used only 163 slices to achieve
throughput of 208Mbps [18].
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3. SIT (Secure Internet of Things)

Our proposed SIT algorithm falls into the category of symmetric key algorithms [19].
The algorithm works on the 64-bit data block and 64-bit encryption key. Detailed working
principle and basic architecture of SIT has been presented in our previously published
work [12]. The use of feistel and substitution-permutation network in SIT allows similar
steps for encryption and decryption, decreasing overall complexity of the system by
reducing number of required computational steps. Symmetric key algorithms require a
key that encrypts the data on every round of the encryption. The SIT algorithm is based
on five encryption rounds requiring five distinct keys. The algorithm takes a single 64-bit
key from the user and expands it to generate keys for each round. The data is encrypted
using the expanded keys. The details of expansion of key and procedure of encryption
have been discussed in Section 3.1 and 3.2 respectively.

3.1. Expansion of Key

The key expansion process plays a vital role in the process of encryption and
decryption. The key expansion block in SIT is responsible to generate five unique keys.
The user will be required to input an initial 64-bit which is broken down into 4-bit chunks
and after substitution and diffusion they are fed into the f-function block. The key
expansion block works on the following steps.

1. The cipher key of size 64-bit is broken down in 16 smaller segments of 4-bits
each.

2. Four f function blocks work on the data of 16-bit and the initial substitution is
performed using

Kb;f = Pi4=1KC(i—1)+j (1)

where K¢ shows the cipher key input by the user. For first four rounds i = 1-4,
the expanded keys Kb;f are calculated using the permutations of the bits of the
initially provided cipher key.

3. In the next round the 16-bits of Kb;f are passed to the f-function to further
expand the key using:

Ka;f = f(Kbjf) (2

The transformation using the f-function is based on the P and Q tables presented in
Table 1. The P and Q tables perform linear and non-linear transformations resulting in
confusion and diffusion.

Table 1. Summary of P and Q

Kc; | P-Values | Q-Values | Kc; | P-Values | Q-Values
0 3 0 8 D F
1 F E 9 A 0
2 E 5 A 9 4
3 0 6 B 6 D
4 5 A C 7 7
5 4 2 D 8 B
6 B 3 E 2 1
7 C C F 1 8
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4. The fifth key is obtained by performing an XOR operation between the four
round keys as expressed in equation (3).

KS = K1®K2@K3®K4 (3)
The overall flow of the Key expansion process is presented in Figure 1.

3.2. Encryption

The encryption processs is initiated after obtianing all keys. Data diffusion and
confusion is attained by shift and logical operations as depicted in Figure 2. 16-bit
segments are extracted from the 64-bit data which are represented by P .., P .,
P, ,,and P, .. To increase the cipher text confusion at each round text swapping is
applied. Bitwise XNOR is applied between the cipher key K; & P, and K, & P, . 1O
obtain in RO, and RO, respectively in the first round. The result of XNOR is fed to the
f-function generating Ef;; and Ef,.. The f-function used in encryption process is the same
as that of the key expansion process. Bitwise XOR is then applied between Ef;; & P,

to attain RO;, and Ef,.; & P, to attain RO, 5.
ij,i O K; ; i= 1,4 (4)
Roj,i = Px]"i+1 @ Efl]' i=2
Py, ®Efrj; =3
The transformation is made in a way that for the next round RO, will become P, , . ,
ROy, will become P,  _, RO;3 will become P, . and RO, will become P, . The
transformed data segements again encrypted using equation (4) with the second key
generted from the key expension. The process is coninuted for all the five keys as shown
in Figure 3. The final round results are joined together to extract the Cipher Text (Ct)
given by

32—-47

16—-31

Ct = Concatinate (R51’ R52,R53,R54) (5)

64-Bit Cipher Key

Break into segments of 4-bit each

Concatenate to make 4 blocks of 16-
bit each

Repeatedly perform f-function to get
4 keys

v

Output arranged in 4x4 matrix

XOR all keys to get fifth key

Figure 1. Key Expansion
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Figure 2. Encryption Process

4. FPGA Implementation

An FPGA can be configured by the user in various ways. It is composed of
reconfigurable components that contains storage and logic elements. A compromise is
made between combinational and sequential implementation for the improved efficiency
of the system. The efficiency can be measured in one of the following three ways, by the
ratio of throughput and area while calculating the area performances, by the ratio of total
registers to the total number of look up tables are measured while calculating resource
performance and by the ratio of power and the area in efficiency.

The implementation is based on the loop unrolling method. This leads to the
exploitation of parallelism of the FPGA and ultimately increasing the throughput. For
implementation purpose, Altera Cyclone 1l EP2C35F672C6N FPGA board is used. In the
loop unrolling method, the iterations of the algorithm are unrolled and the output of each
round is used as the input of the succeeding round as shown in Figure 3.

5. Experimental Setup

Based on their propagation delay, area utilization, power consumption and throughput
[20, 21], the hardware implementation cryptographic algorithms are compared. The
implementation is done on low cost EP2C35F672C6N Altera Cyclone 1l FPGA using
Quartus 1l 12.1 spl edition software. For the hardware implementation, following
evaluation parameters were used.

5.1. Area

The amount of circuits used by the algorithm or the number of logic units utilized refer
to the area occupied on the FPGA. The minimum resource of the Altera FPGA is termed
as logic element (LE) which is made up of a flip-flop and a four input look-up table.

5.2. Propagation Delay

Propagation delay is time taken by the slowest signal to move from the input to the
output of the circuit. Complex operations and large area can lead to the greater
propagation delays.
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Figure 3. Full Loop Unrolled Encryption

5.3. Througput

The data (measured in terms of number of bits) processed per unit time is refered to as
throughput. It a fundamental parameter for the evaluation of any hardware based system.
The throughput must be high enough so as to match the speed of high speed data links
present in the hardware.

6. Results and Discussion

Implementation of the SIT algorithm was carried out on Altera DE2 with
EP2C35F672C6N Cyclone Il FPGA. Synthesis was perfomed using Quartus 11 12.1 spl.
Summary of hardware utilization in FPGA implementation of the SIT algorithm is
presented in Table 2. It can be observed that the entire encryption algorithm was
implemented using very small resource utiliztion percentages of logic blocks. Important
results obtained through FPGA implementation are listed in table 3 and a comparison with
the related Iterature values is presented in Figure 4. The implementation showed that the
propagation delay of SIT is smaller than Secure Cipher [21] and HIGHT [22] both
previously implemented on the Cyclone-1I device and is also less than LEA [23]
implemented on Cyclone-11l. Whereas, DES [24] implemented on Vertix-1l has much
lower propagation delay, due to its better hardware capabilites, therfore its comparison is
ignorable. The SIT also showed the highest throughput area ratio among all implemented
algorithms as shown in Figure 4(b). Similarly the Figure 4(a) shows that throughput
obtained through SIT is higher than Secure Cipher [21] and HIGHT [22] on Cyclone-II
and LEA [23] on Cyclone-Ill and DES[24] on Vertix-ll. In addition to having high
throghput, our implementation show lesser propagation delay as observed from other
Cyclone-1I and Cyclone-I11 based implementations.

Table 2. Hardware Resource Utilization

Logic Blocks Used Utilization Percentage
Number of Slices 711 2.03 %
Number of Flip Flops 796 0.6%
Number of Look Up Tables 813 2.3%
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Table 3. Comparison of Implementation Results

Design Device Propagation Throughput
Delay (ns) /Area Ratio
(Mbps/LE)
HIGHT [22] Cyclone Il 14.98 6.76
DES [24] Vertix |1 2.180 0.920
LEA [23] Cyclone 111 200 0.8
Secure Cipher [21] |Cyclone Il 13.927 5.73
This work Cyclone Il 12.11 6.890
(a)
6000
5000
4000
3000 B Throughput (Mbps)
2000
1000 M Area (LEs)
0
HIGHT DES LEA Secure SIT
Cipher
20
15
B Propagation Delay
10 (ns)
5 B Throughput Area
Ratio (Mbps/LE)
0
HIGHT DES LEA Secure SIT
Cipher

Figure 4. Comparison of our Work (SIT) with closely related literature values
in terms of (a) Throughput and Area, (b) Propagation Delay and Throughput
Area Ratio

6. Conclusion

The Internet of Things environment is composed of resource constrained devices.
These devices must have a lightweight security mechanism to stand against the cyber
attacks. We have presented the FPGA implementation results of our previously proposed
encryption algorithm (SIT) and compare the results with other reported values. Using the
full loop unroll technique the throughput as well as throughput to area ratio is increased.
Our implementation was achieved using only 711 logic elements (LE). The throughput to
area ratio of 6.890Mbps was achieved with the propagation delay of only 12.11ns.
Therfore this paper concludes that SIT is truly a lightweight algortithm and thereby
resource constrained devices can easily adapt the SIT alogorithm.
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