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Abstract

Supporting networks that roam as one unit is needed to provide the transparency of
Internet in mobile frameworks, like cars, trains, planes, buses, etc. To accomplish this,
NEMO (Network Mobility) Basic Support protocol has been proposed and developed by
Internet Engineering Task Force (IETF). Although, it achieves continuous, optimal and
secure communication to and from all nodes, it still suffers from many drawbacks,
especially when the level of nesting increases. To overcome these limitations, this paper
presents a new route optimization scheme for nested mobile network using hierarchical
structure with Advanced Binding Update List (BUL+). From performance evaluation, it
shows that this scheme reduces packet overhead, handoff latency, packet transmission
delay, and achieves optimal routing.
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1. Introduction

With the development of Wireless technology industry, more and more devices are
needed to remain connected to the network even when they are roaming. As accessing the
Internet expects to be more ubiquitous, requests for mobility are not limited to individual
units nowadays. Supporting mobility of networks, that move as one set, is needed to allow
the transparent provision of Internet access in mobile platforms, such as buses, trains,
planes, etc. [1]

One implementation of network mobility concept is NEMO (Network Mobility) Basic
Support Protocol [2] developed by the IETF (Internet Engineering Task Force). NEMO
BS operates in IP layer and it’s based upon Mobile IPv6 [3]. One or more mobile routers
(MRs) can be included in a mobile network in order to enable access to the Internet [4].
The current point of attachment of the entire mobile network is hidden by MR [5].

Unlike MIPv6, a NEMO MR could attach to the Internet via another MR. When MRs
inter-connect in this way they form a network topology known as a Nested Mobile
Network. The hierarchy of mobile routers in nested NEMO complicates the selection of
the route and/or router for Mobile Network nodes (MNN). New tunnel between the MR
and its Home Agent (HA) will be involved for each level of a Mobile Network [6].

NEMO BS has some fundamental problems such as non-optimal routing path and high
delay due to packet forwarding by HA and header overhead due to tunneling.
Furthermore, the problem expands with each level of the nested mobile networks. As a
matter of fact, transmitted data must visit the HAs of all MRs in the way to their
destination (pinball routing problem, Figure 1). In addition, high handoff latency may be
caused by IP-in-1P encapsulations leading to packet losses and disconnections [7].
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Figure 1. Non-optimal Routing Problem in Nested Mobile Networks

In this paper, a new route optimization scheme is introduced which is based on
hierarchical structure using Advanced Binding Update List (BUL+) to provide an efficient
NEMO with optimal routing and seamless handoff. The reminder of this paper is
organized as follows. In Section 2, related works to this research are discussed. Section 3
covers the design of the proposed scheme. In Section 4, performance evaluation of
NEMO BS, ROTIO, and the proposed scheme, is displayed and analyzed. The obtained
results are discussed in Section 5. Finally, Section 6 concludes the research findings.

2. Related Works

Many studies and efforts have been done to solve the problems encountered by Mobile
Networks and to present a more secure and efficient NEMO protocol. A hierarchical care-
of prefix (CoP) with the binding update tree (BUT) scheme, which is called HCoP-B is
proposed [7] to resolve pinball routing and route optimization storm problems for the
nested mobile networks. In HCoP-B, MNNs in the nested mobile networks provide
shorter buffering time and shorter disruption time for ongoing real-time applications. As a
result, packets that are redirected to MNN at its new location after handoff will be stored
in smaller buffer spaces. But this scheme suffers from long handoff latency and packet
loss during handoff. To improve the scheme and solve these problems, they proposed the
predictive fast HCoP-B (FHCoP-B) [8] and then the Reactive FHCoP-B [9]. Both
achieved short handoff latency and reduced packet loss, but still cannot solve the big
caching size of TLMR which is considered as bottleneck to the whole mobile network.

Based on NEMO BS, Route Optimization using Tree Information Option (ROTIO) [4]
proposed a routing optimization scheme with the extended tree information option
(XTIO). ROTIO provides mobile networks with mobility transparency and location
privacy. In addition, this scheme enables seamless handoff support and intra-NEMO route
optimization. ROTIO has several disadvantages such as the non-optimal routing, MRs
binding cache sizes and increased packet overhead.

Another solution to pinball routing problem and multiple levels encapsulations is a
routing optimization scheme based on hierarchical MIPv6 called HRO [10]. In this
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scheme, the MAP is responsible for managing location handover, and thereby MAP
domain deals with the most signaling messages locally.

Route optimization scheme in [11] provides two types of nodes: CRs (Corresponding
Routers) and OLFNs (Optimization-capable Local Fixed Nodes). Since CR node is
unavailable in the network always, this scheme may not be able to handle route
optimization.

In [12], they proposed a new route optimization scheme by using two CoAs for each
MR, as well as two types of entries in every MR’s routing table. Regardless the nesting
degree in the nested mobile networks, this optimized routing solution eliminates the
tunnels altogether using only one BU message. Although the scheme achieves an optimal
route and solve binding update storm, it’s expected to have many problems during
handoff especially TLMR’s handoff.

Proposed schemes for NEMO BS provides solution for multi-homing, route
optimization, packet overhead, handoff latency, and some of security issues. Nevertheless,
nowadays there is no standardized solution that presents a coherent, complete, and
integrated platform that covers all the issues of mobile networks.

3. The Design of the Proposed Route Optimization Scheme

The main modifications that the proposed scheme (shown in Figure 2) does to the
structure of NEMO BS is in Top Level Mobile Router (TLMR) and MRs of the mobile
network. No modifications are required to any of Correspondent Nodes (CNs) or Home
Agents (HAS).

To localize signaling messages for handoff and optimize routing of the nested mobile
networks, a Mobility Anchor Point (MAP) used in a hierarchical approach, like HMIPv6
[13], is proposed. However, for the nested mobile networks, the TLMR is proposed to be
functioning like a MAP in HMIPv6. Thus, the entire nested NEMO becomes a local MAP
domain. The MAP records the binding information for all MRs and MNNSs, and provides
optimized route from the CN to the MNN in the nested mobile networks.
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Figure 2. The Architecture of the Proposed Scheme showing BUL+ in MRs

MR in the proposed scheme is assumed to have a binding cache that can encapsulate
packets and send to any node, beside sending to its HA. However, in the proposed
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scheme, a novel Advanced Binding Update List (BUL+) is introduced and built in each
MRs of the nested NEMO in order to record information about all child MRs/MNNs
located under each MRs. This information includes bindings sent to CNs addresses, HAs
of MRs, and HAs of MNNs (more details about the operations of the proposed scheme are
in [14]). The following pseudo codes shows how BUL+ is built in each MR of the nested

mobile networks:

Algorithm begin
empty a stack;
set finished = false;
search a node in BUL+ with destination address == prefix of NEMO,;
if (no node found){
finished = true;
use normal routing process;
}else {
push HoOA MR to stack;
while (not finished) {
push LCoA of node to stack;
get the LCoA prefix;
search for a node in BUL+ with prefix == LCoA prefix;
if (no node found) {
finished = true;}
3}
C =1; /I Cis the counter of MR/MNN number in the mobile network
while (not finished) { //record child details into BUL+ of node (MR)
if (no node has unvisited child nodes) {
child = one of the unvisited child nodes;
get the prefix of child;
push LCoA of child to stack;
push HoA of child to stack;
C = C +1; } // increase the counter by 1
else {
finished = true; }/ node has no unvisited child nodes
} // repeat the loop until all child nodes are recorded
Algorithm end

4. Performance Evaluations

An analytical evaluation is elaborated for the proposed scheme to test its performance
and compare it with NEMO BS (the standard) and ROTIO (benchmark) [5]. The
performance metrics used for this evaluation are: packet transmission delay, handoff

latency and routing cost.

However, to derive the required equations for the analytical model, these notations will

be used:

N: degrees of nesting
M: degrees of nesting for CN in Intra-NEMO

Diz: the MR; processing delay
Dx.: the HAI processing delay
LD}": the wri - MRy link delay

ii+l
LD oucer: the Router; - Routeris: link delay

LDHA-Router : the HA - Router link delay
LDCN-Router : the CN - Router link delay
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LDAR-TLMR : the AR - TLMR link delay
LDAR-Router : the AR - Router link delay
LDMR-MNN : the MR - MNN link delay

DMD : delay of mobility detection

DDAD : delay of DAD (duplicate address detection)

4.1. Packet Transmission Delay

NEMO BS does not take route optimization into account as all packets must go
through the bidirectional tunnelling between MR and its HA.

The total packet delay from CN to MNN in NEMO can be calculated using the
following equation:

_ N N Ll
PDnemo = (I—DCN—Router + LDHA—Router) +2 Zi =1 I-'DHA—Router + Ei:l LDrouter + LDar-router +

I i i i+
LDar-TLMR + E::1( Dyt Dy + Jt‘D,Lml) + LDmR-MNN (1)
Unlike NEMO, ROTIO supports route optimization with 2-level of encapsulation. The
total packet delay in ROTIO can be calculated as the following:

_ a—1 a—1 ig+l i
PDroTi0 = (I—DCN—Router + LDHA—Router) +2 Zi:l LDyarouter + Zi:l LDzouter +E;I:1[DH.:1) +

LDar-router + LD aR-TLMR +E§":1[DUR + ‘T—D,:jﬂ_l) + LDwmg-MNN (2
Where a = 2 always in ROTIO.
For the proposed scheme, it supports route optimization but with 1-level of
encapsulation. The total packet delay in the proposed scheme is measured by:

PDproposed = (LDcn-router + LDHA-Router) + Ef:1[D;m) + LDar-Router + LDAR-TLMR +E}‘":1(DUR
+ LD:.;R_I) + LDMRr-MNN (3)

Where a = 1 always in the proposed scheme.

Resulting from equations (1), (2) and (3) and by applying numerical values shown in
Table 1, Figure 3 presents the packet transmission delay of the proposed scheme
compared to that in NEMO BS and ROTIO. it can be seen that packet delay for NEMO
increased dramatically by the increase of the nesting level and it’s much higher than the
delay of both ROTIO and the proposed scheme because the packets in NEMO have to go
through the long path from CN to MNN and vice versa, while the proposed scheme
adopts route optimization that reduces the packet delay. It is clear also that the proposed
scheme has less delay than ROTIO, since ROTIO uses route optimization with 2-level of
encapsulation unlike the proposed scheme that uses 1-level only.

Table 1. Parameter Values for Numerical Analysis

Parameter Value
Dig Loms
LD 5ms
LD 5ms
D;H 10 ms
LDCN—Router 50 ms
LDHa- router 10 ms
LDmR-MNN 5ms
LDAR- Router 5ms
LDAR-TLMR 100 ms
Dwmp 50 ms
Dpap 100 ms
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Figure 3. Packet Transmission Delay with different Levels of Nesting

4.2. Handoff Latency

For NEMO, the MR performs the intra-NEMO handoff procedure when it changes its
point of attachment in the same nested NEMO. In NEMO BS protocol, the intra-NEMO
handoff latency is the longest as it doesn’t support this type of handoff. Thus it relies on
MIPV6 in case of handoff.

The intra-NEMO handoff latency (HL) of NEMO is:

HLnemo = Dmp + Dpap + LDar-HA + LDaAr-mAP +Z?:1[D:4R:] + Z?:_j_l (‘[Di};l] (6)

The intra-NEMO handoff latency for ROTIO is:
HLroTio = Dmp + Dpap + Z?:l[g:'ﬂ:] + E?:_il (‘[D;-ffﬂ_lj (7

The proposed scheme is designed to reduce the intra-NEMO handoff latency which is
presented in the following equation:

HLproposed = DMD + Z?:l(D‘:’fR:] + Z?=_11 (LD‘:;;;:] (8)

Using the above equations (6, 7 and 8), the handoff latency of NEMO BS, ROTIO and
the proposed scheme is illustrated in Figure 4. The proposed scheme shows the lowest
handoff latency because the moving MR does not perform the DAD procedure in the
intra-NEMO handoff, as it configures its LCoA (Local Care-of Address) locally from
MAP (TLMR). Whereas the handoff latency in NEMO protocol is the longest as it
doesn’t support this type of handoff. Thus it relies on MIPv6 in case of handoff.

60 Copyright © 2017 SERSC



International Journal of Future Generation Communication and Networking
Vol. 10, No. 2 (2017)

450 ‘i——--.‘ﬂ't'l';'liij
1 rRoTIO | —
- Proposed ___.-"'-
350 -.‘.'___,..--
00— ="
g 250
200 4
E
150 |
& 100 |
50 4
o ¥
1 2 3 4 5 6 7 8 9 1011
Mesting degrese

Figure 4. Handoff Latency of NEMO BS, ROTIO and the Proposed Scheme

4.3. Routing cost

Routing cost (C) is represented by the link delay, since HAs could be scattered all over
the world causing long routing distance. To calculate the routing cost of NEMO, ROTIO,
and the proposed scheme, the following notations are used:

N: nesting degree

Ci: routing cost between the HAs of MR; and MR j+1)

Chn: routing cost between the HA of TLMR and the TLMR of the mobile network

ci: routing cost between the CN and the HA of the MRi (MRy is TLMR)

However, routing cost (Cnemo) in NEMO BS (using bi-directional tunneling) is
measured by: _
Cnemo = Gi + 2y Ci 9)

For ROTIO, routing cost (Crotio) can be calculated as follows:
Crotio = Ci + C1 + Cy (10)

Lastly, routing cost in the proposed scheme (Cproposed) Can be measured as follows:
CProposed =ci+Cn (11)

As shown in above equations, for large number of nesting level, the routing cost for
bidirectional tunneling increases linearly. However, as shown in Figure 5, for ROTIO and
the proposed scheme, the routing cost remains constant because there will always be 2-
level of tunneling (for ROTIO) and 1-level of tunneling (for proposed scheme) regardless
the degree of nesting.
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Figure 5. The Routing Cost of NEMO BS, ROTIO and the Proposed Scheme

5. Results Discussion

From analytical evaluation described in the previous Section, it is clear that the number
of hops (HAs) involved in data communication between CN and MNN played a
significant role on the performance of the mobile network. As a result, packet
transmission delay for NEMO BS is much higher than that of ROTIO and the proposed
scheme. However, the proposed scheme is 9.26% better than ROTIO and 74% better than
NEMO BS.

For handoff latency, the proposed scheme has less than that in ROTIO and NEMO BS
because the handoff of the MR happened within the MAP domain where the CoA is
configured locally. In other words, handoff latency in the proposed scheme is 71.4%
better than ROTIO and 146.4% better than NEMO BS.

Routing cost in NEMO BS increases dramatically as the level of nesting increases,
while in ROTIO, it remains constant after 204 ms routing cost, i.e. after two level of
nesting. For the proposed scheme, it remains constant because there will always be one
level of tunnelling regardless the degree of nesting. However, the proposed scheme has
better performance which is three times better than NEMO BS and 83.7% better than
ROTIO.

However, the result proves that the proposed scheme has better performance than
NEMO BS and ROTIO especially when the nesting level increases.

Conclusion

In this paper, a new route optimization scheme has been proposed and described which
is based on hierarchical structure with Advanced Binding Update List (BUL+). This
proposed scheme aims to solve the pinball routing problem (non-optimal routing problem)
and achieve seamless handoff. This will lead to minimize transmission delay, handoff
latency, packet overhead, and accomplish optimal routing. As a result, it solves the
problems face NEMO Basic Support, especially in nested mobile network. The
performance evaluation results show that the proposed solution has less packet
transmission delay and less handoff latency compared to the standard NEMO Basic
Support protocol and ROTIO protocol.
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