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Abstract 

Ensuring the security of resource constrained devices is currently one of the major 

challenges in cryptography which is commonly addressed by employing lightweight 

cryptography. In this article, we present the DLP-PHOTON lightweight hash-function 

suitable for constrained devices such as passive RFID tags. We used a double length 

sponge construction as domain extension algorithm instead of employing a sponge 

construction in order to obtain a higher level of security. Double length sponge offers 

interesting trade-offs between speed, security and hardware. We implement DLP-

PHOTON with Spartan 3, Virtex 403 and Artix-7 FPGA boards in an optimized hardware 

architecture. Our finding shows that the execution speed of DLP-PHOTON light weight 

hash function is high on a Field Programmable Gate Arrays (FPGA).  
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1. Introduction  

Nowadays, most of the technologies appear in small and compact forms. Some 

examples are wireless sensors and RFID devices which are used to perform important 

tasks such as monitoring and gathering data, and sensing environmental parameters in 

which all the data are sent over wireless network. These devices, which are commonly 

operated by batteries, are limited in terms of memory space and processing capability. 

These devices are known as resource constrained devices [1]. To achieve data 

security/protection, three main security objectives are identified, i.e. confidentiality 

(encryption), integrity (cryptographic hash function) and availability (firewall and 

network security).  

Traditional cryptography is not suitable to be used in such devices because it involves 

heavy/complex mathematics and long keys. Therefore, lightweight cryptographic 

algorithms are more preferred. Following this, many primitives have been proposed in 

block cipher [2, 3, 4, 5, 6, 7, 8] and hash function [9, 10, 11, 12, 13, 14].  

When designing new primitives, the compromise between security, performance and 

hardware must be balanced. Up to date, many lightweight cryptographic algorithms have 

been proposed. For cryptographic hash function, most primitives use sponge construction 

[15] such as PHOTON [9] Spongent [10] and Quark [11]. Sponge construction is able to 

produce random output, but it is not resistant against multicollision attacks which 

collision can be found with a complexity 2(c+3)/2. Therefore, it is interesting to have a new 

construction for lightweight hash function, as well as developing a new design of hash 

function that will be more resistant against the generic attacks [16, 17, 18]. 
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DLP-Sponge [19] was introduced to solve this issue by doubling the length of sponge 

construction.  In this paper, we propose the instantiation of DLP-Sponge, DLP-PHOTON 

where PHOTON hash function was employed... The new hardware architecture for DLP-

PHOTON has been implemented on different FPGA boards such as Spartan 3, Virtex-

403, and Artix 7.  The finding from our FPGA implementation shows that almost all 

variants of DLP-PHOTON give higher throughput compared to their PHOTON 

counterparts.  

In this paper, Section 2 and Section 3 will continuous the descriptions of DLP-Sponge 

and PHOTON. In Section 4, the details of FPGA implementation of DLP-PHOTON will 

be given. The results will be discussed. 

 

2. DLP- Sponge Construction  

In this Section, the DLP-Sponge reported by [19] is briefed. The DLP-Sponge 

construction uses two b-bit compression functions f. Two strings are kept similar during 

the absorbing process. Thereafter, two inputs are taken from the two strings to the 

compression function f as r and c for the issuance of the output as shown in Figure 1. The 

procedures of implementing the DLP-Sponge construction are described below.  

 

 

Figure 1. DLP-Sponge Construction 

1- The message M is padded by 1 bit and 0 bit whereby the length of padded M must 

be a multiple of r-bit.  

2- Initialize the capacity c and the bitrate r with zeros. 

3- Divide M into r-bit blocks, M0 … Mn, and process every block of messages 

sequentially.  

4- The absorbing phase: Each input block mi is XORed with the r part of internal state 

S. The DLP- sponge function has an internal state S = (Sr, Sc) ϵ 2r × 2c, where the 

initial value is (0, 0). Here, 0 ϵ 2r is the neutral element of r and 0 ϵ 2c. S0 and S1 are 

iterated until all blocks are exhausted, where S0 is the upper pipeline state and S1 is 

the bottom pipeline state. 

5- The squeezing phase: The state progresses based on Sf; however, the output block 

consists of results of the r parts of the states obtained after each iteration. The 

squeezing phase is denoted by: Z= Sr, and S = Sf (S). 
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2. PHOTON  

The PHOTON lightweight hash function was designed by Guo et al. [9]. It uses a 

sponge-like construction and an AES-like primitive as internal unkeyed permutation. The 

output size is 64≤ n ≤256, and the input and output bit rates are r and r`. Thus, a 

PHOTON hash function can be characterized as PHOTON-n/r/r`. Internal permutation t 

with size (t=c+r), where r and c are bitrate and capacity, respectively. There are five 

different versions with unique digest sizes: 80, 128, 160, 224 and 256 bits. The process 

involves two phases, i.e. absorbing and squeezing. First, the input message is padded and 

divided into m blocks of size r-bit. Then, the absorbing phase is started by XORing the 

incoming m input into r-bit. After performing absorption on the message block, one 

applies a t-bit permutation P on the internal state, all the parameters of PHOTON has 

been shown in Table 1. Once all message blocks have been processed, the squeezing 

phase starts. During this phase, for each iteration, r` bits are generated from the internal 

state and the permutation P is applied. Squeezing continues until the proper digest size n 

is reached. 

The PHOTON internal permutation P consists of 12 rounds. The internal state is 

represented by (d × d) matrix of s-bit cells and each round involves four operations: 

AddConstants, SubCells, ShiftRows, and MixColumnsSerial as shown in Figure 2.  
 

 

Figure 2. One Round of a PHOTON Permutation 

Table 1. The parameters of the internal permutations Pt, together with the internal 

constants ICd, the irreducible polynomials and the Zi coefficients for the 

MixColumnsSerial computation. 
 

 t d s Nr ICd (.) irr. polynomial Zi coefficients 

P100 100 5 4 12 [0, 1, 3, 6, 4] x4+ x + 1 (1, 2, 9, 9, 2) 

P144 144 6 4 12 [0, 1, 3, 7, 6, 4] x4+ x + 1 (1, 2, 8, 5, 8, 2) 

P196 196 7 4 12 [0, 1, 2, 5, 3, 6, 4] x4+ x + 1 (1, 4, 6, 1, 1,6, 4) 

P256 256 8 4 12 [0,1,3,7,15,14,12,8] x4+ x + 1 (2, 4, 2, 11,2,8,5,6) 

P288 288 6 8 12 [0, 1, 3, 7, 6, 4] x8+ x4+ x3+ x + 1 (2, 3, 1, 2, 1, 4) 

 

3. FPGA Implementation  

The new DLP-PHOTON was designed based on DLP-Sponge and PHOTON-80/20/16. 

The implementation of new FPGA involves the following steps: 

i. Designing the hardware architecture and the data flow of DLP-PHOTON as shown in 

Figure 3.  

ii. Writing the VHDL codes for DLP-PHOTON.  
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iii. The VHDL code is synthesized, translated, mapped, placed, and simulated using 

Xilinx ISE design suite 14.5. The new hardware design involves controlling the data flow 

through two multiplexers and state machines. 

The main VHDL components used in the implementation of DLP-Sponge construction 

are shown in Figure 4. The input data must be padded. Then, the absorbing phase will 

work in two parallel lines. For each line, a 2×1 multiplexer drives r bits of the data input 

from message registers and applies the XOR operation with IVr. After the padding 

procedure, this multiplexer operates as a feedback multiplexer in order to apply the 12 

rounds of internal permutation of PHOTON. The data register is updated every round 

after processing AddConstants, SubCells, ShiftRows, and MixColumns. Another 2×1 

multiplexer is used to drive either the IV value or the internal state. Finally, during the 

squeezing phase, r bits are generated from the internal state after each permutation P until 

the hash digest of length n is obtained. 

 

 

Figure 3. The Data Flow of the DLP-PHOTON 
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Figure 4. The VHDL Implementation of the DLP-PHOTON 

4. Result and Analysis  

The main target of our design is to improve the efficiency of PHOTON via 

implementing the new DLP-PHOTON. It is challenging to optimize all parameters such 

as security, hardware and efficiency [20] at the same time. For example, by using the 

pipelined, side-channel-resistant architecture in our design, the performance is 

undoubtedly high. However it incurs a relatively high cost as well.  

Figure 5, shows the test vector for input and output in simulation graph. The state 

machine will be controlled by the hardware design for DLP-PHOTON hash function. The 

figure shows the simulation graph for the message input to DLP-PHOTON hardware 

designed then after 12 clock cycles the two output results will be executed in parallel. 

 

 

Figure 5. The Simulation of DLP-PHOTON 

The proposed DLP-PHOTON design was successfully synthesized using three Xilinx 

FPGA boards. Table 2 shows the results of DLP-PHOTON with Spartan 3, Virtex 403 

and Artix-7 FPGA boards. Designing DLP-PHOTON using different FPGA boards gives 

numerous values of slice number, frequency, throughput and efficiency. 
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Table 2. Proposal Design of DLP-PHOTON with Different FPGA Boards 

 
FPGA Data CLK Slices Freq. Throughput Efficiency 

DLP-PHOTON Spartan 3 100 12 615 308 1027 1.67 

DLP-PHOTON Virtex-403 100 12 815 594 1980 2.42 

DLP-PHOTON Artix-7 100 12 402 903 3010 7.48 

 

The proposed DLP-PHOTON hardware design was then compared with the existing 

PHOTON FPGA design in two platforms Spartan-3 and Artix-7. The results presented in 

Table 3 show that the frequency, speed, throughput and efficiency of DLP-PHOTON are 

higher than those of other PHOTON counterpart implemented on FPGA. 

Table 3. Comparison DLP-PHOTON with existing PHOTON FPGA 
Implementations 

Algorithm FPGA 

Board 

Data CLK Slices Freq. 

(MHz) 

Through

put 

(Mbps) 

Efficiency 

(Mbps/Sli

ces) 

DLP-PHOTON 

Proposed 

 

Spartan-3 100 12 615 308 1027 1.67 

PHOTON 

(80/20/16) [21] 
Spartan-3 100 12 285 78.53 130.88 0.46 

DLP- PHOTON 

Proposed 

 

Artix-7 100 12 402 903 3010 7.48 

PHOTON 

(80/20/16 )[21] Artix-7 100 12 142 232.65 387.75 2.73 

 

5. Conclusion 

In this chapter we propose the instantiation of the DLP-Sponge in a form of a new 

cryptographic hash function. We employ the existing PHOTON lightweight hash function 

to construct DLP-PHOTON. The new DLP-PHOTON designed architecture was 

successfully synthesized, mapped, simulated and tested on an FPGA evaluation board. 

The results show that the proposed hardware architecture achieves significant 

improvements throughput to 3.01 Gbps and increasing the efficiency to 7.48 Mbps/slices 

with Artix 7 FPGA board The use of DLP-Sponge also offers interesting trade-offs 

between area, speed and security. 
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