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Abstract

Based on mobility support of IPv6 and node discovery mechanism, this paper proposes a
method using node discovery mechanism for mobile node auxiliary connection, in which we
detect the real-time received signal strength indicator, by computing and analyzing the
change of average value to predict variation trend. In addition, we drew up a new generation
of Internet protocol implementation scheme in 6LOWPAN, which is the access of the
combination of the mobile node and 10T gateway, etc. In the local 10T, things connect with
IPv6, which satisfy the demand of mobility, the whole loT architecture model of IPv6
connection will be implemented. The analysis and evaluation of network performance was
completed in Cooja simulator based on Contiki system after the hardware test. Results show
that this method is suitable for the stub network of Internet of things in the common dynamic
scenes and more efficient and less packet loss probability when compare to the original
6LOWPAN.
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1. Introduction

In the year 1995, Bill Gates first proposed the concept of Internet of things in his book
“The Road Ahead”, after that, although the earliest Internet of Things (IoT) Concept has been
proposed, but under the limitation of various wireless hardware and software, as well as the
development of sensor technology, Internet of Things did not receive enough
attention. However, The Internet of things, which developed up to now, has been integrated
with IPv6, artificial intelligence, sensors, cloud computing, smart devices and many other
technologies and applied to fields that are closely related to human activities, furthered
human understanding and changing of nature process. Things can be seen as the integration of
information and physical world [1]. Connections between human to human, human to things
and things to things will become pervasive networks or ubiquitous networks by Multi-
Networks and Multi-Technology’s merge together [2]. With the enrichment of physical
information world and Internet technology, topology trend to become high dynamics, which
exposes mobility problems. Making efficient mobile node hand off and data transmission
problems urgent to be solved.

Based on the Support for mobility of next generation Internet Protocol IPv6 (Internet
Protocol Version 6) by nature [3] and previous studies of 6LoWPAN (IPv6 over Low-power
Wireless Personal Area Networks) Network [4], as well as the Research on interoperability
issues between Internet of things and IPv6 [5], we presenta mobile nodes auxiliary
communication method utilizing 6LoWPAN node discovery mechanisms and signal strength
detection. This method further improved the efficiency of mobile hand off in Internet of
Things and data transmission performance.
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2. Related Work

In the RFC3775 document has pointed out something about the description of 1Pv6 for
mobility support. In IPv6, it is required that the protocol has good support for mobility, so in
the article [6] put forward MIPv6 protocol. MIPv6 protocol enables nodes to be switched in
the IPv6 network mobile, so that the nodes can still maintain the reachable state.

The literature [7] pointed out that in the research of low power network access to the
Internet, in the 802.15.4 protocol, the multicast function is not fully realized, but it has the
characteristics of overlapping broadcast domains.

The literature [8] has evaluated the mobile IPv6 based on Contiki [9], then obtained the
mobile IPv6 can be a method of solving the problem of network mobility in 6LoWPAN.

Although the mobile IP management scheme is simple and feasible, it still has some
defects. The mobile handoff scheme based on the proxy is improved [10], and the speed of
the topology reconstruction is improved by the home access point in the process of fast
handover of the mobile nodes. The literature [11] proposed to improve the discovery
mechanism in 6LOWPAN, designed an extended 6LoOWPAN neighbor discovery protocol,
and some improvement ideas are given out from the original protocol.

In order to effectively use IPv6 technology in wireless sensor networks, the 6LoWPAN
working group has overcome some difficulties, and has made great progress in the field.
Although the IPv6 itself provides support for mobility, mobility in wireless sensor networks
is still an open problem.

In addition, the paper [12] also evaluated the mobile IPv6 on 6LoWPAN and realized
mobile IPv6 experiment on Contiki on the real experimental platform, and achieved a new
mobile detection mechanism based on passive listening.

In 6LOWPAN, the neighbor discovery process is embodied in the RPL protocol, the
topology building process of RPL is also based on the discovery of neighboring nodes [13].
By controlling the networking messages, it can improve the performance of the network.
From this point of view, so as to make optimization of node mobile application.

In order to analyze the general behavior of RPL under different conditions. Xie H [14]
conducted a wide range of simulation. Sensor nodes are dispersed within the sensing range,
from the characteristics of these simulations, can be learned, Trickle timer, routing overhead,
average end to end delay and other information.

The storage overhead of RPL routing in LLN networks is proposed by Yang Hong et al.
[15]. An improved B-RPL routing protocol is proposed, which simplifies the routing table for
the destination node, which greatly reduces the storage cost. In addition, the improved
protocol also includes a new adaptive mechanism for dynamic topology, which is only a very
small communication overhead.

Resolution Algorithm Batch (BRA) is a group of nodes (batch processing), which is a
group of nodes (batch processing). Zanella proposed a new solution algorithm, adaptive batch
feedback time algorithm [16].

Some researchers have pointed out that the access control of the Internet of things, the
network access authentication protocol (PANA) has been standardized by the Internet
Engineering Task Force, which can be carried out by the extensible authentication protocol
(EAP). Literature [17] is the first time in the relevant field of low energy equipment
EAP/PANA protocol feasibility study. Contiki system equipped with the device to provide an
interactive EAP/PANA protocol, known as PANATIKI.

About the problem of 6LoOWPAN node mobility, the existing research focuses on the use
of network based mobile protocol, and the routing mechanism, mobility, security, etc., to add
to each node is low feasibility, however, adding the routing mechanism, mobility, security,
etc. to each node is low feasibility. Therefore, these functions should be delegated to the
network, so that the sensor nodes focus on sensing environment, transmitting data, controlling
and other functions, so as to reduce the energy consumption and delay caused by mobile
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switching [18]. In this paper, the mobile switching function is mainly realized on the access
node or the Internet of things gateway, and the load of the terminal is limited.

3. 6LOWPAN ND Auxiliary

6LoWPAN has Short-distance transmission and low-power characteristics, meaning it is
suitable for mobile terminal networks and the field of embedded IPv6 [19]. It not only can
make tremendous devices networking each other but also can be controlled by IPv6 protocol
access to Internet. 6LOWPAN nodes use IPv6 protocol access to the internet, make a lot of
IoT and Internet nodes have equal status [20]. Due to the characteristic of the short distance
communication, 6LoOWPAN has relatively higher density when compare with other network
topology, which means the overlapping communication area is larger. Then transport
messages through multi-hop and implement message delivery in 6LOWPAN network.

3.1. Auxiliary Communication Process

Neighbor discovery mechanism is the basic component of IPv6 protocol, its main functions
include routing and prefix discovery, address resolution, reachability testing, redirection, etc.
[21]. 6LOWPAN link layer does not support multicast, relying on the algorithm by means of
unreliable broadcast multicast will consume a lot of energy [22]. Watteyne described the
development of the network, the traditional neighbor discovery has been extended, especially
in the emergence of a highly efficient low power wireless protocol ND Wireless (WiND),
which extends the node registration mechanism [23].

In the network layer of the scheme, the connection between the nodes of 6LoWPAN and
the data transfer process are optimized, which is the process of establishing and maintaining
the topology. Starting from RPL, the connection and maintenance of RPL topology is divided
into two processes. One is the node discovery phase of the RPL topology, and the two is the
transmission phase of the data between nodes.

Mobile switching and data transfer in a mobile communication process as shown in Figure
1. Finally, through the Cooja test network self-healing ability, data transmission coherence
and node energy consumption.
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Figure 1. Communication Process

In RPL protocol, the root node is usually used as a border router or access node in the
network, all nodes automatically create a neighbor table and maintaining the routing table.
Opening the RPL protocol only needs to put a node as the root node, then initiates the
establishment of destination-oriented directed acyclic graph topology. To build one or more
DODAG, in the formation process of this topology, there are three kinds of messages: DIO
(DODAG Information Object) DODAG information object, DAO (Destination
Advertisement Object) DODAG object of destination announcement and DIS (DODAG
Information Solicitation), topological information request. First, the root node sends DIO
messages, put the related information in the network topology inform neighbor nodes, the
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node that receives the DIO message according to the information in the message to determine
whether to join the network, if the node joins the topology, send DAO message which
contains its own prefix information to the root node, and calculate its own rank value, it is
equivalent to the depth of the tree structure, then update the DAO message, then continue to
send multicast DIO messages to other nodes in the network. In addition, the nodes in the
network can also initiate active applications by DIS messages, gather DIO messages and join
the network topology. So need send DAO messages to the root node when a node is added to
the topology or the topology changes. Each node is looking for its parent node in DODAG in
the neighbor discovery process, then put it as the default upper node, at the same time, it also
establishes and maintains a routing table that stores the list of its child nodes.

The algorithms of node transmission and discovery phase are as follows:

Transmission phase:

begin
if received DIO message
{
reset T,
H=—log(M.+1)
if average RSSI<T+H
go to the discoverry phase;
else
continue data transfer phase
end
I}
else if Ty expires
{
reset Tyq;
unicast of DIS;
return to begin;
I}
else if T, expires
go to discovery phase;
end
end

1) Discovery phase:
begin
if recieved DIS msg

store RSSI values;
store counter value C of the latest DIS message;
reset T, with (N-C)*Tg;;
if T, expires
{
calculate average RSSI;
send unicast DIO msg with average RSSI;
I}
else
countinue discovery phase;
end
I}
Else
if Tncexpires
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reset Mq;
else
M= Mc+1;
countinue data transfer phase;
end
end

Among the algorithm: RSSI is the received signal strength received by the node; Tc is
connected with the timer, in the timing phase, it continuous listening channel; Mc is the value
of set mobile meter, through its change to maintain the stability of the network, it can
effectively prevent the occurrence of severe mobile link failure from network violent mobile;
Tmd is node mobile probe timer, depending on the frequency of the mobile node to send data
to change, the higher the rate of data generated, the shorter the time, and request unicast DIO
message for access points at the end of the time, and determination average signal intensity
everytime; Tr is reply timer; Tdis is the time of DIS message interval; N is the internal
number of custom data packet, it is also the number of packets required to calculate the
average signal strength, the value is determined according to the data generation rate, and the
same time, it influences the stability of network.

3.2. Test and Experiment

In order to obtain more accurate statistics in detail, we carried on the real environment
message delivery of network communication test and experiment, then we simulate the
solution in large scale through Cooja simulator.

Using several SM2530 [24] nodes, i.e. Smart Mote 2530, which employ Tl (Texas
Instruments) CC2530F256 wireless single chip SOC. It integrate 8051 kernal SCM,
IEEE802.15.4 standard RF and 256KB ROM and 8KB SRAM, as well 128byte transmit-
receive FIFO. Base on Contiki system, we program and transplant protocol stacks making the
nodes different functional, such as loT gateway, border router, fixed host and mobile node.
Testing and make sure the connectivity between 6LoWPAN terminal node and the sink node
and Internet.

Setup a communication area with overlapping zone using 4 fixed nodes, in addition to this,
we need a mobile node, which moves through the overlapping field. The related information
and packets could be obtained by serial port output or sniffer. Then we analyze the change of
topology and information transmission situation.

Designing initial network topology structure and Adopting reasonable network scale, to
make it fully embodies the mobility of network. Then we use Cooja mobility plugin and
import related configuration file. Simulating the solution in reasonable scale through Cooja
simulator so that we can analyze the mobility performance and record logs of the movement
circumstance of the mobile nodes.

Analyze the mobility solution performance and then compare with original 6LoWPAN.
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# Model used: Random Waypoint model

# Number of nodes: 15

# Time [s]: 600.0 seconds

# Min speed [m/s]: 1.0

# Max speed [m/s]: 4.0

# Min pause time [s]: 2.0

# Max pause time [s]: 10.0

# Currently disregarding the first 10.0 seconds

# Resolution [s]: 0.2

# Maximum X-size [m]: 150.0

# Maximum Y-size [m]: 150.0

# Note that nodes index here start at zero due to Cooja input format.
# However, the nodes are indexed >=1 in stats file.

0 0.0 44.0413538236 135.737294054
1 0.0 39.1822871509 109.741972953
20.0117.418994575 123.906576338
3 0.0 78.382316355 87.7137366549
4 0.0 57.9317800626 22.5728190372
50.0117.055992576 75.9665997419
6 0.0 75.3371569251 21.6535691046
7 0.0 9.04349427752 47.9286501914
8 0.0 56.7195658553 75.4141633105
9 0.0 86.0087077031 112.983944104
10 0.0 41.9024464493 74.4717375123

Figure 2. Nodes Motion Trail Configuration

After the real environment experiment test, we conduct simulation experiment in Cooja, in
order to obtain more accurate and comprehensive information. Nodes mobility support in
Instant Contiki has been implemented [25]. The traverse route can be designed by compiling
position.dat configuration file. Such as figure 2, values in the first column represent for node
serial number, and in second column, they are certain time in movement. The last two
columns indicate nodes coordinates x and y in a field.

During the test, first, configure and test nodes of 6LoWPAN, design reasonable topology
configuration, and initial IPv6 address. RPL protocol using automatic networking, then
6LoWPAN normal communication must be confirmed.

Secondly, through the application of Contiki system in the virtual serial port to upload data
to the local computer, we can observe the working state between nodes, figure 3 is an UDP
communication sample between two nodes, and we can view the output RSSI information of
the packet node.
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Figure 3. Communication State

Finally, import the motion state into the nodes, and then restart the simulation, nodes will
be moving in the setup state, and nodes according to the order of the corresponding
configuration file serial number when joining. When the time of periodic motion set is
expired, all nodes will start from the initial state, so the cycle continues.

Figure 4. Experimental Scene Configuration

In the test of the performance of the network organization, after successful network
organization test, then test the capability of communication in 1m within the communication
range of static state nodes, which act as the reference. Set a sniffer capture node in the
network that connected by pipes with Wireshark [26]. Capture and analyze network packets.
Considering the 802.15.4 standard communication range of theory is about 100m, so we
adjust the transmit power, change default emission power 4.5dBm (TX Tx_Power:0xF5) to -
6dbm (TX Tx_Power:0x85), so that it can more clearly reflect the network performance
parameters. The communication coverage radius R that we set is 50m, average RSSI
threshold is set to 10. The experimental scene configuration diagram is as follows:

Then, the network parameters of the 1m to 40m indoor environment experiment was
conducted, and the network performance of 1m/s, 5m/s, 10m/s mobile and static states were
tested. After that, we analyzed the comparison of the original protocol and our solution under
the application of UDP communication, the results are given in the next section.

4. Experimental Result Analysis

The data statistic of the 6LoOWPAN network has been changed in the static and dynamic
situations, including percentage of network control information, access delay, data
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transmission loss rate, energy consumption, etc. Figure 5 and Figure 6 is statistics on the
percentage of control messages in the network integrated transceiver packed respectively in
the near static state and the 10m range of the average 5m/s uniform mobile state. In the
experiment, there is a certain chance, such as the influence of the external objects or signal
interference, but a large number of statistical results can reflect the changes of the network
performance. Due to the use of a similar mechanism for the pre-sentence, in general static
situation, the test control message in the network is increased compared with the existing
situation, and it will increase the energy consumption. However, in the dynamic situation, the
situation is reversed, limited by the original protocol performance, the network delay and
packet loss rate of the original protocol are beginning to rise, so as to maintain the stability of
the network.

50%
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Figure 5. Percentage of Control Messages (static)
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Figure 6. Percentage of Control Messages (static)

As shown in Figure 7 and figure 8, by using the method of neighbor discovery mechanism
auxiliary shift, the probability of network switching error is reduced, the stability of network
and the transmission efficiency of the network is increased, and in the case of mobile scene of
large energy consumption, the energy consumption and transmission efficiency can be better
controlled obviously.

130 Copyright © 2017 SERSC



International Journal of Future Generation Communication and Networking
Vol. 10, No. 1 (2017)

& 100%

c

()

S 80%

=

w 60% [ 6LoWPAN
o

3 40% B Our Solution
g 20%

c

[1+1

= 0%

Figure 7. Transmission Efficiency of Data Packet

Through statistical analysis of network access delay under various conditions, it can be
concluded that the performance of the two methods is less different in the static or low speed
condition, call the original protocol more stable and fast. However, in the high-speed mobile
state, the advantages is obvious by using RPL to support the pre handoff method, compared
with the original method, there are about 20% of the speed improving, and the access
efficiency is stable with the increase of speed.
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5. Conclusion

With the next generation network and the technology of low power network promoting and
popularizing continuously, 6LoOWPAN has gradually replaced the ZigBee, it becomes a
solution of Thing nodes interconnection and interworking with the way of the IPv6. Due to
the characteristic of the short distance communication, 6LoWPAN usually been used as a
network solution of Things end nodes, and the problem of mobile management is the key to
solve the performance of the end of the internet of Things. Through the exploration and
experiment to the realization method of 6LOWPAN nodes efficient mobile handoff
communication, this paper gives a method for nodes movement and access management in
the local 1oT. We have confirmed its feasibility and efficiency from the real experimental
platform and a certain scale of the simulation experiment. Besides, this paper proposes the
idea of using the way of compatible IPv6 to integration with networking and internet. It helps
to promote the application of the internet of things. 6LOWPAN technology has good
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development prospects and research value, and the improvement in terms of mobile
performance can promote its wide application in natural monitoring, industrial control, smart
home, experiment teaching and other fields.
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