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Abstract 

In database outsourcing, the data owner delegates the tasks of data management to a 

third-party service provider. As the service provider may be untrusted or susceptible to 

attacks, query authentication is an essential part. Merkle R-tree (MR-tree) is one of the 

most efficient authenticated index that combines Merkle hash tree with R*-tree. MR-tree 

can provide an efficient range query authentication, however, as it uses the traditional 

R*-tree query structure in neighbor queries, a large number of unnecessary nodes may be 

accessed, and that can affect the efficiency of the query. In this paper, the neighbor 

relationship is introduced into the construction of MR-tree, and we propose a new index 

structure, called VMR-tree that incorporates the Voronoi diagram into MR-tree. In order 

to utilize VMR-tree index structure, we propose algorithms for spatial nearest neighbor 

queries and experiments to verify it has a better efficiency in spatial neighbor query 

authentication. 
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1. Introduction 

With the development of geographic information system and satellite positioning 

technology, there is an increasing demand for the spatial data query. Due to the 

limitations of resources and technology, spatial data owners are often difficult to deal with 

a large number of query requests [1]. Therefore, the spatial data owners outsource their 

spatial database to the third party service providers to provide query services. In the 

outsourced database model, a query request from customers is executed by the third party 

server. As the third party server is not trusted and easy to be attacked, the query results 

returned to the users may have safety problems [2-3]. Therefore, it is necessary to provide 

a verification mechanism to ensure the effectiveness, correctness and completeness of the 

data returned to the user. At present, MR-tree [4] is widely used in high dimensional 

spatial database query authentication, and in the execution of the range query 

authentication, MR-tree has a good efficiency. However, when the nearest neighbor query 

is carried out, MR-tree needs to transform the nearest neighbor query into the range 

query. In the process of transformation, MR-tree needs to make the depth first traversal of 

the nodes, so as to find the query object. Due to the minimum bounding rectangle (MBR) 

of MR-Tree nodes in the high dimension space, there are a lot of overlapping areas [5]. In 

the query traversal algorithm, it is shown that many unnecessary nodes are accessed and 

the complexity of I/O is increased [6]. In this paper, the Voronoi diagram of spatial data is 

introduced into the construction of MR-tree, which can reduce the number of nodes 

accessed by MR-tree in spatial neighbor query, and improve the efficiency of the query. 
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2. Background 
 

2.1. Outsourced Spatial Database Query Authentication 

The concept of outsourcing database was first proposed by Hacigumus et al. in 

2002[7]. Figure 1 is a framework of database outsourcing service, the data owner (DO) 

outsources its database to the service provider (SP), and the SP is responsible for the 

management of the spatial database and provides query services for the client. After 

obtaining the result from the SP, the client needs to confirm whether the data is from the 

data provider, and whether the data is correct and complete. So, the authentication 

mechanism is required to verify the result of the query obtained by the client, and many 

database query verification techniques are studied [8]. Weiwei Cheng et al propose a 

spatial digital signature chain to conduct the query authentication of the spatial database 

[9]. By constructing authentication chain for each point in each partition and all spatial 

data partitions, the authentication information is added to a spatial data structure. 

However, this approach generates significant authentication overhead, and it consumes 

sizeable bandwidth for client server communication. Ling Hu et al propose a multi-

dimensional query authenticated structure based on Voronoi diagram named VN-Auth 

[10], which separates the authentication information from the spatial index. VN-Auth 

allows efficient query processing and provides smaller verification objects than spatial 

index based authentication. However, VN-Auth increases the storage overhead of the data 

owner, and it can only handle point object query.  
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Figure 1. The Framework of Database Outsourcing 

MR-tree is developed on the basis of Merkle hash tree [11] and R*-tree [12]. It 

computes the digests from the leaf node to the root node, and the data owner signed the 

digest of root node with a private key. The digests include two types, the digest of the leaf 

node and the digest of the intermediate node. The digest of the leaf node is obtained by 

computing the hash value of all the object points in the leaf. As shown in Figure 2b, the 

digest of N3 is h3=hash(P1|P2|P3). The digest of the internal node is computed by the MBR 

information of all child nodes and the digests of all child nodes. As shown in Figure 2b, 

the digest of N2 is h2=hash(MBR5|h5|MBR6|h6). When a query is executed, the server 

provider produces verification objects (VO) according to the client's query condition. The 

VO mainly consists of two parts: (i) all the leaf nodes that have been visited, (ii) the MBR 

of all cut nodes and the corresponding digests of them. According to the VO returned by 

the SP, the client can reconstruct the digest of the root node, and then compare with the 

signature root digest that is decrypted by the public key. If two digests match 

successfully, the completeness of the query result can be verified by judging whether the 

query scope is overlapped with the MBR of the non leaf nodes in the VO. 

When a range query authentication is conducted, for example, querying the shaded Sr 

in the tree of Figure 2. The SP executes query algorithm, visiting the nodes from root to 

leaf that enter the shaded Sr, and they are N1, N2, N3, N5. After executing the query 

algorithm on the SP, the authentication information is recorded as VO. So, VO=[[[P1, P2, 

P3],[N4_MBR,N4_h]], [[P7, P8, P9],[N6_MBR,N6_h]]]. After that, the SP sends the VO and 

the signature hroot to the client. The client can reconstruct the MR-tree by the obtained VO. 

First the client computes h3 by [P1, P2, P3], then computes h1 by [N4_MBR,N4_h]] and h3. 

Similarly, h2 can be computed, and then we can get hroot by h1 and h2. Second the client 

uses the public key of the DO to decrypt the signature hroot. Finally, the client compares 
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the two hroot, and the query result will be correct if they are agree with each other. In 

addition, the completeness of the query result can be verified by judging that no MBR of 

non leaf nodes in the VO (e.g., N4, N6) overlaps the query area Sr. 
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(b) The Structure of MR-tree 

Figure 2. MR-Tree and a Range Query 

 

2.2. Voronoi Diagram 

Voronoi diagram, also called Tyson polygon or Dirichlet diagram, it is a set of 

polygons composed of the vertical split line of two adjacent points [13]. Taking two 

dimensional space as an example. It is a plane division method based on distance in 

computational geometry. In the plane there are n non coincident seed points, the plane is 

divided into n regions, so that the distance that a point to its own seed point is nearer than 

the distance the point to any other seed points. A given set of points P={p1,p2,…,pn}R
2
, 

and 2<n<∞. When i≠j, pi≠pj and i,j∈In={1,2,…,n}, the region of Voronoi can be given as 

VP(pi)={p|d(p,pi)≤d(p,pj)} where d(p,pi) is the nearest distance between p and pi (the 

nearest distance refers to minimum Euclidean distance [14]), the region formed by pi is 

called the Voronoi polygon(VP).the diagram composed of VP is called Voronoi 

diagram(VD) that is defined as VD(P)={VP(p1),VP(p2),…,VP(pn)}. Voronoi polygons 

that share the same edge are called adjacent polygons. Their generating points are called 

adjacency generating points. Figure 3 shows an example of Voronoi diagram. 
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Figure 3. Voronoi Diagram 

The Voronoi diagram has three main properties [15]. 

Property 1: For any given set of points P, the Voronoi diagram of P is unique. 

Property 2: In a Voronoi diagram P, for a point qVP(pi), the first nearest neighbor of 

P to q is pi, and the second nearest neighbor of P to q is among the Voronoi neighbors of 

pi. If pm∈VP(pm), and VP(pm) sharing a edge with VP(pi), we can call pm a Voronoi 

neighbor of pi. 

Property 3: the max number of vertices of a VP is six, so the number of the Voronoi 

neighbors of pi cannot exceed six. That is an important property for a kNN query. 

 

3. VMR-Tree Query Authenticated Index 
 

3.1. Structure of VMR-Tree 

VMR-tree is based on MR-tree and combined the Voronoi neighbor relationship of the 

data objects. The Voronoi diagram of the data objects and Mr-tree index are stored on the 

SP, the creation of Voronoi diagram does not affect the base structure of the MR-tree, and 

the only need is to add Voronoi neighbor information of the data object to the leaf nodes 

of the MR-tree. Figure 4 is a schematic diagram of the VMR-tree structure. 
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(a) Voronoi Diagram and the Point MBRs 
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(b) The Structure of VMR-tree 

Figure 4. VMR-Tree 

As we can see that the Figure 4a is based on the Figure 2a and a layer of Voronoi 

diagram of P is added, which divides the plane area into non intersecting polygons. Each 

point Pi∈P is corresponding to one polygon region and each region is corresponding to 

one point. The distance that any point in the scope of a polygon region to the 

corresponding point Pi is less than the distance it to any other corresponding points in P. 

In this way, the non related data objects are related through the Voronoi diagram. Figure 

4b shows the structure of VMR-tree, it is based on the MR-tree structure shown in Figure 

2b, and it adds Voronoi neighbors(VN) and Voronoi polygon(VP) of P. From the 

definition of Voronoi diagram, we can know that VN(P2) indicates the collection whose 

Voronoi polygon shares a common edge with the Voronoi polygon of P2, that is 

{P1,P3,P4,P6,P9,P10}. VP(P2) indicates the vertex positions of the Voronoi polygon of P2, 

that is {a,b,c,d,e,f}. When performing spatial nearest neighbor queries, we can find the 

adjacent objects of a certain object quickly by its VN, and we can judge whether a certain 

object is the nearest neighbor of the query object by its VP. That can effectively reduce 

the number of unnecessary nodes accessed in a query. 

 

3.2. kNN Query Authentication 

The k Nearest Neighbor (kNN) Query is that when a dataset P and a point q are given, 

to find the result set P0 satisfying the following conditions: (i) P0={p1,…,pk}∈P, (ii) for 

any pi∈P0 and P∋pj∉ P0, we have D(q,pi)≤D(q,pj) [16]. Because MR-tree is composed of 

Merkle hash tree and R*-tree, when a spatial neighbor query is performed in MR-tree, in 

fact it is accordant with the way of R*-tree to perform. At present, the most efficient kNN 

algorithm of R*-tree is the Best First Search (BFS) algorithm [17]. The BFS algorithm 

traverses R*-tree from the root node to the leaf node. First, the root node of R*-tree is 

inserted into the query queue, and the queue has only one node. Then, we expand the first 

and only node, sort the resulting sub nodes by the minimum distance between their MBRs 

and the query object, and the node with minimum distance in the first of the queue. And 

then continue to expand the first node in the queue, and sort the resulting sub nodes with 

the remaining nodes of the original queue. In this way, the first node in the queue is 

continuously expanded, and then the queue is sorted, until the first element in the sorted 

queue is a specific object (e.g., Pi) rather than a node. Then this object (Pi) is the nearest 

neighbor of the query object. If k=1 in the kNN query, the object (Pi) is the final result. If 

k>1, the algorithm will continue to execute, continue to expand the first node in the queue 

(not the first element), until the first k elements in the queue are all specific objects. Then, 

the final result is the collection of the first k elements.  
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After Voronoi diagram introduced, the front part of the step is also to expand the first 

node of the queue (r1) continuously by the BFS algorithm when a kNN query is 

conducted. The difference is that if r1 is a leaf node, we extract the child (pi) of r1 that is 

nearest to the query object (q), and then judge that whether q is included in the area of 

VP(pi). If q is included in the area of VP(pi), we can judge that pi is the nearest neighbor 

of q according to the Property 2 of the Voronoi diagram. Otherwise, If q is not included in 

the area of VP(pi), we repeat the previous step, sort the queue, and expand r1 continuously. 

When r1 is a leaf node, the child of r1 is extracted as the front. After the nearest neighbor 

of q is found, and if k>1, we will no longer be in accordance with the BFS algorithm to 

continue to expand the first node of the queue, but extract the VN and VP of the getting 

nearest neighbor of q. It can be judged by Property 3 that the second nearest neighbor 

must be in the VN of the first nearest neighbor. So, the second nearest neighbor can be 

found easily by comparing the VN of the first nearest neighbor. Similarly, the third 

nearest neighbor must be in the VN of the first and second nearest neighbors, and in this 

way, the k-th nearest neighbor of q can be found successively. The pseudo code of the 

algorithm is shown in Figure 5.  

 

 01 Initialize queue R；

 02 Append root to R；
 03 while do

 04  Expand the first node r1；

 05    If（r1 is leaf）then

 06     Get nearest object(pi) from the child of r1;

 07      if（VP(pi) include q）then

 08          for(1:k)  do

 09             Compare objects in VN, add to list; 

 10          end for

 11        return list;

 12       end if    

 13    end if

 14  sort R in ascending order;

 15 end while

 

Figure 5. Pseudo Code of kNN Query 

In the following, we take the 2NN query of q in Figure 4 as an example to illustrate the 

algorithm. The algorithm first initializes the queue, adds the root node to the queue R. 

Then, expanding the root and sorting R, we can get R={(N2,3.5),( N1,6)}. The (N2,3.5) 

stands for that the distance from N2 to p is 3.5. Continuing to expand the first node N2, we 

can get R={(N5,5), (N1,6), (N6,47)}. In expanding N5, as N5 is the leaf node, we need to 

compare the distance from P7, P8, and P9 to q respectively. As D(P7) =24<D(P9)<D(P8), 

we extract the Voronoi polygon VP(P7), and find that qVP(P7). Referring back to R, we 

get R={(N1,6), (P7,24), (P9,26), (P8,29), (N6,47)} after sorting. Expanding N1, we get 

R={(N4,12), (N3,19), (P7,24), (P9,26), (P8,29), (N6,47)}. In expanding N4, as N4 is the leaf 

node, we find qVP(P6). So, P6 is the nearest neighbor of q. Extracting the Voronoi 

neighbor of P6, we get VN(P6)={P5,P4,P2,P9,P7,P8}. After comparing the distance in 

VN(P6) respectively, we can get the minimum distance D(P2)=19. Thus, the second 

nearest neighbor of q is P2, and the 2NN query result is {P6,P2}. 

After getting the 2NN query result {P6,P2}, we need to convert the result into range 

query, so that to get the VO. We first draw a circle taking the point q as center and D(P2) 
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as radius, then we get the range query region as shown in Figure 6, denoted as Sr(q). After 

that, the nodes are visited from root to leaf that enter the shaded Sr(q), and they are {N1, 

N2, N3, N4, N5}. So, we can get VO=[[[P1, P2, P3], [ P4, P5, P6]], [[P7, P8, P9], 

[N6_MBR,N6_h]]]. 
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Figure 6. Range Query Region 

 

4. Experimental Evaluation 

In order to evaluate the performance of VMR-tree, we performed some experiments. 

This experiment is deployed on three PC with the Microsoft Windows operating system, 

one simulates the DO, one as the SP, and one as the client. Computer configurations are: 

2.5GHz CPU, 4GB RAM. Our experiments are performed on two datasets:(i) PRS dataset 

that stores 374,921 locations of parking regulation signs in New York City and can be 

obtained from New York City Department of Transportation [18], and (ii)CSC dataset 

that includes 1 million locations with the combination of some small datasets and a 

custom dataset [19]. We extract the datasets randomly by a suitable sampling rate to get 

different cardinalities, and respectively compare the time spent on the construction of 

VMR-tree and MR-tree as well as the storage size of them. And according to change the 

value of k, we compare the efficiency of the kNN query authentication. 

In order to compare the construction time of VMR-tree and MR-tree on different size 

data sets, we randomly sample data from PRS and CSC two datasets, and finally get 6 

datasets with different sizes. Then we calculate their construction time respectively. The 

VMR-tree construction time includes the R*-tree build, Voronoi build and the calculation 

of node digest. The construction time of MR-tree includes R*-tree build and node digest 

calculation. The construction time does not include the encryption time of the digest 

information of the root node. The experimental results are shown in Figure 7. 
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(a) PRS                                             (b) CSC 

Figure 7. Construction Time vs. Data Cardinality 

It can be seen from Figure 7 that the overall construction time of the VMR-tree is 

longer than MR-tree, and this is due to the need of the Voronoi diagram construction in 

the VMR-tree. But in general, the construction times are not much difference between the 

two structures. 

The next experiment is to compare the storage size of VMR-tree and MR-tree. As the 

comparison method of the construction time, we use the datasets that are randomly 

sampled from PRS and CSC, and calculate their storage sizes respectively. The result is 

shown in Figure 8. 

 

      

(a) PRS                                                   (b) CSC 

Figure 8. Storage Size vs. Data Cardinality 

As can be seen from Figure 8, VMR-tree structure size is larger than MR-tree. This is 

because the VN and VP of the index objects are stored in the leaf nodes, so that each leaf 

node increases a part of the storage overhead. By the property of the Voronoi diagram, we 

can know that one object's Voronoi neighbor is max to 6, so the VN and VP occupied 

storage overhead is not very large. In Figure 8, the average storage overhead of each 

dataset increases by about 25%. 

The next sets of experiments are comparing the efficiency of the kNN query 

verification of VMR-tree and MR-tree. We use the two datasets PRS and CSC, and 

compare the efficiency through the query and verification time recorded in different k 

conditions. First a value of k is given, and then the client submits a kNN request. We 

calculate the time difference between the submitted request and the received message of 

the client from the SP. For each k value we conduct 10 groups of tests, and finally get the 

average value of the 10 values. Finally we take the average value as corresponding test 

results of the k value. Figure 9 shows the final test results. 

 



International Journal of Database Theory and Application 

Vol.9, No.10 (2016) 

 

 

Copyright ⓒ 2016 SERSC      237 

      

(a) PRS                                             (b) CSC 

Figure 9. Query Authenticated Time vs. K 

From the test results of two datasets shown in Figure 9, we can see that regardless of 

the size of the k value, the average query authentication time of VMR-tree is shorter than 

that of MR-tree, and the advantage of VMR-tree is more obvious with the increase of k 

value. This is because when searching for the i-th nearest neighbor of the query object, 

VMR-tree only need to search in the VN of the first i-1 nearest neighbors, and doesn't 

need to expand the node and sort the queue continually as MR-tree. 

 

5. Conclusions 

In this paper, we construct a new query authenticated index by introducing the Voronoi 

neighbor relationship of data objects to MR-tree structure, and describe the structure and 

the query verification process of the VMR-tree. A set of experiments are made to compare 

the construction time, the storage size and the efficiency of kNN query authentication 

between MR-tree and VMR-tree. Though the VMR-tree need more construction time and 

storage space, it increases the efficiency of kNN query authentication obviously, and the 

increasing efficiency is more obvious with the increase of k value. As future work, we 

plan to study the methods for other query authentications and study the update of VMR-

tree structure. 
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