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Abstract

Data mining extracts knowledge or patterns from a large amount of data. Secure
communication is an issue of shared database applications. Fundamentally, secure multi
party computation is to enable a number of networked parties to carry out distributed
computing tasks on sensitive information. In this paper, we have proposed two techniques
for multi party communication one is for third party assisted and another without third
party. Third party assisted technique uses Group based approach and in case of without
third party mechanism ECC based approach is used. Simulation results show that the
time taken by the schemes are significantly less as compared to other schemes and this
proves the efficacy of the proposed scheme which makes it viable for multi party
communication in data mining applications.

Keywords: Group based scheme, ECC, RSA, Multi party Communication and Trusted /
No trusted third party.

1. Introduction

Data mining is the process of extracting valuable, meaningful patterns and
relationships that lie hidden within very large databases [1]. Data mining plays an
important role in many applications such as business management, marketing analysis,
medical analysis, criminal records [2], as well as in financial and scientific research [3]. In
recent times data mining has gained immense importance as it paves way for the
management to obtain hidden information and use them in decision-making [4]. While
dealing with sensitive information it becomes very important to protect data against
unauthorized access [5]. A key problem faced in this regard is the need to balance the
confidentiality of the disclosed data with the legitimate needs of the data users [6]. In the
application of multi party communication, there are a number of networked parties to
carry out distributed computing tasks on private or sensitive data. Sensitive data may be
disclosed or leaked in multiparty communication during sharing data for mining
applications. So, maintaining confidentiality of data and preserving privacy in data mining
are main issues of such applications. We have addressed confidentiality, authentication
and traceability issues of security of data mining in this proposed work in the presence of
third party and absence of third party. Group based scheme and ECC based schemes
provides all necessary security issues for the two approached respectively.

1.1. Our Contribution

In this paper, we have worked at secure multi party computation over private or
sensitive data shared application. The proposed heuristics is based on asymmetric
cryptography techniques. The heuristics is client adaptive secure protocol, which depends
on security level of application. If client required more security for his application he can
use elliptic curve cryptography (ECC) [7] based key generation algorithm instead of RSA
algorithm [8]. To provide confidentiality asymmetric encryption / decryption algorithm
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[9] is recommended. We illustrate this idea using third party in case third party is trusted
or non-trusted. The proposed heuristic is able to achieve confidentiality, authentication
privacy preserving data mining. Moreover, it is also able to achieve traceability of un-
trusted third party.

The rest of the paper is organized as follows. Section 2 describes the related work.
Problem definition is given in section 3. Proposed scheme is presented in section 4. The
scheme is evaluated through simulation and results are in section 5; section 6 concludes
the work.

2. Related Works

There are several cryptographic approaches available for protection of data mining.
Cryptographic schemes are based on symmetric and asymmetric approaches. These
existing techniques fail to cope up with all security issues such as privacy, authentication,
traceability and confidentiality etc. Multiple levels of privacy for data mining approach in
a distributed environment to secure sensitive and private information is presented in [10].
The DES and RSA algorithm to preserve privacy in data mining for sharing the data with
a trusted third party is used in [11]. In this technique, trusted third party is responsible for
setting the keys, RSA algorithm is used forsecured sharing of the secret key and DES
algorithm for encryption and decryption through secret key. The technique is divided in
two phase. In the first phase, DES is used to encrypt the values of the private attributes
and in the second to encrypt the secret key of the first phase. However, the only secret is
single key so it may be compromised or leaked easily. The problem with this technique is
that secret key is also online exchanged. Cryptographic role based access control
approach to preserve privacy in data mining is discussed in [12]. The work provides
privacy for two sets of objects sensitive and non sensitive. In this technique, privacy can
be achieved using encryption where server first splits data into sensitive and non sensitive
objects. Non sensitive objects are accessed by all the clients and only sensitive objects are
encrypted by standard encryption technique. The cryptographic technique is used to store
sensitive data. It provides access to the stored data based on an individual’s role to
safeguard the data from privacy breaches. Other secure multi party computation is
presented in [13] using cryptography for different kind of problems in data mining. RSA
based public key cryptography [14] is used in [15] to achieve privacy in data mining.
Public key cryptography uses two keys, one of them is public key and another is private
key. Public key is used for encryption while private key is used for decryption. So,
confidentiality and privacy is achieved by this approach. The advantage of this scheme is
its ability to communicate with many numbers of sites without any modification. This
scheme is also compared with many previous well known techniques. Multilevel privacy
preservation algorithm using DES and RSA to achieve privacy in data mining is presented
in [16]. In this work, RSA is used to generate keys (public and private key) by trusted
third party. The data is encrypted using secret key in DES algorithm. The advantage of
DES algorithm is that it can use keys of different length. So, the scheme provides adaptive
privacy in which the length of key is based on the level of security required.

3. Problem Formulation

The problem dealt in the present work is related to the information sharing based
application of data mining, where multiple parties may aggregate or share private
data for the purpose of knowledge discovery. Disclosure or leaking of sensitive
information during multiple parties’ communication is a critical issue of data
mining. Such types of applications require secure heuristic for sharing the
information across multiple parties. In general, secure communication particularly
confidentiality along with authentication in privacy preserved data mining is
needed. Hence, multi party communication is more vulnerable than two party
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communications due to the nature of communication in network. The key exchange,
confidentiality, traceability and authentication issues over this shared
communication in data mining are resolved in this paper.

4. Proposed Methodology

To achieve the confidentiality, authentication and traceability issues of security the
cryptographic approach is most suited for multiparty communication in data mining
applications. The proposed solution is efficient enough to preserve the security of data
stored at several private parties and who agree to share or disclose the outcome of data
mining computation. We have considered two cases to measure efficacy of proposed
protocol: third party assisted and without third party.

Case 1: Group based Communication using third party assisted

In this section, the third party assisted group signature based scheme is proposed and
presented. In this scheme, group members are fixed, so static group based scheme is
required. Third party plays the role of group manager in this scheme. Group manager will
be responsible to generate the group keys. Group key consists of public group keys and
private keys for secure communication among them. Group manager distribute keys after
authentication of each parties.

Partyl Party?2 L L X PartyN
| 4 |

A 4
[ Third Party / Group manager ]

Data Provider / Party N-1, Party N-2 ...

Y e

Figure 1. Secure Multiparty Communication using Group Based Scheme

Data provider and number of parties which are involved in multi party communication
are the group members in this proposed scheme. Fig. 1 shows the group manager and
group members in this scheme.

The formation of a group signature has five phases or protocols as in [17] and [18].
Key generation phase is Setup phase, new group member wants to join the group then he
can use Join protocol, to sign the message Sign phase is used by each members of the
group, after receiving this message group member will use the Verify protocol and to trace
the signature if dispute occurs group manager will use the Open protocol.

The proposed third party assisted group based scheme is able to provide anonymity,
where, actual signer cannot be identified from the group because two different signatures
of the same group member are not and can not be linked. However, the group manager
can always reveal if any dispute occurs to identify the group member(s) and finally no
non member can forge and sign a message on behalf of the group. So, this scheme is most
suited for secure group based communication whenever members are fixed.
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Case 2: ECC based Communication using without third party assistance

In this section, to achieve confidentiality and secure communication ECC signature
based on digital signature is discussed in [19]. We assume in the case ofAlice sends a
message to Bob, Alice is party 1 and Bob is party 2 respectively. In this scheme, parties
may generate the keys without involving third party. To convince Bob that the message
does come from Alice, Alice needs to apply a digital signature for the message so that
Bob can verify it by using Alice’s public key [20]. Initially, Alice and Bob have to agree
on a particular curve with base point P over the field GF (p), and the order ofP isq. When
Alice sends a message to Bob, she attaches a digital signature (7, s) generated by
following steps

1. Alice and Bob agree on an elliptic curve E over a finite field F, so the discrete
logarithm problem is hard inE(F;). They also agree on a point P € 2E(F,) such that
the subgroup generated by P has large order (usually prime).

2. Alice chooses secret integer, a, and computes P, = aPand then sends P, to Bob.

Bob chooses secret integer, b, and computes P, = bP and then sends P, to Alice.

4. Now Alice computes aP, = abP at one end and Bob computes bP, = abP at other
end.

5. Alice and Bob make a common opinion on a method to extract a key from abP. (For
example, use the last 256 bits of the x-coordinate.)

@

The only information the eavesdropper has, the curve E, the finite field F;, and the
points P, aPand bP. She will therefore need to solve: Diffie-Hellman problem for elliptic
curves: Given P, aP and bP in E (F;)compute. If Eavesdropper can solve discrete logs in
E(F,) then she could use P and aP to find a. She could then compute a(bP) to get abP,
however, if E and F, are chosen carefully then this is considered computationally
infeasible. It is not known whether there is a way of computing abP without first solving
a discrete log problem. All the elliptic curves are not ellipses. They are so named because
of the fact that ellipses are formed by quadratic curves. Elliptic curves are always cubic
and have a relationship to elliptic integrals in mathematics [21] where the elliptic integral
can be used to determine the arc length of an ellipse. An elliptic curve in its “standard
form” is described by

y2=x3+ax + b

For the polynomial x3 + ax + b, the discriminant can be given as
D = —(4a3+27b?)

This discriminant must not become zero for an elliptic curve polynomial x3 + ax +
b to possess three distinct roots. If the discriminant is zero, that would imply that two or
more roots have coalesced, giving the curves in singular form. It is not safe to use
singular curves for cryptography as they are easy to crack. Due to this reason we
generally take non-singular curves for data encryption. The advantage of ECC based
signature scheme over RSA scheme is that ECC offers considerably greater security for a
given key size. ECC with 160 bit key can provide the same level of security as RSA can
provides with 1024 bit key. Elliptic curve cryptography has not only emerged as an
attractive public key crypto-system for mobile/wireless environments but it also saves
bandwidth. ECC is not easy to be understood by attacker, and hence not easy to be
broken. In short asymmetric cryptography is demanding but looking at the cryptosystem
for more security per bit, ECC is a better choice than RSA asymmetric key cryptosystem.
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Case 2.1: ECC Based Proposed Algorithm for Secure Communication in Datamining

In this section, proposed ECC based algorithm for secure communication in
datamining is presented. The proposed algorithm is applicable for multi party
communication in datamining application. The use of ECC is also presented in [22].
An elliptic curve is a cubic equation of the form E:y? + axy + by = x3 + cx? +
dx + e, where a,b,c and e are real numbers. The mathematical equation of ECC
satisfies the form E:y? = (x4 ax + b)modp with a,beF, satisfying (4a°®+
27b%)mod p # 0. Here p is prime number of elliptic curve group. The key exchange
between Party; and Party, using ECC is as follows:

2.1.1 Secure Key Exchange Algorithm
Stepl:Party; send public key to Party,

The user Partyl chooses a random integer r; as a private key, where r; < n and
compute the public key Q;. Here Q; = r; X p. Thus,Partyl send public key Q; to
Party2.

Step2: Party, send public key to Party;

The user Party2 chooses a random integer r, as a private key, where r, < n and
compute the public key Q,. Here Q, = r, X p. Thus,Party2 send public key Q, to
Partyl.

Both the users Partyl and Party2 can compute shared secret key K; and K,
respectively.

Ki=7rXQ;=1rXr,Xp
Ky=1,XQ =1, X1 Xp

Hence, K; = K, keyexchange is assumed symmetric key cryptosystem. ECC
provides a smaller key size or half of the size of other public key cryptosystem
along with faster computations.

2.1.2 Secure Data Exchange Algorithm

The proposed protocol may be used between client- server protocol and multi-
party secure communication.

Stepl:Partyl sends a REQUEST message to Party2. After agreeing Party?2
sends RESPONSE message to Partyl. The key exchange between two parties and
among multi party will be as 2.1.1. After that Partyl sends messages using
encryption algorithm.

Step2: Partyl sends an encrypted message to Party2 using shared key.

Party,— Ey [message, to]
Here, Eg, is the encryption function using key K;,for the purpose of achieving
confidentiality for message(s) containing sensitive informationand t,is timestamp to
achieve message integrity.

Step3: Party2 receives anencrypted message from Partyl using shared key to
achieve original message by decrypted function.
Party,— Dy, [message, t,]

Here, Dy, is the decryption function using key Kj, to achieve original message.
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The ECC based proposed scheme is able to achieve message integrity,
confidentiality and secure communication among multi party used in data mining
applications.

5. Results and Analysis

Generally it is seen that in data mining approach machine configuration is not an
issue, rather generation of key and encryption and decryption process is
cumbersome and takes order of milliseconds. This causes increased delay in the
process. Therefore, to evaluate the performance of the proposed algorithm, the
metric taken into consideration is delay. The delay here is calculated with the help
of MIRACL [23] running on 2.50 GHz CPU and 2 GB RAM and Windows XP. The
proposed protocol is able to provide confidentiality, authentication and traceability
for multi party communication in data mining application. The protocols can work
in both the conditions when third party is trusted or not trusted. We have used group
based and ECC based approach to achieve confidentiality, authentication and non
repudiation.

Table 1. Delays of 1024 Bit RSA Decryption

512 DSA 160 bit exponent
Signature No precomputation 0.39 ms
Signature w. precomputation 0.08 ms
Verification 0.47 ms

Computational delays using RSA 1024 bit RSA decryption, 1024 bit DSA 16 bit
component encryption / decryption and ECC based scheme is shown by Tablel,
Table 2 and Table 3 respectively.

Table 2. Delays of 1024 Bit DSA 160 Bit Component
DSA 160 bit component

Signature No precomputation 1.27 ms
Signature w. precomputation 0.24 ms
Verification 1.53 ms

Table 3. Delays of 160 Bit Elliptic Curve Cryptography
160 bit GF(p) ECC

ER 7433 iterations 1.35ms
ED 6020 iterations 1.66 ms
EP 33800 iterations 0.30 ms

Verification delay of group signature based scheme is around 3.6 ms [17]. Results
show that key length is 1024 RSA and DSA both techniques are equivalent secure to
160 bit ECC based technique for secure communication in datamining application
because of computational power is not an issue in such applications. Results of
Tables 1 - 3 show that ECC and group based approach is more suitable technique for
online multi party communication in datamining applications.
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6. Conclusion

In this paper, we addressed the security issues of multi party communication in
data mining applications. Two techniques trusted third party assisted and without
third party are proposed to tackle security issues. Furthermore, we propose group
based and ECC based approach. The techniques are verified even when a large
number of parties are involved. The proposed mechanism seems to be potentially
capable of achieving the goal of obviating the need for multi party communication
in data mining applications.
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