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Abstract

Steganography can be defined as a method of hiding data within a cover media so that
other individuals fail to realize their existence. Image, audio and video are some popular
media for steganography. But text is ideal for steganography due to its ubiquity and smaller
size compared to these media. Particularly, the size really does matter for mobile
communication. However, text communication channels do not necessarily provide sufficient
redundancy for covert communication. In this paper, a new approach for steganography in
various financial statements is proposed. The main idea is that additional zeroes can be
added before a number and also after the fractional part of a number without changing the
value of the number.
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1. Introduction

Financial statements or financial reports are formal records of the financial activities of a
business, person, or other entity [1]. Income statements, statements of capital, balance sheets
and cash flow statements are four common financial reports [2]. Financial statements are
usually compiled on a quarterly and annual basis [3]. Financial statements are intended to be
understandable by readers who have “a reasonable knowledge of business and economic
activities and accounting and who are willing to study the information diligently” [4].
Steganography is the art and science of writing hidden messages in such a way that no-one,
apart from the sender and intended recipient, suspects the existence of the message, a form of
security through obscurity [5]. Cryptography, the science of writing in secret codes, addresses
all of the elements necessary for secure communication over an insecure channel, namely
privacy, confidentiality, key exchange, authentication, and non-repudiation. But,
cryptography does not always provide safe communication. Consider an environment where
the very use of encrypted messages causes suspicion. If a nefarious government or Internet
service provider (ISP) is looking for encrypted messages, they can easily find them. Consider
the following text file; what else is it likely to be if not encrypted? Steganography is the
science of hiding information. Whereas the goal of cryptography is to make data unreadable
by a third party, the goal of steganography is to hide the data from a third party [6].

2. Previous works

Text steganography can be broadly classified into three types: format-based, random
and statistical generations, and linguistic method. Format-based methods use and
change the formatting of the cover-text to hide data. They do not change any word or
sentence, so it does not harm the ‘value’ of the cover text. Random and statistical
generation methods are used to generate cover text automatically according to the
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statistical properties of language. These methods use example grammars to produce
cover text in a certain natural language. The linguistic method considers the linguistic
properties of the text to modify it. The method uses linguistic structure of the message
as a place to hide information. Following is the list of works has been done on hiding
information or text steganography carried out.

2.1. Using markup languages

Some markup language feature can be used to hide information [7]. For instance,
case insensitivity of HTML tags can be exploited. For example, the tag <BR> can be
also used as <Br> and <br>. As a result one can do text steganography in HTML
documents by changing the small or large case of letters in document tags. In some
cases the positions of tags are also used. For example <B><U> </B></U> or like this
<U><B> </U></B>. Information can be extracted by comparing the tags positions.

2.2. Using specific characters in text

In this analytical, complicated and time-consuming method, some specific characters
from certain words are selected [8]. For example, the first words of each paragraph are
selected in a manner that by placing the last characters of the selected words side by
side forms the secret information.

2.3. Line shifting and word shifting strategy

In printed document the lines of the text are vertically shifted to some degrees [9],
[10] to hide secret data. Information can be also hidden in the text by shifting words
horizontally and by changing distance between words [9], [11]. This method is
acceptable for texts where the distance between words is varying. However, if the text
is retyped or if character recognition programs (OCR) are used, the hidden information
would get destroyed.

2.4. Exploiting punctuation signs

Appropriate placement of some punctuation signs such as full stop (.) and comma (,) can
hide information in a text file [8]. This method requires identifying proper places for putting
punctuation signs.

2.5. Using synonyms

By using the synonym of words for certain words one can hide information in the
text [10], [12]. A major advantage of this method is the protection of information in
case of retyping or using OCR programs. However, this method may alter the meaning
of the text.

2.6. Feature coding

Some of the features of the text can be altered to hide some information [13]. For
example, the end part of some characters such as h, d, b or so on, is elongated or
shortened a little thereby hiding information in the text. Retyping the text or using OCR
program destroys the hidden information.
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2.7. Using abbreviation

Use of abbreviations can hide some information, though with very less capacity [8].
For example, only a few bits can be hidden in a file of several kilobytes.

2.8. White-space strategy

We can add some extra white spaces in the text [8], [14] to hide some information.
These white spaces can be placed at the end of each line, at the end of each paragraph
or between the words. However, some text editor programs automatically delete extra
white spaces and thus destroy the hidden information.

2.9. Displacing letter points and diacritics

Arabic, Persian and Urdu texts are used for this technique [15]-[19]. One of the
characteristics of these languages is plenty of points in its letter. One point letters are
used to hide the information by shifting position of point a little bit vertically high with
respect to the standard point position in the text. The same technique is applied for the
vowel signs to hide information.

2.10. Extension letter technique

Text steganography is applied on Arabic text for this algorithm [20]. Arabic language
has a special extension character, which can be arbitrarily inserted between characters
for formatting purposes.

2.11. Exploiting MS Word document

In this technique three bytes of secret information can be hidden as RGB color values
of each invisible character such as the space, the tab and the new line characters in an
MS Word document [21].

2.12. Using cricket match scorecard

In this method, data is hidden in a cricket match scorecard by adding a meaningless
zero before a number to represent bit 1 and leaving the number as it is, to represent bit
0 [22].

2.13. CSS (Cascading Style Sheet) method

This technique encrypts a message using RSA public key cryptosystem and cipher
text is then embedded in a Cascading Style Sheet (CSS) by using End of Line on each
CSS style properties, exactly after a semicolon. A space after a semicolon embeds bit 0
and a tab after a semicolon embeds bit 1 [23].

2.14. Through SQL queries

The proposed method in [24] encodes input text messages into SQL carriers made up
of SELECT queries. In effect, the output SQL carrier is dynamically generated out of
the input message using a dictionary of words implemented as a hash table and
organized into 65 categories, each of which represents a particular character in the
language.
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2.15. Using MS Excel document

Various techniques of steganography in MS Excel documents and relative benefits have
been discussed in [20], [25]. For example, the text direction in a cell can slightly be rotated
based on the intended bits to hide.

3. Proposed method

The idea behind our technique is very simple. We can pad arbitrary number of zeros
before a number. We can also add arbitrary number of zeros after the fractional part of a
number. Though padding any number of zeros is permitted, only one zero before a
number is common. Similarly, in common practice two or one positions after the
decimal point is significant. So we have four options: no padding, padding a zero before
a number, padding one zero after the fractional part and padding two zeros after the
fractional part of a number. With these alternatives we can represent two bits with a
single case.

All of the financial statements or reports contain huge number of numerical data.
Padding some meaningless zero before or after the fractional part of a number can
represent some information in any of the financial statements without drawing attention
of people. In this paper we chose a sample balance sheet for hiding information.

Another important thing to note is that though financial statements are generally formatted,
that means unnecessary zeros before and after a number are omitted, unformatted financial
statements are not very rare. More over, general users feel no curiosity about the unformatted
financial statements, though they may grow a little bit annoyed. So unformatted financial
statements have a fair scope of being used as a cover media for steganography. Table-1 shows
the summary of the hiding algorithm.

Table 1. Summary of information hiding algorithm

Bit Pair Action
00 Add 0 after the number
01 Add 00 after the number
10 Add 0 before the number
11 Keep the number unchanged

Figure 1 shows an example balance sheet. We hide the sample bit stream
“1010101101011101011000110101001100111010010011100101001110010101011000
1010” in this sheet.

Figure 2 shows the corresponding output balance sheet containing the above secret code.
Four example numbers are represented in red color and bold face in this figure. These
numbers contain the bit pairs ‘10°, ‘01°, ‘117, and ‘00’ respectively according to our proposed
algorithm.

126 Copyright © 2014 SERSC



International Journal of Database Theory and Application
Vol.7, No.5 (2014)

Example Company
Balance Sheet
December 31, 2013
ASSETS LIABILITIES
Current Assets Current Liabilities
Cash $ 2,100 Notes Payable $ 5,000
Petty Cash 100 Accounts Payable 35,900
Temporary Investments 10,000 Wages Payable 8,500
Accounts Receivable net 40,500 Interest Payable 2,900
Inventory 31,000 Taxes Payable 6,100
Supplies 3,800 Warranty Liability 1,100
Prepaid Insurance 1,500 Unearned Revenues 1,500
Total Current Assets 89,000 Total Current Liabilities 61,000
Investments 36,000 Long-term Liabilities
Notes Payable 20,000
Property, Plant & Equipment Bonds Payable 400,000
Land 5,500 Total Long-term Liabilities 420,000
Land Improvements 6,500
Buildings 180,000
Equipment 201,000 Total Liabilities 481,000
Less: Accum Depreciation (56,000)
Prop, Plant & Equip net 337,000
Intangible Assets STOCKHOLDERS' EQUITY
Goodwill 105,000 Common Stock 110,000
Trade Names 200,000 Retained Earnings 229,000
Total Intangible Assets 305,000 Less: Treasury Stock (50,000)
Total Stockholders' Equity 289,000
Other Assets 3,000
Total Assets $770,000 Total Liabilities & Stockholders' Equity ~ $770,000

Figure 1. A Sample Financial Report to be Exploited for Steganography

Example Company
Balance Sheet
December 31,2013
ASSETS LIABILITIES
Current Assets Current Liabilities
Cash $ 02,100 Notes Payable $ 05,000
Petty Cash 0100 Accounts Payable 35,900
Temporary Investments 10,000.00 Wages Payable 8,500.00
Accounts Receivable net 40,500 Interest Payable 2,900.00
Inventory 31,000.00 Taxes Payable 06,100
Supplies 3,800.0 Warranty Liability 1,100
Prepaid Insurance 1,500.00 Unearned Revenues 1,500.00
Total Current Assets 89,000.0 Total Current Liabilities 61,000
Investments 36,000.0 Long-term Liabilities
Notes Payable 20,000
Property, Plant & Equipment Bonds Payable 0400,000
Land 05,500 Total Long-term Liabilities 420,000.00
Land Improvements 6,500.0
Buildings 180,000
Equipment 0201,000  Total Liabilities 481,000.00
Less: Accum
Depreciation _(56,000.00)
Prop, Plant & Equip net 337,000.0
Intangible Assets STOCKHOLDERS' EQUITY
Goodwill 105,000 Common Stock 0110,000
Trade Names 200,000.00 Retained Earnings 229,000.00
Total Intangible Assets 305,000.00 Less: Treasury Stock (50,000.00)
Total Stockholders' Equity 0289,000
Other Assets 3,000.0
Total Assets $0770,000 Total Liabilities & Stockholders' Equity ~ $0770,000

Figure 2. The Sample Financial Report of Figure 1 after Hiding the Example
Secret Bit Stream
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Algorithm-1 and Algorithm-2 listed below summarize the encoding (or data hiding)
and decoding (or extraction) procedure of the proposed method respectively. Figure 3
and Figure 4 displays the screen-shots of the encoder and the decoder of the Java
application for the proposed steganography technique. The Java class
java.util.StringTokenizer is used to tokenize the input financial statement and
java.util.regex class is used to identify the numbers, which are the candidate tokens for
data hiding, in the input financial statement.

Algorithm-1: Hiding secret bits
Input: Cover financial statement, secret bit stream
Output: Stego financial statement
Step-1: Make pairs of bits in the secret bit stream from right to the left. Pad a ‘0’
before the stream if the number of bits is odd.
Step-2: Locate the first number in the financial statement. To search, move from left
to right. If the current row is finished, then move on the next row until a number is
found.
Step-3: For each pair of bit in the secret bit stream do
a) If the pair is 00 add an extra O after the fractional part of the number
b) If the pair is 01 add an extra 00 after the fractional part of the number
c) If the pair is 10 add an extra 0 before the integer part of the number
d) If the pair is 11 no processing of the number is required.

Step-4: Move on the next number as specified in step-2.

Algorithm-2: Extracting secret bits
Input: Stego financial statement
Output: extracted secret bit stream
Step-1: Locate the first number in the financial statement. To search, move from left
to right. If the current row is finished, then move on the next row until a number is
found.
Step-2: Look for unnecessary 0s in the number
a) If there is an unnecessary 0 after the fractional part of the number add 00 in
the bit stream.
b) If there are two unnecessary 0 after the fractional part of the number add 01
in the bit stream.
c) If there is an unnecessary 0 before the integer part of the number add 10 in
the bit stream.
d) If there is no unnecessary 0 before or after the number add 11 to the bit
stream.
Step-3: Move on the next numbers as specified in step-1 and repeat step-2 and 3.
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Figure 3. The Encoder of the Developed Steganography Application

Figure 4. The Decoder of the Developed Steganography Application
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4. Conclusion

For text steganography various methods have been proposed. We represent a novel
technique of hiding information in a financial statement. Financial statements are very much
common in business and other organizations, which deal with finance. The capacity of this
method is also in fair margin. We hide roughly 10 bytes of data in the sample balance sheet of
Figure 1. Personal identification number (PIN), password, code, etc. are some commonly
used secret information which are sent to the client via mobile SMS or by e-mail by the
serving organization and generally have 8 to 12 characters. So, our proposed method can be a
good choice for text steganography.
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