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Abstract. Hospitals within a Telemedicine system would like to share their pri-
vate local database with other hospitals. However, they do not agree to keep a
copy of their database into a central server. The central repository (data ware-
house) model is not secure because too much control was granted to the central
site. In order to fully utilize the distributed and heterogeneous resources, a se-
cure and privacy preserved model should be used. We proposed a secure data
sharing model to facilitate this problem.
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1 Introduction

Medical databases are considered valuable to many parties including hospitals, practi-
tioners, researchers, insurance company, and etc. Hospitals and practitioners used
their patients’ medical records to support their services, while researchers used these
data to validate their research findings. Data sharing or information sharing is neces-
sary for distributed systems, and much works have focused on designing a specific in-
formation sharing protocols [1]. However, the privacy of the shared data becoming a
challenging issue. Privacy is addressed as preventing dissemination rather than inte-
grating privacy constraints into the data sharing process [4].

In Telemedicine system, each collaborator (hospital) needs to share their private
local database with other collaborators. The data sharing in healthcare industry is dif-
ferent from other domains. Medical data is useful, but also harmful to a patient if it’s
not accurate or real. The shared data received from other collaborators under the
Telemedicine system can affects the decisions made by the practitioners. The level of
trust among collaborators must be as high as possible in order to guarantee the mutual
benefits for all parties.

Conventionally, the medical data sharing can be held by using the trusted third
party [3, 8]. A copy of database from each collaborator will be gathered at one place
to construct a central repository (data warehouse). Collaborator or data miner will
then use the repository to mine their required data. Unfortunately, due to the security
and privacy concern, many collaborators were afraid to share their patients’ medical
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records in this way. Without the usage of centralized repository, how can each hospi-
tal securely share their private database while the privacy is preserved?

2 Related Research

Data sharing process can be considered as the backbone for many other operations. It
is a necessary pre-requisite process for data integration and data mining operations.
For data integration methods [5, 11], an effective data sharing technique can produce
more accurate union set. At the same time, it is the basic requirement for any privacy
preserving solutions.

The proliferation and misuse of medical data is now a subject of global interest.
Cryptographic and security research communities paying a closed attention in medical
data sharing. Techniques such as sovereign information sharing [2] have been pro-
posed to solve the above mentioned problem. The database contents for each collabo-
rator will not be revealed under this technique. Only the result for database operations
(intersection, equijoin, aggregation, etc) can be learned by the collaborators.

Secure multi-party computation which was introduced in [12], is another tech-
niques used to protect the collaborators from revealing additional information which
is not needed to be shared. Under this approach, only the answer (output) to the query
will be learned by the data miner, and nothing else can be revealed [6, 7].

Database operations such as union or intersection computation, equijoin, and ag-
gregation are important operations that can be used to support the secure data sharing
process. For example, intersection computation is used to find the common value for
different distributed datasets while revealing only the intersection [9]. However, the
computation of these database operations involve anonymity and security concerns
[10]. Anonymity means the identity of the data owner shouldn’t be identified.

3 Problem Definition

N hospitals, {H,,H,,...,H } with a private local database {D,,D,,...,D, } re-

spectively would like to share their database. Data miner with query (Q) spanning the
tables in all databases to compute the answer to Q without revealing extra information
apart from the query result.

Solution 1: Each hospital sends a copy of their entire database to the data miner. The
data miner will process the Q on the local copy of the databases.

Solution 2: Each hospital sends a subset of their database to the data miner. The data
miner will process the Q on the local copy of the subset databases.

Solution 3: Each hospital sends a copy of their entire database to the central server.
The data miner will process the Q on the central repository.
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Solution 4: Each hospital sends a subset of their database to the central server. The
data miner will process the Q on the central site.

Solution 1 and 2 are not practical because the data miner needs a great cost to store
all databases as well as the communication costs. In solution 3 and 4, the level of trust
required is too high because too much additional information which is not needed to
answer Q will be revealed.

4 Proposed Model

Based on the above definition, we present a solution which can be used as the model
for secure data sharing. The following criterion gives a brief description of our pro-
posed framework:

1. No central server is allowed to store databases from all collaborators. A temporary
union dataset is used instead of central repository.

2. No collaborator can conclude how many collaborators contributed their dataset into
the union dataset.

3. Prevent any collaborator to identify the owner of the datasets (anonymity concern).

4. Third party engine is required to form the union dataset and generate the results to

the data miner.

. No dataset owners can determine any origin records other that its own.

. Two kinds of queries will be used in this model to facilitate the data sharing goals.

7. The proposed system is secure and privacy protected.
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The secure data sharing model contains the following five steps:

Step 1:
Data miner generates a pair of commutative encryption key-pair ( E,.D, ). Only en-

cryption key, E ok is sent to the encryption engine. The decryption key, Dpk will be

sent and stored at the computation engine.

Step 2:
Encryption engine broadcasts the same encryption key, E i to all collaborators. A

count, N will be generated to compute the frequency of successful delivered encryp-
tion keys. Primary queries will be sent to the collaborators once the connection has
been established.

Step 3:
Each collaborator will encrypts the requested data with E ok > and send the encrypted

data (“ciphertext”) to the encryption engine.

Step 4:
Encryption engine will make sure all collaborators responded to the query. It will

send all received “ciphertext” to the computation engine after additional operations
are performed on the encrypted data.

Step 5:

By using the private key (received from data miner), the computation engine decrypts
the ciphertext and form the union dataset. Data miner uses the union dataset by send-
ing the secondary queries.

4.1 Components

Data miner is one of the hospitals (collaborators) within the framework. All hospitals
involved in the Telemedicine system can be the data miner when they need to use the
shared resources. As the data miner, it must generate a pair of commutative cryptog-
raphy key. The encryption key will be broadcast to other collaborators through en-
cryption engine while the decryption key will be sent and use by the computation en-
gine. Under this model, data miner will receive the requested dataset without knowing
who the contributors are. At the same time, the number of sources will not be re-
vealed.

Encryption engine is the only party which had the direct communication with data
miner, computation engine, and all collaborators. It served as the central hub for all
parties. Upon receiving the encryption key from the data miner, the encryption engine
will broadcasts the key to all collaborators in order to establish an active connection.
At this stage, the number of successful delivered key will be stored in a count, N.
When the requested dataset is returned to the encryption engine, the encryption engine
must make sure that the number of received encrypted dataset is equal to the count, N
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before sending them to the computation engine. This is to ensure that all collaborators
already responded to the queries and no other incoming dataset is in the queue. En-
cryption engine can learn the number of sources available, identity of data miner and
all collaborators. At the same time, it can know the primary queries made by the data
miner. However, it will not be informed about the contents of the requested data be-
cause all data were encrypted by the collaborators.

Computation engine plays an important role in this model. By holding the decryp-
tion key received from data miner, it responsible to decrypt all encrypted dataset re-
ceived from the encryption engine. Decrypted dataset will be combined to form a un-
ion dataset. This union dataset is a temporary shared repository for a specific primary
query. It will be used as the replacement for the central repository and support all sec-
ondary queries from the data miner.

Collaborator needs to response to the encryption engine to initiate an active con-
nection. All collaborators will share their private local database in this framework by
answering the primary queries made by the data miner. These primary queries were
delivered by the encryption engine to each collaborator. Based on the primary que-
ries, each of the collaborators will encrypt the requested dataset with the encryption
key. If the requested dataset is not found, an empty dataset will be sent to prevent the
encryption engine to know which collaborator does not contribute to the union data-
set. In this model, no direct communication among collaborators. They do not know
the number of collaborators involved as well as identity of each collaborator.

4.2 Communications between components

Communications among parties within the model need to be secured and restricted.
This is to ensure that the privacy of all parties can be protected and extra information
will not be concealed. In our model, the communications between parties have been
restricted to one-way or two-way communication. Under one-way approach, only a
single directly is allowed and no fall-back communication can be performed.

Data miner is one of the collaborators (hospitals) involved in the Telemedicine sys-
tem. It is the party who makes the query (request) for dataset and will receive the ex-
pected results or outputs at the end. The communication between data miner and en-
cryption engine is restricted to one-way communication. Encryption engine is not
allowed to response to the data miner in any form.

Encryption engine is responsible to broadcast the encryption key to all collabora-
tors. The connection between the two parties must be established before the queries
from data miner can be made. Two-way direct connection will be established. En-
cryption engine will sends the received encrypted data to the computation engine
through the one-way communication. Computation engine is not allowed to commu-
nicate with the encryption engine.

At the initial stage, the data miner will sends the decryption key to the computation
engine. Once the requested data have been arrived, two-way communications will be
established in order for the results to be sent back to the data miner. Further opera-
tions (such as data mining process) can be performed directly from the temporary un-
ion dataset by the data miner. There is no direct communication between data miner
and other collaborators. The communication is established indirectly by using the en-
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cryption and computation engine. There is no interaction between collaborators (ex-
cept data miner) involved in this model. They do not have any communication di-
rectly or indirectly via any channel.

5 Discussion

In our model, there are two types of queries made by the data miner. Primary query is
sent to the collaborators via encryption engine. The answers for the primary query

(Qp) will be used to form the union dataset (dl’d27"'7dn) in the computation engine.

Secondary query (Q,) will be sent to the union dataset for further operations. Data
miner will not gain any extra knowledge despite of the answer to its queries.

Algorithm 1: Primary Query

: Input:

: Q,: Primary Query [key(s), dataset]
: Output:

: Answer P: Encrypted (dataset)

: Procedure:
cfori=1;i < ID,,D

b,,,,,DNI; i++ do

Search Q, fromD;={ p_,D,....D,}
Add encrypted[i] to P

VO N AW~

: end for
Algorithm 2: Secondary Query

1: Input:

2: Qy: Secondary Query [process]

3: Output:

4: Answer S: Secure sum, Intersection, Union, Equijoin, etc
5: Procedure:

7: Search Q; from { d,.d,,..d, }

8: return S

Encryption and computation engine used in this model can prevent the identity of
the data miner and other collaborators being revealed to each other. The privacy of the
shared data will still preserved even thought one of the engines is compromised.

6 Conclusion

By using the proposed model, hospitals within the Telemedicine system do not
need to construct a central repository to share their local databases. They only need to
answer to the queries made by the data miner and contribute requested dataset into the
union dataset. The protocols for database integration such as intersection and equijoin
can be applied using this model.
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