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Abstract

In general, the structured data knows the meaning of the sentence and unstructured
data refers to an unknown means. Although the quantity of structured information in the
entire data and within organizations is increasing, the majority of information remains
available only in unstructured data. While different in form, both unstructured and
structured information sources provide information about entities in the world and their
properties and relations. Due to the recent rapid changes in society and wide spread of
information devices, diverse digital information is utilized in a variety of economic and
social analysis. Information related to the crime statistics by type of crime has been used
as a major factor in crime. However, statistical analysis using only the structured data
has the difficulty in the investigation by providing limited information to investigators and
users. In this paper, structured data and unstructured data are analyzed by applying
Korean Natural Language Processing (Ko-NLP) and the Latent Semantic Analysis (LSA)
technique. It will provide a crime profile optimum system that can be applied to the crime
profiling system or statistical analysis [1].
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1. Introduction

Utilizing for information is an indispensable component of our lives. But we have
been using the most of structured data in the entire data. Recent social and economic
analysis of digital information has expanded into unstructured data and SNS and
also has led big data analysis to be helpful in understanding the various phenomena
in the society.

This paper suggests the system of collecting accurate and professional information that
could be used as a straightforward investigation, namely deductive investigation and
inductive investigation to provide more information to the professional investigators and
profilers to formalize the informal data which was not be formalized during a criminal
investigation materials and analysis. The system first extracts structured and
unstructured data (criminal investigation data, interview data and social resources) by
using the Korean Natural Language Processing (Ko-NLP) and generate data pattern in the
extracted data. The resulting pattern is re-used for extracting data by saving it separately.

Extracted structured and unstructured data are stored in an array applied to the index by
using the Hash Map, and suggest the analysis system for providing a high affinity
between the words and sentences in the real time mode on the basis of a variety of
conditions and categories by invoking data using the Latent Singular Analysis (LSA)
statistical techniques based on linear algebra when consumers request and search data [1].

The remainder of this paper is organized as follows. Section 2 surveys the related work
and the theoretical backgrounds. Section 3 introduces the proposed crime data analysis
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system model. In Section 4, we apply the proposed model to a comparative analysis of the
experimental result using structured data, using unstructured data and using both data.
Finally, Section 5 presents our conclusion and the direction of our future research.

2. Related Works

2.1. Korean Natural Language Processing

Tagging is a part of speech given to the corpus or the only selected parts of speech
from the ambiguous results of morphological analysis. This research presents the
morphological analysis utilizing HanNanum Ko-NLP Java version which is Semantic
Web Research Center (SWRC) at Korea Advanced Institute of Science and Technology.

2.2. Finite Automata

Finite Automata (FA) is the simplest form of the recognition. In general, The
Recognition of the language is determined whether the input to receive the string, the
string of the language that the sentence or not. FA is used in the method to design and
implement the lexical analyzer. FA is defined as the component of five (5-tuple). And in
the form of a mapping function is shown in equation (1).

FA(Finite Automata)

M= {.Qrzrﬁrqﬂr F:I

@) : Finite set of state

L : Finite set of input symbaol
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. start or initial stat
F:setof final state (1)

The mapping function is called the stat transition function, because it indicates that the
mobile reports the input symbol from one state to another. Depending on type is divided
into Deterministic Finite Automata (DFA) and Nondeterministic Finite Automata (NFA).

The state transition is represented by the Nondeterministic Finite Automata (NFA) as
shown in Figure 1 where pattern was created by the lexical analysis based on the data
analyzed by Ko-NLP, and presented to classify unstructured and structured data by
analyzing the relationship based on the state transition [1].
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Figure 1. Lexical Analysis Algorithm
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2.3. Hash Map

Hash by using a hash function is a function that outputs a hash value of a fixed way for
receiving a message of arbitrary length. It ensures the integrity of the input and especially
if the query is run frequently it can get quick retrieval effectiveness by using the Hash
Map [2]. The map is managed by a key and a pair of value data and does not allow
duplicate keys.

2.4. Latent Semantic Analysis

The mathematical foundation of LSA is the Vector Space Model (VSM), an algebraic
model for representing documents as vectors in a space where dictionary terms are used
as dimensions [3].

LSA is related to the analysis of the hidden meaning in a sentence. Deerwester et al.
(1990) proposed an elegant way to improve similarity measurements with a mathematical
operation on the term-document matrix, X based on Linear algebra. Deerwester, Landauer
and Dumais (1997) focused on the document similarity than the word similarity.
Document similarity is treated a main issue in Latent Semantic Indexing (LSI) while the
words of similarity a main issue of LSA. They use a statistical method for the Vector
Space Models (VSMs) based on Singular Value Decomposition (SVD) [4].

SVD can do diagonalization by utilizing eigenvalue decomposition to an orthogonal
matrix m x n, unlike the diagonalization of general square matrix, in a way that
diagonalization as a Eigenvalue Decomposition method

SVD calculates X composed of the product of three matrices vzI¥7, it is shown in
equation (2).

X =uzvT )
U s m = m Orthogonal matrix (AAT = U(ZETHUT)
V :n % nOrthogonal matrix (ATA = V(ZITDVT)
L:m = n Diagonal matrix

Wherein u _ 447 and 47 means a transposed matrix of the matrix.4 and column vector
of the eigenvectors =: corresponding to the 447 of eigenvalue 4 and satisfying equation (3),
Also 4' 4 means column vector of the eigenvectors *: corresponding to the eigenvalue 4.
And I is a diagonal matrix to 4 of eigenvalues as diagonal elements.

FromWx= Adx to (W-=-Ax=10 ?3)
ifws= [: :;] then
w-n=["% " ]=0
Wherein, the similarity between the words is calculated as the similarity between the
row of the & = £ matrix, and similarity between the document use the £ = ¥T matrix. This
research is analyzed by using the £ x ¥Tmatrix and the v = £ matrix. The classification
matrix was applied to the cosine similarity as shown in equation (4).
X =X, X2, X3, -0 Xpy
V= Yi.¥a. ¥ae i W

:I'I._ X; X i
cos(X,Y) = =l Y

V2L () % B (v)? ()

2.5. Tf-idf Weight

Term Frequency (TF) represents the number of times the word appears, document
Frequency (DF) represents the frequency of the article. Inverse document frequency (IDF)
denotes the inverse document frequency. Equation of IDF is shown (5). In general, if the
importance of a word to express a numerical value shall apply tf-idf.
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N

afe (5)
N

df,

idf, = log(

Wf,d - log(l + tﬂ,d) X log(
(6)

3. Crime Data Analysis System Model

3.1. The Structure of the Proposed System

The proposed system in this paper is to extract the SNS data and unstructured data
related to digital forensics and to provide the location and other related information of a
criminal. From the overall architecture, Data Extractor and Algorithm module are shown
in Figure 2 [1].
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Figure 2. The Structure of the Proposed Model

This system consists of Data Extractor, RDB, Ul, Ul Manager, Algorithm module. And
the propose system is divided into two phases.

Phase 1 is shown in Figure 3. Similarity among documents, this is to do document
similarity between each, using the data stored in the Data Extractor when a new document
is added.
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Figure 3. Similarity among Documents

Phase 2 is shown in Figure 4, Similarity between words and documents, this is to
obtain a similarity between words and documents when a new word is added.
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Figure 4. Similarity between Words and Documents

3.2. Data Extractor

This extracts the data in the pattern of Figure 1, in section 2, which is extracted by first
using the Ko-NLP. The Algorithm is shown Figure 5.

Step Contents
[Step 1] Final Ending divided into blocks(EF)
[Step 2] Loop
[Step 3] if NP/NC+ Postposition Particle(Nominative) or
NP/NC+ Postposition Particle(Objective)
Output NP/NC
(The Structured term of related Victims or Offenders)
[Step 4] else Output NP/NC
(The Unstructured term of related Victims or Offenders)
[Step 5] if NP/NC followed by MA
Output NP/NC (The sub-Unstructured term)
[Step 6] until PV/PX/PA comes up to
End Loop

Figure 5. Similarity between Words and Documents

3.3. Algorithm Module

1)  Algorithm Manager: When professional investigator -s and profilers input related
data into the Search word field of the Ul, Algorithm Manager sends the criminal data
stored in the DB and the input data of the Ul to preprocessor. When data processor
completes entering and processing of the data, it delivers the classified data and Ul input
data to the LSA Engine.
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Figure 6. Algorithm Manager
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2) Data Preprocessor: The data received from the DB is loaded into memory as the
basic array type.

This system consists of unstructured data integration and structured data integration of
Data processor integrated and connected as object-oriented structure. Binding Data
combines the integrated and connected data to the vertical and horizontal, as structured
data and unstructured data by using Hash Map.

Figure 7. System Architecture

In Figure 7, the Victim and Offender inherit properties from Person class, and
unstructured and structured data are in index structure as shown in Figure 8.
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Figure 8. Structured-Unstructured Data Loading
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3) LSA Engine: LSA Engine is sequentially recorded in Table Transition for the
data input of Ul by converting the matrix structure and the SVD Processor proceeds a
diagonalization by the SVD Processor in accordance with the result conducted Cosine
Similarity Analysis, determines the degree of similarity, and provides to the end user.

4. LSA-based Test System Implementation and Evaluation

4.1. LSA-Based Test System Implementation

We used eight incidents consisted of structured 131 words and 294 unstructured words
based on the proposed model in this paper.

Figure 9. Example of Data Processor

Figure 9 shows the victim and offender’s information when the user enters the
“BangWha”(The meaning of words is arson). This can be found the motive that revenge
for the penalty for no-show of reservists training in the form of unstructured data. The
result is added into the last column of the Transition Table in addition to the weight [1].
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Figure 10. Example of Transition Table

In this paper, we calculate the SVD in Matlab, as shown in Figure 10, Figure 11,
Figure 12, Figure 13 and Figure 14. Figure 15 shows the results of the Cosine Similarity.

Figure 11. Example of & for SVD
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......

Figure 15. Example of Cosine Similarity

4.2. Evaluation

In this paper, we used Ko-NLP to extract structured and unstructured data management
by storing the extracted data to the DB, and carried the LSA analysis based on the data
stored in the Transition Table when retrieved data for investigators to enter. The final
similarity analysis to implement an effective profiling will be enhanced by using
clustering methods such as unstructured data as well as using only the existing structured
data [1].

Figure 16 is applied structured data only, Figure 17 is the case of applying the
structured data and unstructured data, shown in Figure 18 is the case of applying the
structured data, the unstructured data and the both of structured data and unstructured data.
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Figure 16. Using LSA Comparative Analysis of the Structured Data

In the case of Figure 16, we measured the Singular Value using only structured data. It

is shown the three group (#1, #2, #3~#8).
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Figure 17. Using LSA Comparative Analysis of the Structured Data and the
Unstructured Data

In the case of Figure 17, we measured the Singular Value using only unstructured data.

It is shown the two group (#1~#4, #5~#8).
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LSA Crime Case Analysis
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Figure 18. Using LSA Comparative Analysis of Structured-Unstructured
Data, Unstructured Data, and Structured Data

Figure 18 is a comparison between composite method including unstructured data and
only structured data. Event # 1 to # 4 is different injuries and general criminal homicide,
and we enter the serial murders (the same offender) from Event # 5 to # 9. Case of
structured and unstructured data shows that Event #1 to #4 are a different affinity and
event # 5 to # 9 appears to be the same size. But if we apply only the structured data, it
shows the failure to differentiate event # 3 to # 8. If we use unstructured data only, it is
classified into two group events # 1 to # 4 and # 5 to #9 [1].

Figure 19 shows two words “SangHae(injury)” and “Gwigumsok(jewelry)”, were
reviewed from Figure 20. “SangHae” is applied to all data in structured events # 1 to # 4
and “Gwigumsok” is unstructured data to include only event # 6.
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Figure 19. Data for Word Search

If we review only the structured data, it may not provide event # 6. In addition, if we
apply only unstructured data, we can only provide event #6. If we, however, review of
applying a structured data and unstructured data, the system can check for every case,
event #1 to #4 and #6 [1].
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Figure 20. Compare to Find the Words (2 words)
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Figure 21. Compare to Find the Words (3 words)

This experiment searches for the three words “family”, “blunt”, “unemployed”.
“Blunt” is a word for a serial killer (#5~#8), “family” and “‘unemployed” is the word for
the general crime (#1~#4). Although we do not completely separate the serial killer, we
were able to check between serial killer and general crime in Figure 21.

In this paper, we used the matrix to the truncated SVD, and applied dimension (The
means that the scale in the vector environment). The dimension in the experiment was 4.
Although the higher dimension can increase the degree of match between the selected
words and document, the weights could be reduced for the unselected word. We found
that this disadvantage is the difficulty to provide associative word, and this is expected to
be improved by utilizing machine learning [1].
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5. Conclusion

The existing criminal analysis and statistics were based on the only structured data or a
personal database of investigators, and a statistic data is written by using Boolean Search.
This is a lot of lacking of information as a point of discussing the precise criminal
investigation or criminal correct policy.

In this paper, we propose a system that can be applied to the statistical data and
investigation data. This system responds to the demand of users and can be used in
criminal investigations. It is because using the structured data and unstructured data. We
were able to expand he system used in domestic Korea Information system of Criminal-
justice Services (KICS) of the current [1]. These results can be of assistance to
investigator or profilers need information to provide more accurate information. The LSA
proposed in this paper is to calculate the affinity for the whole word as a Data Mining
Techniques.

In the future, it plans to research by applying fuzzy theory to the analysis of
unstructured data.
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