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Abstract— Small businesses are likely to suffer severely from any disaster. Only
half of businesses had any kind of plan in place to recover from such unforeseen
events. The pain of disaster will be felt not only by the businesses themselves, but by
their customers. Not surprisingly, this lead to a lot of customer loss where they will
switch vendors due to “unreliable business systems”. Business continuity planning
(BCP) is the process of creating systems of prevention and recovery to deal with
potential threats to a company. This summary paper presents an extended model of
JDL BCP by adding two essential levels including machine learning and workflow
integration. The Node-Red workflow integration platform is suggested to be used for
BCP prototyping and recovery.
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1. INTRODUCTION

Business Continuity Planning (BCP) is a proactive planning process that ensures
critical services or products are delivered during a disruption. A Business Continuity Plan
includes [1]:

» Plans, measures and arrangements to ensure the continuous delivery of critical
services and products, which permits the organization to recover its facility, data and
assets.

» ldentification of necessary resources to support business continuity, including
personnel, information, equipment, financial allocations, legal counsel, infrastructure
protection and accommodations.

Having a BCP enhances an organization's image with employees, shareholders and
customers by demonstrating a proactive attitude. Additional benefits include
improvement in overall organizational efficiency and identifying the relationship of assets
and human and financial resources to critical services and deliverables. BCP involves
defining any and all risks that can affect the company's operations, making it an important
part of the organization's risk management strategy. Risks may include natural disasters—
fire, flood, or weather-related events—and cyber-attacks. Once the risks are identified,
the plan should also include [2]:

» Determining how those risks will affect operations

» Implementing safeguards and procedures to mitigate the risks
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» Testing procedures to ensure they work
» Reviewing the process to make sure that it is up to date

BCPs are an important part of any business. Threats and disruptions mean a loss of
revenue and higher costs, which leads to a drop in profitability. And businesses can't rely
on insurance alone because it doesn't cover all the costs and the customers who move to
the competition. There are several legacy techniques where most of the companies follow
to develop kind of a BCP. They include:

» Business Impact Analysis: is to identify functions and related resources that are
time-sensitive.

» Recovery Investigation: is to identify and implement steps to recover critical
business functions.

» BCP Team Creation: A team must be created to devise a plan to manage the
disruption.

» Training and Testing: The continuity team must be trained to go over the plan
and strategies and test them through series of exercises.

With BCP systems, the underlying principle is the creation and maintenance of a real-
time and accurate model of the world. As part of these systems, situational assessment
(SA) is an important component as it combines the numerous data sources, interfaces to
the user and manages data collection and information extraction. In order to ensure the
presentation of a reliable and coherent situational picture to the stakeholders, the BCP
system must not only be able to fuse these data streams in real-time, issuing alerts when
anomalous behavior or a disaster is detected, but also mine the raw data for patterns that
represent information and storing the set of patterns in the knowledge base being
maintained by the system. Fusion is all about delivering management software and
solutions for organizations to achieve enterprise resilience aligned to executive’s fiscal
and fiduciary responsibility, customer commitments, regulatory requirements and
stockholders expectations [3]. Using Fusion Technologies and Models enterprises are
provided with a greater operational resilience by supporting the full risk and continuity
spectrum that today’s businesses need. The fusion platforms eliminates the need for
separate modules across the many areas of risk and continuity management, making it
easy to expand into new areas when ready, operating as a completely integrated program
on a common information foundation. However, the use of a representative fusion model
is important to accomplish accurate risk assessment. There are four fusion models that
have been taken as a lingua franca for data fusion problems including those used for
business continuity planning and learning:

- JDL model [4,5]

- DDF model [6]

- Omnibus model [7]

- Perceptual Reasoning model [8]

However, none of these models deal with multiple data of different types as well as
account for human processing. All these models performs automatic processing of signals
from machines and does not account for human interactions. In a typically fusion
architecture one need to support the role and interactions of users. In this paper we are
proposing an extension to JDL Model where it can support different types of data
integration and user interactions as intrinsic part of the fusion system for business
continuity
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2. EXTENDING THE JDL FUSION MODEL FOR BUSINESS
CONTINUITY PLANNING

The Joint Directorate Laboratories (JDL) which was researched in 1993 came up with
a multi-level data fusion model, primarily focused on military applications. The idea was
that you could look at the state of the world considering different entities as "atomic
units" of your "World View". Level 1 Fusion, for example, was called "Object
Refinement" and was focused on fusing multiple heterogeneous data sources to obtain
information about individual objects (e.g., people, vehicles, buildings, etc.). So-called
Higher Level Fusion dealt with Levels 2-4, which were named "Situation Refinement",
"Threat Refinement", and "Process Refinement". Note, there is a big conceptual jump
from Level 1 to Level 2. Level 1 consists of real, measurable objects that exist in time and
space. The other levels are concepts and exist in "linguistic space"” instead of physical
space. In 1998, the JDL model was upgraded to more general, less militaristic language.
There was also a "Level 0" added. So the levels now were "Sub-Object Assessment",
"Object Assessment”, "Situational Assessment”, "Impact Assessment”, and "Process
Refinement". Sub-Object Assessment referred to using data to resolve things smaller than
individual objects. So it could be an arm, or it could refer to integrating (“fusing™)
consecutive reflected pulses from a radar to form a signal [9]. In 2015, a researcher [10],
extended the four levels JDL model into five level one where Level 5: "User Refinement"
involves humans to be "in the loop" affecting the products of all the lower levels.

However, the increasing amount of information available for business continuity
planning motivates the adoption of machine learning methods for addressing specific
situation assessment or risk. A special focus need to be placed on prognosis, namely, the
capability to estimate and anticipate events of interest regarding assets and production
processes. There lies indeed at the core challenge of business continuity planning from a
data science perspective: data-driven prognostic approaches aim at predicting when an
abnormal behavior is likely to arise within the monitored process, providing further
insights such as its severity and impact on the business performance. For this reason it
becomes particularly interesting to characterize normality properly towards unveiling
degradation patterns or trends. Thus adding a sixth level to JDL to include machine
learning is one of the most important direction for business continuity planning and
learning. The idea of having the sixth level is to characterize behavioral patterns of
interest on the basis of the data monitored from the process or asset under study (training
data) by means of machine learning models. This acquired knowledge can be then applied
to new unseen data (test data) to tackle a wide variety of planning problems, including
prediction, classification and anomaly detection, among others. Furthermore, since data
and services are the most important asset that a business owns, and in today’s climate of
data security and stewardship it’s more important than ever to trace how that data was
produced and the journey it has undertaken through the workflow of services leading to
its present state. What we need in this direction is a strong data and services governance
platform. This platform represent another architectural layer (seventh level) to the JDL
model where the layout of the BCP system is developed as a suite of small services, each
running in its own process and communicating with lightweight mechanisms. The
benefits of level 7 are many, ranging from an increase in development productivity, to
better business-IT alignment, agility, scalability, and technology flexibility. Figure 1
illustrate a schematic view of our proposed extended JDL model with addition of the two
new levels of 6 and 7.
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Fig. 1 Extended JDL Model for Business Continuity Planning and Learning.

In order to contain our illustration on the extended JDL model, we focus on level 7 in
which a business system is observed for the specification, aggregation, and evaluation of
the quality and risk attributes for the services workflows and data integration. Level 7
allows developers to (i) produce architecture models of the system, either manually or
automatically via recovering techniques, (ii) contribute to an ecosystem of well-specified
services workflows and integration, and (iii) continuously measure and evaluate the BCP
architecture of their systems in the ecosystem.

3. BCP DATA, MACHINES AND SERVICES INTEGRATION
FRAMEWORK

When it comes to prototyping BCP systems, Node-RED is an obvious choice. This
flow-based system originally built by IBM enables you to graphically create a flow which
will acquire, process and store your data as well as integrate variety of web services.
Node-RED has many third party contributions which make it easy and fast to achieve
almost any integration task. Workflows offer developers a simple but flexible
programming model at a level of abstraction closer to the domain-specific activities that
they seek to perform. However, languages for describing workflows tend to be highly
complex, or specialized towards a particular domain, or both. There are a large number of
workflow systems designed to work in various scientific domains, including support for
the Internet of Things (10T). Node-RED, which is originally designed to bring workflow-
based programming to 10T and extreme automation. However, the majority of workflow
systems, and specifically systems like Node-RED, are designed to operate in a fixed
networked environment, which rely on a central point of coordination in order to manage
the workflow [11]. However, our extended JDL level 7 presents an approach to workflow
programming which combines the advantages of a declarative workflow description and
web services programming. The workflow execution model is based on a formal model of
computation over web services. The execution environment is implemented on the basis
of a widely adopted runtime platform node.js. Workflow programming benefits from
such an approach in multiple ways, including leveraging a large programming ecosystem
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with many developers, reusable software packages and learning resources; elimination of
shim nodes from the workflow graph; and increased reusability of workflow processing
components. Figure 2 illustrate the notion of using Node-Red for BCP integration.

( Quality and .‘ ' ¥ |
Performance / Packaging l

e Integration and
froi s ';.. ".-i\_ AT
s ‘ Measurements
' ( ) Node Generator,
x (o) Planning/Refactoring/ Backup,
‘ x | ‘ equifinality Restoration and
~ J Cluster Recovery
/5
( for both technical |
Documentation of %
Nodes and Flows a"d Human 1‘ “""""Mm ]
(JSON) | I

% °‘ é&@&

Fig. 2 BCP Integration and Recovery Based on Node-Red Workflow Platform.

At this level the BCP prototyping can be started as well as the restoration and recovery
of the system to its previous status. Based on Node-Red flows we can add nodes for
mirroring, backup and transfer to the fusion cloud workflows database. The authors have
described the details on how to use such integration framework for a typical healthcare
fusion ecosystem in their recent paper [12].

3. CONCLUSIONS

Many business professionals, experts and organizations have turned to the
sociotechnical design concepts, theories, models, tools and methods, to redesign
healthcare systems and processes and to improve business safety and continuity. Given
the complexity of conducting business in the new technological advances, machine
learning and workflow integration are considered to have considerable impact on the
business interoperability of the different business workflow services. This article
described BCP modelling as an extension to the JDL model by adding two additional
levels involving machine learning and workflow integration. The integration level uses
the Node-Red workflow composition ecosystem. The authors are working on prototyping
the extended JDL system as it applied for healthcare BCP fusion modeling.
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