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Abstract 

With the rapid development of computer and information technology, people are 

focusing on how to find valuable information from the vast contents quickly and 

efficiently. As a result, the search engine system is a solution to this problem. However, 

there are few relatively work done in access control for search engine system when 

security is a critical requirement for broader applications of the technology not only in 

the current but also in the future. In this paper, an architecture for enterprise security 

search engine based on role-based access control is presented, and based on this 

architecture the search engine system can not only crawl the documents from the 

controlled resource sites but also can return different searching results from the index 

database according to the user’s different identities and permissions for the same 

keywords. We believe that the proposed architecture is realistic and secure. 
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1. Introduction 

Nowadays, with the rapid development of computer and information technology, 

especially the revolution of Internet technique, people are focusing on how to find 

valuable information from the vast contents fast and efficiently [1]. As a result, the search 

engine system is introduced to meet with this demand for the people. Despite the 

evolution of search engine system to more perfect, there are few relatively work done in 

access control for search engine system, especially the security demands for search engine 

system in enterprise products and enterprise management systems. 

1) Nowadays, the strong demand of people for information is specialization, 

refinement, non-commercial, the strong demand makes the emergence of security search 

engines in professional fields. However, in the approach to search valuable information 

from the vast contents through the resource sites, a key challenge that has not been 

adequately addressed so far is how to generate different results according to the user’s 

different permissions or identities. In other words, most of the existing search engine 

system did not consider the different nature and importance of each user, or treated each 

user evenly. But this is not always the case. For example, the user has the permission 

“read” of the patient’s personal information may be more important than the user has the 

permission “write” to the patient’s personal information. This is because the “read” 

permission usually leads to more information leakage, but the traditional search engine 

system simply ignores this different, hence all the users can search and read the patient’s 

personal information if they use the same requirement keywords to search the patient’s 

personal information based on the traditional search engine system not matter how 

permissions they have. In another case, as we know, most of the administrative operations 

are more sensitive and important than the ordinary ones of general users [2]. Hence, when 

the administrator and the ordinary users search the valuable information through the 
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search engine system based on the same requirement keywords, the search engine systems 

may be only show a small number of results to the general users, while the administrator 

are usually associated with huge amounts of results in order to providing the safety 

mechanism for the enterprise information. However, the traditional search engine system 

cannot do like this because they cannot gain the user’s identities or permissions. 

According to these situations, it has been suggested that the future development of search 

engine system will largely depend on the availability of novel methods for ensuring the 

people obtain different resources according to their different permissions or identities 

when they use the search engine system. 

2) On the other hand, the traditional search engine system also cannot crawl the 

documents from the controlled resource sites, especially when the resources are in the 

enterprise interior, Internal campus network and so on because different enterprises or 

organizations need to assign different access permissions for the different user groups 

according to their own interests or other resources on the site in the implementation of 

access control. In this situation, the original resources cannot be crawled for the 

traditional search engine system. Therefore, it is very necessary to design a 

comprehensive access control mechanism that is general and flexible enough to reflect 

and cope with the special access control requirements associated with the search engine 

system, especially for specific applications where security is a critical requirement, such 

as the applications in insurance company and bank or in enterprise interior. 

To this aim, in this paper, we introduce a role-based access control (RBAC) [3,4] 

architecture for enterprise security search engine system which uses single sign on [5] 

technique and role based access control policies to provide scalable and efficient access 

control services for controlled resource sites and different users in order to find different 

searching results according to the users’ different identities or permissions. The remainder 

of this paper is organized as follows. We discuss related work in Section 2. The 

limitations in existing application of search engine system drive our motivation and 

Section 3 presents the role-based access control architecture for the enterprise security 

search engine system, and discusses why introduce the single sign on strategy and how to 

integrate role-based access control policies into the enterprise security search engine 

architecture. Finally, Section 4 provides some insight into our ongoing and future work. 

 

2. Related Work 

A search engine system is an information retrieval system designed to help people find 

valuable information from the vast contents that were stored on the resource sites or on 

the Internet fast and efficiently [6]. The search results are usually presented in a page hits 

list. A web search engine system is the most public, visible form of a search engine 

system which searches for information on the World Wide Web [7]. In this web search 

engine system, a crawler will fetch as many documents as possible from the resource sites 

firstly. Secondly another indexer program will read these fetching documents and create 

an index based on the words contained in each document which will be stored into an 

index database in order to provide for the searcher to search results according to the user’s 

requirement keywords. Each search engine system uses a proprietary algorithm to create 

its indices such that, ideally, only meaningful results are returned through searcher for 

each query. According to the way of search engine system, the web search engine can be 

divided into three categories: 

1. Selection-based Search System [8]: In the selection-based search engine system, 

user only uses the mouse to invoke a search query in order to search the valuable 

information from the resource sites. In this selection-based search engine system, it allows 

the user to search the internet for more information about any requirement keywords or 

phrase contained within a document or webpage in any software application on his 

desktop computer through the mouse. For example, people can find some shortcuts 
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information such as images, videos, local, shopping, audio and so on from Yahoo 

shortcuts which is a selection-based search engine system that was first developed by 

Reiner Kraft in 2007. 

2. Web Search Engine System [9]: The web search engine system is designed to 

search for information on the World Wide Web according to the user’s requirement 

keywords. The results of the web search engine system will be presented by a line of 

results pages which may be a specialist in the web pages such as images, information and 

other types of files. Some search engine systems also can mine available information from 

databases or open directories. Unlike web dictionaries, which are maintained only by 

human editors, search engine system also maintains real-time information by running a 

web crawler algorithm. 

3. Meta-search Engine System [10]: The meta-search engine system is a search tool 

that makes use of other search engine systems. In this search engine system, it gets the 

users’ requirement keywords firstly and send users requests to several other search engine 

systems or other databases. Finally, the search engine system will aggregate the results 

into a single list or displays them according to their source from the different search 

engine system.  

While using the search engine system, the goal is to find valuable results exactly equal 

to the users’ requested information, but it is restrained when the search engine system is 

used in the region of Intranet because of confidential need. Firstly, the search engine 

system cannot grasp documents from Intranet for the safety measures. For example, the 

traditional search engine system cannot grasp the resource from the resource sites where 

there is access control information on it. Secondly, the popular search engine system 

treats every user equally that cannot return different results according to the user’s 

different identities and permissions. Hence, in order to overcome these disadvantages, we 

develop the enterprise security search engine system based on role-based access control to 

meet with the special needs in the controlled resources or for the different users’ identities 

or permissions. 

 In the security area, RBAC is the most popular access control model at present, and is 

widely used as an alternative to the traditional discretionary access control (DAC) and the 

mandatory access control (MAC)in enterprise security management and enterprise 

management products[11-12]. In RBAC, a set of permissions is assigned to users through 

roles. This change on how to assign the permissions often reduces the complexity of 

access control because the number of users is generally much larger than that of roles in 

an organization. The most distinctive and important feature of the RBAC is the desire to 

specify and enforce enterprise-specific security policies in a way that maps naturally to an 

organizations structure. Its emphasis on controlling who has access to operations on what 

objects is fundamentally different from information flow security in multi-level secure 

systems, and therefore can support three well-known security principles: least 

privilege[13-14], separation of duties[15]and data abstraction. As a result, RBAC has 

been implemented successfully in a variety of commercial systems, such as insurance 

company and bank, and has become the norm in many applications. Hence, we can 

introduce RBAC architecture for enterprise security search engine system which uses 

single sign on technique and RBAC policies to provide scalable and efficient access 

control services for different users in order to match the safety management of enterprise 

on the controlled resource sites. 

 

3. Preliminaries 

We develop the material in this paper in the context of the NIST standard, the most 

widely known RBAC model [16]. It consists of RBAC0, RBAC1, RBAC2 and RBAC3 as 

shown in Figure 1. The last two incorporate separation of duty constraints. For the sake of 

simplicity, we do not consider sessions or separation of duties constraints in this paper. 
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Definition 1. The RBAC model contains the following components: 

 U, R, P, the set of users, roles and permissions respectively; 

 PA R P  , a many-to-many mapping of permission to role assignments; 

 UA U R  , a many-to-many mapping of user to role assignment relationships; 

 UPA U P  , a many-to-many mapping of user to permission assignments;  

 _ ( ) { | ( , ) }auth perm R p P p R PA   ,the mapping of roles onto a set of permissions;  

 RH R R   is a partial order of R called the role hierarchy or role dominance 

relation, also written as ≽, where r1 ≽ r2 only if all permissions of r2 are also 

permissions of r1, and all users of r1 are also users of r2, i.e., r1≽ r2 ⇒ auth_perm 

(r2) ⊆auth_ perm (r1). 
 

 

Figure 1. The Components of RBAC Model 

Figure 2 depicts the architecture for the enterprise security search engine based on 

RBAC. We use the dashed rectangular frame to denote the traditional structure of the 

search engine system, the major RBAC model and single sing on model of the enterprise 

security search engine system are represented in real line rectangular frame. The RBAC 

architecture for the enterprise security search engine contains the following components: 

1) Crawler Model: A crawler is a computer program that browses the information in a 

methodical, automated manner or in an orderly fashion from the resource sites. As the 

crawler visits these URLs, it identifies all the hyperlink in the page and adds them to the 

list of URLs to visit. In the traditional search engine system, crawler is mainly used to 

create a copy of all the visited pages or resources from the resource sites for later 

processing by a search engine system. When the search engine system obtains the crawled 

resources, it will index the download pages or resources to provide fast searching for the 

people obtaining valuable resources from the vast contents according to the requested 

keywords. However, with the rapid development of information technology, there is 

existing vast information deployed in enterprise management products. In this situation, 

security failures can disrupt an organization’s operations and can have financial, legal, 

human safety, personal privacy and public confidence impacts. Hence the enterprise needs 

to apply the access control mechanism to control the actions, functions, applications, and 

operations of legitimate users within an organization in order to protect the integrity of the 

information stored within the system. However, as organizations increase the 

functionality and information offered on internal and external networks, controlling 

access to information and other resources becomes more complex and costly. In these 

access control model, RBAC is a relatively new access control system that maps to 

organizational specific structures in a way that reduces direct and indirect administrative 

costs and improves security. Hence, we can introduce the RBAC model into the search 

engine system to protect the security of the information in the enterprise. 
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Figure 2. A Role-Based Access Control Architecture for Enterprise 

Security Search Engine System 

According to this situation, the traditional crawler cannot gather documents from the 

controlled resource sites. Furthermore, the different users in the enterprise security 

management products will have different identities and permissions when they want to 

search information from the controlled resources. In other words, the different users need 

search different results according to their different identities and permissions. According 

to this, in RBAC architecture for the enterprise security search engine system, the crawler 

model needs to get the sites’ different authentication information in order to login in the 

different resource sites to grasp the resources firstly. Furthermore, the crawler also needs 

to obtain the different user’s identities in order to gather the different resources according 

to the users’ identities and permissions. Here, the crawler will crawl the resource site from 

the home URL of resource website home page according to each resource site registration 

information from the database server. The process of crawler can be decomposed into two 

types: 

 According to the public resources, crawler finds all the public resources from the 

initial URL link of the resource website home page, then add all the resources to 

the index file, store in a public document indexing, write all the crawled URL into 

the hash table in order to provide page analysis reference for controlled resources 

packet crawling. Hence, the public resources are no longer analyzed in the 

controlled resource grouping crawler. 

 According to the controlled resources, crawler firstly finds the resource web site 

according to the description information of web site as described in Table 1, 

secondly finds the user group information according to the description information 

of user and user group as shown in Table 2 and Table 3 respectively. Finally, the 

crawler model sends the login parameters to the single on model in order to access 

the controlled resource sites. If the login successful, the crawler model can gather 

the different resources from the different controlled resources sites according to 

the different authentication information that it gets. In the establishment of the 

group index, packet crawling will set ID as a field into index (according to the 

public resources, the value of this field is public). 
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Table 1. The Description Information of Web Site 

 

 

 

 

 

 

Table 2. The Description Information of User 

 

 

 

 

 

 

Table 3. The Description Information of User Group 

 

 

 

 

 

 

2) Analyzer/Indexer Model: The purpose of storing and index of the search engine 

system is to optimize speed and performance in finding relevant documents according to 

the user’s identities based on the search requirement keywords. Without an index, the 

search engine system would scan every document in the corpus, which would require 

considerable time and computing power. For example, while an index of 10,000 

documents can be queried within milliseconds, a sequential scan of every word in 10,000 

large documents could take hours. Hence, when the crawler obtains the different 

documents from the different controlled resource sites or public resource sites, the 

analyzer and indexer model will collect, parse, and construct the index on the resources 

according to the documents and the different user’s identities information. Finally, the 

documents will be stored into the index database for searching according to the different 

user’s authentication information. Thus, RBAC architecture for enterprise security search 

engine can provide different results according to the user’s different identities and 

permissions. Furthermore, the sensitive information will not only be safety through this 

architecture but also can be crawled by the enterprise security search engine system. 
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3) Searcher Model: A search model is a query that a user enters into the enterprise 

security search engine system in order to satisfy the users’ information demands. The 

steps of the enterprise security search model based on RBAC can be described as Figure 

3. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 3. Steps of the Searcher Model 

4) Access Control Model: The access control model is an interface for the 

administrator representing the access control information for the controlled resource sites, 

users, user groups respectively. As shown in Table 1, the administrator can operate the 

information table on database server to register the description information for the 

resource sites, such as the default user login access website name, the website home page, 

login URL, the access control strategy and the default login parameters. The description 

information of users includes user ID, password, level (for hierarchical access control), 

the user sites such as ID attributes, which a user site ID is founder of the user belongs to 

the website ID, as shown in Table 2. For a site, the number of users may be a lot of, the 

access control policies can be different, but there are always many users have the same 

permissions. Thus the system will have the same permissions to users on the same site for 

the same user group, the description information is shown in Table 3. 

5) Access Database: When the administrator describes the different access control 

information for the resource sites and users, the enterprise security search engine system 

needs store the information into the access control database. The access control database 

will provide the user’s name and password and role information for the crawler in order to 

get the resources from the different controlled resource sites. When the access control 

database receives the user’s name and password from the single sing on model, it will 

check the details of the user according to information which already were stored into the 

access control database and send the results to the single sing on model. 

6) Single Sign On model: Single sign on (SSO) model is an independent software 

system that also a property that has the multiple related with the access control system. 
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SSO is mechanism whereby a single action of user authentication and authorization can 

permit a user to access all computers and systems where he has access permission, 

without the need to enter multiple passwords. As different applications and resources 

support different authentication mechanisms, single sign on has to internally translate to 

and store different credentials compared to what is used for initial authentication. In this 

architecture the single sign on model will receive the information from the requestor or 

crawler and then provide them to the access control database, if the user’s name and 

password are certified, the single sign on model will send the authentication information 

about the user to all the resources site, the authorization information also will send to the 

searcher model in order to get the different results according to the user’s identities and 

permissions. 

 

4. Conclusions 

With the rapid development of computer and information technology, people want to 

search valuable information from the vast contents fast and efficiently. However, it should 

protect the integrity and safety of the information stored within the system at the same 

time when the search engine system searches the valuable information according to the 

users request query where security is a critical requirement. Hence, in this paper, we have 

introduced a role-based access control architecture for enterprise security search engine 

system to solve this problem, the RBAC architecture integrates single sing on and RBAC 

policies not only satisfy the access control requirements about the controlled resources 

site, but also have the merit of searching different resources according to the users 

different identities by employing the single sing on technology. For the future work, we 

will evaluate our technique with others. Moreover, we will utilize the access control 

information to further protect the information safety and efficient. 
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