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Abstract

New research opportunities are emerging as Wireless Sensor Networks (WSNs) are
penetrating into the industrial domain; one such prospect is within time synchronization. For
the operation of WSNs, partial or full time synchronization is needed. Time synchronization is
very important in a distributed WSN for the purpose of data fusion, time interval calculation,
context-free access to radio channel, coordination, event ordering and power management.
This paper proposes a novel distributed time synchronization protocol for WSNs, which
compensates for the nondeterministic delays by estimating the uncertainties in the
synchronization packet delays. The main idea is to minimize the uncertainties in the
synchronization packet delays to achieve a synchronization scheme that is accurate, efficient
and has a low communication overhead. An average per hop synchronization accuracy of
2.4µs has been achieved.
Keywords: Communication Overhead; Non-deterministic Delays; Packet Delays;
Timestamp; Time Synchronization; Wireless Sensor Networks

1. Introduction
Time synchronization of the nodes has been an open research issue in WSNs [1]
having a very long history, which is very important for energy conservation [2]. Over
the past few decades, different mechanisms and algorithms have been extensively
proposed and used. Many protocol design and application implementation requires
precise time, for example, data fusion, data suppression, data scheduling, performing
acoustic ranging, etc. WSN nodes consist of numerous tiny radio devices equipped with
tiny sensors that are typically battery powered. Due to continuous technological
advancements, hardware is becoming cheaper and hardware power consumption is
decreasing, which both make WSN increasingly more viable for use in real -world
applications. Currently, WSNs is widely employed for various applications such as
monitoring [3-6], surveillance [7-9], industrial and process automations [10], etc.
WSNs have several distinctive characteristics that often prevent the use of existing
time synchronization protocols in this field. First, the time synchronization scheme
must be implemented in an energy-efficient way as the amount of energy available to
the sensors is limited since they are battery powered. Second, wireless communication
has limited bandwidth which restricts frequent message exchanges among the sensor
nodes. Therefore the synchronization protocol must have a low communication
overhead. Third, sensor nodes are very small in size thus posing limitations on
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computational power and storage space. Although using GPS provides high
synchronization accuracy, its drawback is that it consumes a large amount of power
making it unsuitable for WSN application. Network time protocol (NTP) is also
infeasible as it does not scale well for WSNs and is intended for traditional computer
networks.
In order to facilitate time synchronization, two different approaches exist [1]: First Distributed clocks can be synchronized to an actual time standard like Universal
Coordinated Time (UTV), referred to as physical clock. Second - Distributed clocks can
be relatively synchronized to one another, referred to as logical clocks. Synchronization
is usually based on some sort of message exchange among sensor nodes. However,
these message exchanges that take place during synchronization are subje ct to
numerous nondeterministic delays, which in terms of end-to-end single-hop
transmission include the send time, access time, transmission time, propagation time,
reception time and receive time.
The problem of time synchronization consists of giving all the nodes of the network a
universal time scale to operate. This universal time scale is generally achieved by
occasionally synchronizing the clock at each node to a reference time source. The local
time seen by each constituent of the system is therefore approximately the same. In
order to achieve time synchronization in WSNs, the following four challenges have to
be faced; nondeterministic delays, drift, robustness, and convergence speed. However,
the focus of this paper is the nondeterministic delays. There are various sources of
message delivery delays in WSNs and can be of magnitude larger than the required
precision of the time synchronization. Hence, compensating for these delays will result
in improved synchronization accuracy. Reference [11] describes the components of
message latency that is comprised of 4 distinct components plus the granularity of the
node's clocks. First, send time is the time used to assemble and issue the send request to
the MAC layer on the transmitter side. Second is the access time, which is the delay
incurred waiting to access the transmit channel up to the point when transmission of the
packet begins. Third, the transmission time is the time taken by the sender to transmit
the message. This time depends on factors such as the length of the message and the
radio speed. Fourth, the propagation time which is the time it takes for the message to
be transmitted from the sender to the receiver once it has left the sender. Fifth,
reception time is the time taken for the receiver to receive the message and is same as
the transmission time as shown in Figure 1. Sixth is the receive time, which is the time
taken to process the incoming message and to notify the receiver.
Sender:

send

access

transmission

propagation
Receiver:

reception

receive

Figure 1. General wireless message delivery decomposition
This paper describes a time synchronization scheme which estimates and
compensates for the nondeterministic delays using sensor nodes comprising of Arduino
Mega 2560 microcontroller in conjunction with the Nordic NRF24L01+ radio module.
The scheme is based on the sender-receiver synchronization employing a single radio
message exchange, also allowing for multi-hop synchronization.
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The rest of the paper is organized as follows. Section 2 summarizes the related
works. Section 3 presents the proposed scheme, which is the non-deterministic delay
estimation and compensation scheme. The implementation results and discussions are
presented in Section 4. Finally, Section 5 briefly summarizes the re sults obtained and
proposes potential research directions.

2. Related Work
Typical time synchronization algorithms in WSNs include reference broadcast
synchronization (RBS) [12], timing-sync protocol for sensor networks (TPSN) [13] and
flooding time synchronization protocol (FTSP) [14].
The RBS [12] protocol is based on the receiver-receiver synchronization technique
that synchronizes a cluster of wireless sensors within transmission range of the
reference sensor node. A third party broadcasts the reference beacon to all the receivers
in range. The receivers timestamp the time when the reference beacon is received and
hence all the receivers exchange this time information with their neighbouring nodes,
which is sufficient information to be able to calculate the offset and synchronize their
local clocks. This method eliminates the send time and access times associated with
packet delay, however the propagation time and receive time uncertainties still exis ts. A
synchronization accuracy of 11µs has been reported for the RBS method implemented
on Berkeley motes.
TPSN [13] is a timing synchronization algorithm for sensor networks based on the
sender-receiver synchronization comprising of two phases: a level discovery phase and
a synchronization phase. The whole network is structured into a hierarchical tree
topology with the master node at its core in the level discovery phase. Using the
classical sender-receiver handshake exchange, the pairwise synchronization is then
performed along the branches of the hierarchical structure in the synchronization phase.
To reduce message delivery non-determinism and improve synchronization accuracy,
TPSN uses MAC layer time stamping. This method has been developed as a flexible
extension of NTP for use in WSNs; however there are few limitations to this approach.
The average single hop accuracy of the TPSN method reported is 16.9 µs.
FTSP [14] is a multi-hop sender-receiver synchronization method aimed for resource
limited wireless platforms requiring stringent accuracy, using low communication
bandwidth. MAC-layer time stamping has been utilized together with error
compensation including clock skew estimation. The FTSP method records multiple
timestamps on both the sender and receiver, which are made at each byte interval after
the SYNC bytes as they are transmitted or received. Several mechanisms are also used
to provide robustness against node and link failures. However, it employs a single radio
message with only the final error corrected timestamp embedded in it. The method was
tested on the Berkeley Mica2 platform and with only 6 timestamps, the average and
maximum per-hop synchronization errors were 1.4 µs and 4.2 µs respectively.
To mention, a few other time synchronization protocols reported are on-demand
synchronization (ODS) [15], clapping and broadcasting synchronization (CBS) [16],
delay measurement time synchronization (DMTS) [17], Pairwise lightweight protocol
[18], energy efficient and rapid time synchronization (EETS) [19], time diffusion
protocol (TDP) [20], global clock synchronization (GCS) [9], average time
synchronization (ATS) [21], and consensus clock synchronization (CCS) [22].
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3. The Proposed Packet Delay Estimation Scheme
The main goal of the proposed scheme is the estimation and compensation of the
nondeterministic synchronization packet delays in order to achieve higher
synchronization accuracy. This proposed scheme also employs only a single radio
message to synchronize a node's local clock thus also accounting for an energy -efficient
and low communication overhead system. The sensor nodes used for this research
consists of the Arduino Mega 2560 microcontroller together with the Nordic 16MHz
NRF24L01+ single chip 2.4GHz radio module operated at a speed of 250kbps. The
radio module comes with an embedded baseband protocol engine, which makes it
suitable for low power wireless applications. Having a power down current of 900nA,
the module can be configured in various other modes such as receive (RX) mode,
transmit (TX) mode, standby-I mode and standby-II mode.
3.1. Proposed system architecture and operation
The overall architecture of the proposed system is shown in Figure 2. Upon
initializing, the reference node will request the user to enter the password to gain access
to the system. For user friendliness, the keypad and LCD are connected to the system.

Keypad

LCD

Arduino Mega 2560

Slave Nodes

Ethernet

NRF24L01+

Reference Node

Figure 2. The proposed system architecture
The user enters the password using the keypad and if the correct password is entered,
the user will then be given the option whether he/she wishes to enter the time
information manually using the keypad or wants to have it done automatically. If
manual option is selected, the user will be guided through to enter the time and date
information. If the automatic option is selected, the node will retrieve this information
over the internet using the Ethernet shield. The user also has the option to change to the
desired time zone. Once the time and date information is available to the reference
node, it will then synchronize its local clock using the information obtained. After
which, the reference node proceeds to send the time stamped information to the slave
nodes for the purpose of time synchronization. Other required tasks can also be carried
out.
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3.2. Synchronization message packet layout
The synchronization message packet layout is one of the important factors that assist
in the compensation of the estimated nondeterministic delays in the wireless message
delivery. Although the Arduino Mega 2560 microcontroller unit (MCU) has inbuilt
timers, a new timer was developed that is capable of keeping track of the date and time
information to the accuracy of one clock cycle, that is 62.5ns. Figure 3 shows the
general packet layout of the radio message that has been employed where Preamble is a
bit sequence used to synchronize the receiver demodulator to the incoming bit stream
while Address is the receiver address. The Packet Control Field (PCF) consists of the
Payload Length (6 bits), Packet Identification (PID, 2 bits), and the No
Acknowledgement Flag (1 bit). The payload contains the timestamp information.
Finally, Cyclic Redundancy Check (CRC) which is a mandatory error detection
mechanism in the packet and is calculated over the address, Packet Control Field and
Payload.
Preamble
1 byte

Address
5 bytes

PCF
9 bits

Payload
20 bytes

CRC
1 bytes

Figure 3. The synchronization radio message packet layout
The payload containing the timestamp information comprises of the year, month,
day, hour, minute and seconds that are all 2 bytes long. For the year 13 is used to
represent 2013. Then we have the millisecond which is 3 bytes long followed by the 5
bytes TCNT1 value, which contains the 16 bit Timer1 clock count information.
3.3. Transmitter packet delay estimation
The proposed scheme intends to minimize the uncertainties in the synchronization
packet delay by estimating and compensating for these nondeterministic delays. In
order to achieve this, the timing sequence diagram for the NRF24L01+ radio module
shown in Figure 4 has been thoroughly investigated and studied.
TIRQ

>10µs
TUL
PTX SPI

Tstdby2a

TOA

UL

IRQ

PTX CE
PTX IRQ

PTX MODE

Standby-I

PLL Lock

TX

Standby-I

Figure 4. Timing sequence of the NRF24L01+ radio module
The Enhanced ShockBurst mode with its timing controlled via the Data and Control
interface has been used together with no acknowledgement. The terms PTX refer to the
Primary Transmitter, PTX CE is the Chip Enable pin, PTX mode indicates the mode in
which the transmitter is at various stages, PTX IRQ is the interrupt pin, T UL is the time
taken to upload the payload to the PTX FIFO and T OA is the time taken to transmit the
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radio message over the air. T stdby2a is the time taken for the radio to get into transmit
mode while the T IRQ is the time taken for the interrupt to be generated after the data in
the PTX FIFO has been transmitted over the air.
Time stamping is performed at the MAC layer and the uncertainties in the PTX are
estimated and added to the timestamp just before the packet payload is uploaded to the
PTX FIFO . The total transmitter delay, comprising the send, access and tr ansmission
time, is given by Equation 1. Where PDT refers to the transmitter packet delay in
number of clock cycles, TCE is the duration for which the PTX CE pin is low and Tt refers
to the software processing time of the transmitter.
PDT 

1000 
 TCE  Tstdby2a  TOA  TIRQ  Tt 
T

62.5  UL

(1)

Several experiments were conducted to determine the parameters in Equation 1. Low
level programming to output high and low at the MCU output pin as the payload upload
started and finished at the PTX FIFO was used and the oscilloscope was used to measure
the time taken for different payload size. The result was thus analyzed and the equation
to estimate the payload upload time (T UL in µs) for different payload lengths was
obtained as given in Equation 2.
TUL  2.06( PL)  20.48

(2)

The value of T stdby2a is given to be 130 µs [23] while T IRQ for air data rate of 250kbps
is given as 17µs. An oscilloscope has been used to measure the time taken from the
time when the PTX CE pin goes high to the time when the interrupt on PTX IRQ pin goes
high. The value of the transmission time over the air, TOA (in µs) was thus obtained by
subtracting the values of T stdby2a and TIRQ from these measured values and is given by
Equation 3.
TOA  32( PL)  260.15

(3)

The time for which the PTX CE pin is low was measured using the oscilloscope and it
was found to be a constant value of 21.12µs. The software processing time of the
transmitter, T t, is the time taken to execute Equation 4, which is the compensation of
the nondeterministic delays and is executed after the time stamping. It involves addition
of the estimated uncertainties to the timestamp data. The TCNT1 is a 16 bit register,
however the clock count for each cycle is restricted to 64000 clock cycles, which
corresponds to 4ms.
TCNT1  TCNT1  PDT

(4)
3.4. Receiver packet delay estimation
The receiver delay uncertainties accounts for the propagation time and the receive
time which includes the time taken to validate the received message. The reception time
is the same as the transmission time and has already been compensated for at the
transmitter. The total receiver delay is given by Equation 5. On the primary receiver
(PRX ), the time difference between the PTX IRQ and the PRX IRQ denoted as T IRQ , gives
the propagation time inclusive of the time taken to validate the received message. This
value is independent of the message length; however it varies due to interference
present from other sources and other tasks that are being run on the nodes at that
instance. The average time was found to be 6.185µs with the worst case error of
0.575µs.

108

Copyright ⓒ 2014 SERSC

International Journal of Control and Automation
Vol.7, No.4 (2014)

PD R 

1000 
 TINT  Trecv  Tr 
T

62.5  IRQ

(5)

At the receiver, time stamping is performed as soon as the r adio message is validated
and available in the PRX FIFO, which is when the PRX IRQ interrupt is generated. An
interrupt was generated on the MCU using this interrupt pin to read the time at which
the message is received. However, time (T INT) is taken for the MCU interrupt to be
generated from the time the PRX IRQ pin interrupt is generated. A hundred samples of
this time were recorded using an oscilloscope and an average value of 3.90µs which is
approximately 63 clock cycles was obtained having the worst case error of 0.40µs.Upon
performing time stamping, the message is read by the MCU from the PRX FIFO . Another
timestamp is taken upon successfully reading the message in order to determine the
time taken to receive the message, T recv. Tr is the software processing time of the
receiver that is the time taken to execute Equation 6, that is adding the receiver
uncertainties to the TCNT1 value of the timestamp received from the transmitter. And
finally the slave nodes local clock is synchronized with this modifie d timestamp value,
which compensates for both the transmitter and receiver synchronization packet delays.
TCNT1  TCNT1  PDR

(6)

4. Results and Discussion
The proposed method was implemented on the nodes and experiments were carried
out in order to determine the synchronization accuracy of the system. All experiments
were carried out in an indoor environment with the presence of interference from Wi -Fi
and other radio frequency devices while running multi-tasks to considering the real time
environment. The results are also subject to clock drift and skew as compensation
algorithm was not implemented. First, only two nodes were used with one being the
reference node and the other being the slave node. The receiver node starts off by
initializing the radio module and then it waits for the sender’s radio message containing
timestamp to synchronize its local clock. On the other hand, the sender node also starts
off by initializing the radio module. It then starts to send the time stamp message over
the radio to the receiver(s) after every 10ms for the purpose of testing the
synchronization accuracy. Software algorithm was written, for both reference and slave
nodes, to output high at one of the MCU outputs at every timer overflow interrupt.
These two output pins were used to measure the synchronization accuracy using an
oscilloscope. The experiment was then also carried out for double and triple hops.
Two hundred samples of the synchronization accuracies for single, double and triple
hops with all possible payload lengths were recorded and analyzed. The results for the
average single hop synchronization accuracy is summarized and compared with other
typical time synchronization algorithms as shown in Table 1. The average and the worst
case synchronization accuracies are shown in the graph of Figure 5.
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Table 1. Comparison of the proposed method with other typical time
synchronization protocols in WSNs

Average error (in µs)
Worst case error (in µs)
Best case error (in µs)
Percentage of time error is less
than or equal to average error
Energy Efficiency
Complexity

Proposed
Method
2.20
4.64
0
56
High
High

TPSN

RBS

16.9
44
0
64

29.13
93
0
53

High
Low

High
High

9

Synchronization Accuracy (us)

8
7
6
5
Average Synchronization Accuracy
Worst case Synchronization Accuracy

4
3
2

1

1.5

2
Number of Hops

2.5

3

Figure 5. Graph showing the average and worst case synchronization
accuracies of the proposed synchronization scheme

5. Conclusion
This research paper proposed a novel clock synchronization scheme, which takes into
account the nondeterministic delays. The nondeterministic delays have been estimated
and compensated for; achieving a synchronization scheme that employs only a single
radio message to synchronize the slave nodes local clock having enhanced
synchronization accuracies compared to most representative clock synchronization
protocols such as RBS and TPSN.
Furthermore, since only one-way message exchange is required for clock
synchronization, the scheme significantly reduces the overall energy consumption of
the nodes having a low communication overhead. This is another advantage as wireless
sensor nodes need synchronization protocols that are energy-efficient and utilizes a low
bandwidth. The proposed scheme is also scalable for multi-hop systems.
However, further work is recommended forming the sensor node using Arduino FIO
and NRF24L01+ radio module and evaluating its performance against other existing
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sensor nodes that utilizes XBEE radio, also operating at 2.4GHz frequency band. It is
also suggested that the clock drift and skew algorithms be implemented with the
proposed scheme.
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