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Abstract

With the wide application of probabilistic systems, the research of counterexample
generation for probabilistic system with model checking has attracted wide attention. For
counterexample of complex parametric system, proposes a counterexample generation
algorithm for multiple until constraint formulae of probabilistic computation tree logic act on
continuous time probabilistic model and gives another counterexample computation method
based on automaton theory. At last, the example analysis is given. The theoretical analysis
and example result show that the feasibility and validity of the method.

Keywords: probabilistic system, model checking, until formula, automaton, counter
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1. Introduction

With the increasing complexity of computer hardware and software systems, how to ensure
system accuracy and reliability becomes an increasingly pressing issue. For concurrent
systems, because of its inherent nondeterministic, the problem is more difficult. In the past
few decades, many researchers have made great efforts to solve this problem and have made
important progresses.

In many of the theories and methods proposed for this purpose, the model checking has
become an important mean for its simplicity and high automaton [1] and has got a great
success in verification of computer hardware, communication protocol, software system [2-
5].

As a branch of model checking, the probabilistic model checking technique [6] has been
widely used in many fields, such as communication protocol [7], biological modeling [8] and
so on because of it can describe the random characteristics, time characteristics and spatial
characteristics that exist in system mode [9].

Because model checking can provides counterexample information of properties violation,
so that it becomes an efficient mean for automatic detecting faults. Now, the counterexample
solution method of the probabilistic model property become important research topics that
international experts and scholars interest.

The literature [10] and [11] study the counterexample generation method for continuous
time Markov model and give the comparative analysis of the various counterexample
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algorithms. The literature [12] shows the counterexample algorithm of reachability
probability of until formula under transition step constraint for discrete time Markov chain.
The literature [13] uses probabilistic timed automata as system model, and gives the
counterexample algorithm of until formula property based on weighted directed graph.
Literature [14] expresses the probabilistic timed automata semantic as Markov decision
process, and then studies the counterexample generation algorithm of until formula.

Based on the above literatures, the counterexample solution of probability model is mainly
based on basic probability model and makes the time constraint until formulae as the
properties to be verified. For systems biology, multiple until formulae properties verification
problem of probability model that supporting complex constraint description is widely
researched. The literature [15] aims to stratified continuous time Markov chain model,
validates continuous stochastic logic multiple until formula with transition step time
constraints, puts forward the verification algorithm and gives the description of algorithm
complexity and example analysis, but the counterexample representation and generation
method not be involved.

In this paper, we focus on counterexample solution problem solving, and propose a
counterexample generating method of continuous probability model for multiple until
formulae properties with transition step and transition resource consumption constraints.

The rest of paper is organized as follows: Section 2 presents the necessary background on
probability model with complex parameters. In Section3 introduces the syntax of temporal
logic and semantics of multiple until formulae. Section 4 explains how to solve
counterexample and describes corresponding algorithm. Section 5 gives another
counterexample solution method based on automaton product model. In section 6, the
calculated results of formulae counterexample are given with two methods based on the
specific instance. Finally, in Section 7 we give the conclusions and directions of future
research.

2. Probability model

Probability model checking is based on the construction and analysis of a
probabilistic model and has been widely applied in the analysis and design process of
software and hardware system. The common probability models include Markov chains
and Markov decision processes. These models can be extended in several directions,
including the addition of rewards and continuous time.

Definition 1. A labeled discrete time Markov chain(DTMC) is a tuple M =
(S,AP,L,P) where S is a finite set of states, AP is a set of atomic propositions,
L:S—2* is a labeling function that assigns to each seS a set L(s) of atomic
propositions, and P:SxS —[0,1] is a probability matrix satisfying ZP(S,S') e{0,1} for

s'eS
all se§.

Definition 2. A labeled continuous time Markov chain (CTMC) is a tuple
M =(S,AP,L,R) where R:SxS —R,is transition rate matrix, and other notations are
defined as for DTMC.

Because DTMC and CTMC have no ability to describe the characteristics of resource

consumption in the transition process, so we introduce the definition of Markov reward
model (MRM) based on Markov chain model.
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Definition 3. Corresponding to the DTMC and CTMC, the MRM are called DTMRM and
CTMRM respectively, and expressed as M =(S,AP,L,P,N) and M =(S,AP,L,R,N) where
N:SxS — R, is transition reward matrix, and other notations are defined as for DTMC and
CTMC.

This paper mainly aims at the verification of CTMRM properties. In CTMRM, the
transition probability from state s, to a particular state s, within t time units meets the

exponential distribution and is given by %(Leﬂw) . where E(31)=ZR(5113)
s1 seS’
denotes the total rate at which any transition outgoing from state s, is taken.

3. Temporal logic

In probabilistic model checking process, the property to be verified is generally
described by some sort of temporal logic formula. At present, the temporal logic
applied to discrete model and continuous model include probabilistic computation tree
logic (PCTL) [16] and continuous stochastic logic(CSL) [17] and so on. Among them,
PCTL, as a branching time temporal logic, introduces probability operator on the base
of computation tree logic, which can achieve quantitative validation analysis of the
model property.

Definition 4. The syntax of PCTL is defined as the state formulae set ¢ and the path

formulae set ¢, as follows:
¢ =true|f |4 A, |ﬁ¢|PAp ()
=l ¢|¢1 U¢2 |¢1 U &,

Where pe[0,1]be a real number, f € APbe a atomic proposition, A e{=<>,><}be a
comparison operator, and nc R, a nonempty transition step interval. We use 4,4, ,...
for state formulae and ¢, ¢,,... for path formulae.

Because of PCTL path formulae have the limitation that any temporal operator must
follows a state formula and do not have the ability to describe the transition resource
consumption in transition process of probability model. Next we introduce improved

probabilistic reward computation tree logic (PRCTL*) which state formulae are defined same
as state formulae of PCTL, which path formulae as follows:

9= bl A, -0|] Lolo Ul o,

Wherenc R and r c R, respectively represent transition step interval and transition
resource consumption interval, [ is next operator, U is until operator. Path formula
¢1U§?11 ¢, asserts that formula ¢, in the current path is satisfied in some state ultimately,

and all states before that state in the path satisfy formula ¢,, and transition step number

of the path is less than or equal to n,;, meanwhile the total resource consumption in
transition process is less than or equal to r;.
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This paper research counterexample problem of state formula P, (¢ U ¢, U2 ---Ui?:j é)

<n <r,
based on single until constraint path formula ¢ UZ! 4, , where A takes the comparison
operator <.

4. Counterexample of until Constraint Path Formula

In order to avoid the complex integral computation in the solving probabilistic
counterexample of single until formulae ¢ U" ¢ and ¢ U" ¢ (h is transition step

constraint and t is time constraint), the general approach is as follows: do discretization
and uniformization pretreatment first, and then transform the original model into
discrete probability model, so the problem solution was transformed into the
computation of counterexample path sets in the corresponding weighted directed graph
using the shortest path algorithm. The complexity analysis and the detailed algorithm
can be found in literature [12]. In this paper, the model pretreatment process method of
CTMRM is similar to the above.

Definition 5. Pretreatment of CTMRM

Let M =(S,AP,L,R,N) be CTMRM, then the model after discretization and
uniformization named uniformized continuous time Markov reward model (UDTMRM).
The structure of UDTMRM is similar to DTMRM and is defined as tuple

(S.AP.LP,N), where probability distribution P,(s,.s,) =S, EG) o
E(s,) max{E(s)}
D R(s;s)=1.

s'eS

Definition 6. Counterexample semantic description of P (¢4 UZ! ¢, U2 ---UZ 4)

<n <n,

For state s in UDTMRM, counterexample semantic of P_ (¢ Ui?ll ¢, U= ---Ui?:_j @) as

<n

follows:
s Py (US4, UZy U )
< prob(s,4 Ut ¢, UZy --- U 4) > p

< Exist the finite path set C asserts that ZProb(a)>p and

oeC

Vo eC,o[0]=s /\0'|=(p/\ pre(O')|¢(p.

Among them, the path in finite path set C must satisfy transition step and transition
consumption constraints of multiple until formulae.

We now present our algorithm based on the counterexample semantic above. The
algorithm proceeds in four steps: First, The UDTMRM is transformed into a weighted
directed graph (WDG). Afterwards, based on WDG, the counterexample evidence paths of
single until formula with transition step constraints are found. Then, we verify the validity of
resource consumption constraint for each evidence path. At last, we calculate the
counterexample path probability and give the final counterexample path set.

Algorithm 1. Counterexample solution algorithm
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1:for(i=1 to k-1)

2: for(each seS) {pn[s][i]=0; }
3:m=1; pr=0; s=sq; s’=null;

4:while (pr<p)

5:{for(i=1 to k-1)

6: {pIm][i]=null;}

7: for(i=1to k-1)

8: {Next: do

9: {pns[i]++;

10: p=SP(s, ¢li],n[i], #li +1], pn[s][i]);
11: if (p==null)

12:  {if (i<>1)

13:  {i--; p'[m][i]= null; s=s’; pn[s][i]++;
14:  goto next;}

15: else break next; }

16: x=first( p); totalr=0; flag=true;
17:  while((y=next( p,x))!=null)
18: {totalr=totalr +R(X,y); X=;
19: if (totalr>r[i])

20: { flag=false; break;}}

21: } While(flag <>true)

22: p'[m][i]=p;

23: s’=s; s=last( p); i++;}

24: pr=pr+ prob( p'Im]);

25: m=m+1;}

26: if(pr>p) return ( p'[A]... o' [Im-1]);
27: else return null;

The basic algorithm for counterexample solution of P. (4 Ut ¢, UZ? ---UZ¥ 4,) is

presented as above. The input include state set S of UDTMRM, state s needed to
verified, transition step constraint array n which length is k-1 and transition resource
consumption constraint array r which length is k-1, and state formulae set array ¢ that
contained in multiple until formula. The output is multiple until constraint formulae
counterexample path set or null set.
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The core algorithm of algorithm 1 is function named SP on line 10, which can return
the next transition step constraint satisfaction path of the i-th single until formula in

multiple until formulae. For DTMC and PCTL state formulae ¢U"¢@ , the core

algorithm can complete the calculation of k shortest counterexample path. The time
complexity of core algorithm is O(hm+ hklog(m/n)), where n and m are the number of

states and transitions, h is the step bound, and k is the number of shortest paths.

5. Automaton Computation Method

In the following, we give the definition of Multi Until Formula Nodeterministic Finite
Automaton (MUFNFA) by the semantic analysis of multi until formula of PRCTL* and give
the example description.

Definition 7. NFA

NFA is a quintuple B=(Z,Q,Q,,0,F), wherein X is a non-empty finite alphabet, Q
be a finite state set, Q, = Q be initial state set, 0:QxX — 2% be transition function,
F < Q be terminated state set.

Definition 8. MUFNFA

For path Formulag= f, U f, U---U f,, the corresponding automaton named MUFNFA is
expressed as B, =(£,Q,Q,,5,F) . Where alphabet £ =2t""%"% ' Q={q,,q,,...0;, 0,1},
{0, L} is absorbing states set, the initial state set Q,={q,} , and terminate state set
F ={q,}. For the input letter a, if 0<i<k-1andi< j<i+1, then when f, ea, transition
function 5(q;,a) ={q;,q;}, when f, ¢a , 6(q;,a)=L.

Example 1 MUFNFA example

Figure 1 is the corresponding MUFNFA of multi until formula f, Uf,, where q, is the
initial state and g, is terminate state.

Figure 1. NFA of formula f, Uf,

Next, we give the formal definition of product model M xB, of nondeterministic
finite automaton B, corresponding to the multi until formula and DTMRM ™ .

Definition 9. Product model
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Let B(p:(Z,Q,QO,é,F) be the corresponding nondeterministic finite automaton of
multi until formula ¢, M =(S,P,AP,L,N,v) be a DTMRM, then their synchronization
evolution product model denoted by M x B, =(S*, P*, AP*, L* N*v*.

The symbols of M x B, are described below.

State set is expressed as:

s*={s*=(s,0)[s=eS ~q<Q},

Transition probability is expressed as:

p(s,ns’) if d; €d(q;,L(s?)
0 otherwise

p*((S,qi),n,(s',qj))z{

Labeling function is expressed as:
L*(s)U{accept} if g NF=J
L*(s,q,) =19 if Leq,
L*(s) otherwise
Atomic proposition set is expressed as:
AP*= AP U{accept}
Transition consumption is expressed as:
N*(S*xS*)=N(SxS)
The initial distribution set is expressed as:
v(s) if o(q,,L(s
yr(s.q) - [V if 4e 8 L)
0  otherwise
For DTMRM M and given PRCTL™ multi until formula ¢ = f Uy f,U%---f, where
n, =[n;,n,] and r=[r,r ], the computation method of formula satisfiability
probability for specified state s in DTMRM as follows:

First formula ¢ is represented as nondeterministic finite automaton B, , making it as

receivers of path set of original DTMRM, and then constructs product model of original
DTMRM and nondeterministic finite automaton, and then calculates the accepting
states reachable probability starting at some product model initial state s* in specified

constraints of product model, viz. PV (p)=PY*®(0"accept) *®. Then, we can use the
corresponding method to solve the counterexample path sets.

6. Example Analysis

In this section, we give the detail descriptions of counterexample set generation process
according to two methods mentioned in the above paragraphs, that is the counterexample
solution algorithm and reachability probability calculation method based on automaton
product model.
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Now, consider the initial state of UDTMRM and the formula P, (a3, bUZ, cUZ, d)

<40 <20
to be verified in Figure 2, we give the detail description of the formula counterexample
generation process by counterexample solution algorithm. In this paper, we do not specify the
weighted directed graph of model.

Figure 2. An UDTMRM example

The path sets p, , probability value, transition step and transition resource
consumption that satisfy until formula of P (aU3, bUZ, cUZ, d) as follows:

<20
For formulaaUb:
Po =5,5,t, =0.045, transition step is 2 and transition resource consumption is 25;
P, =5,5t =0.05, transition step is 2 and transition resource consumption is 35;
P, =5,5,5,t, =0.06, transition step is 3 and transition resource consumption is 45;
P; =5,55,t, =0.1, transition step is 3 and transition resource consumption is 40;
P, =5,5,t, =0.075, transition step is 2 and transition resource consumption is 20;
For formula bUc:
ps =tt, =0.2, transition step is 1 and transition resource consumption is 10;
p, =tt, =0.8, transition step is 1 and transition resource consumption is 10;
p, =tt; =1, transition step is 1 and transition resource consumption is 15;
For formula cUd :
ps =t,t. =1, transition step is 1 and transition resource consumption is 10;
P, =tt; =0.2, transition step is 1 and transition resource consumption is 15;

Py =ttt =0.4, transition step is 2 and transition resource consumption is 25;

o =ttt =0.4, transition step is 2 and transition resource consumption is 18;
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Combining with the constraint conditions of the multiple until formula, the ultimate
evidence paths in counterexample sets include:

PoPsPs = SeStt,ts =0.009 ;

PoPsPs =SSttt =0.0072;

PoPsPrr =SSttt =0.0144;

PaPsPu = SSbLttt. =0.03;

PPs P =SSttt =0.016;

PaPsPs =SS,LLt, =0.015;

PLPsPs =SSttt =0.01;

PLPsPs =SSttt =0.008;

Final, we can get the counterexample path sets that are all greater than 0.05 and the

counterexample path set whose path number is least and whose probability sum is
biggest is (S,S,t,tt,ts, SpS bttt S,S,0tt. ). The path set probability sum is 0.061.

Now, based on computation method provided by this paper we give the detailed
description  of  calculation  process of multi until  probability formula

P(s,,aUZ, bUZ, clUZ, d) for the system model in Figure 2.

First, for multi until formula alUbUcUd , we construct nondeterministic finite automaton
which can be shown in Figure 3, then construct the synchronous evolution product model
with original DTMRM model in Figure 2. The product model are shown in Figure 4, where
initial state set is {s,q,} , accepting state sets are respectively {t,q,}, accepting state set are
distinguished by dashed line ellipse and the states including L and the transitions related with
1 are all omitted.

Figure 3. NFA of formula aUbUcUd
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(0.2,15) (1,25

\: t504 R
(1,100 ~°~°
{d,accept}

Figure 4. Product model of DTMRM and aUbUcUd

Second step, we find the formula satisfying path sets of product model.

For product model of Figure 4, the satisfying path set of path formula alUbUcUd starting
at the initial state be expressed as:

{(559) " (5,96 )(5,00) * (5,0,) (1.9, ) (50, ) (6643 (L, );

(Solo)" (8,96 )(S,80) * (5,0,) (1,1, ) (t3005) (850, );

(SoTo) " (8,96 )(S,G) * (5,0,) (1,01, ) (£, ) (1,013 ) (t:1,);

(So8o) " (8,96 )(S,0) * (8,0,) (1,9, ) (t, 05 )(t: 1, );

(Solo) " (S10)(S,G0) * (8,6 ) (1,0, ) (£, ) (t: 85 ) (851, )

(Solo) " (8100 (S,G) * (8,6, ) (1,0, ) (t:005) (5L, );

(Solo)" (8,66 )(S,0) * (5,0, )(t 0, ) (£, )(t,03 ) (5, )

(Sol0) " (S200) * (5,0,) (1,0, )(t50, ) (t605 ) (£, );

(Solo)" (S,00) ™ (5,0) (1,01, ) (£33 (t5,);

(Solo) " (S200) * (5,0,) (1,0, ) (59, ) (1,93 ) (8, );

(So8o)" (S,0) ™ (5,0)(1,01,) (8,05 )(t, );

(Sol0) " (S200) * (5,0) (1,0, ) (150, ) (t:05 ) (£, );

(Solo) " (S505) * (5,0 (1,0, )(t505) (t50,);

(Solo)" (S,0) ™ (5,0 )(t 0, ) (£, ) (8,03 ) (851, );

(Sol0) " (8,0) (1,0, ) (£, ) (t505 ) (859, );

(Solo) ™ (5,0) (1,0, ) (8,05 ) (t5 1)

(Solo) " (5:0) (1,0, )(£59, ) (1,9, ) (8, );

(So0o) " (5,6 ) (1,9, ) (8,013 ) (t:00,)}

Wherein symbol * indicates finite repetition more than or equal to zero times and
symbol + indicates finite repetition more than zero times [19].
Third step, we filter reachable path sets under the transition step constraints and transition

resource consumption constraints in multi until formula aU%, bUZ, cUZ,d, and then
obtain the final satisfying path sets.
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The final constraints satisfying path sets of alJ3, bAcUZ, d are:

{5000 )(5:0, ) (1,0, ) (15013 (t:,);
(So00)(5,00,) (1,01, ) (501, ) (8,05 ) (£, );
(So000) (5,6 ) (1,01, ) (8,03 ) (501, );

(So000) (826 ) (1,01, ) (5015 ) (t.0, );

(3000 ) (526 ) (6,01, ) (£, ) (8405 ) (8504 )
(S90)(S20) (1,9, )(t,95) (850, );
(S90)(8,0,)(t,9, ) (t05)(ts9, );

(S90) (8,0 (1,0, ) (£, ) (t, 95 ) (80, ) 3

Last step, calculate the transition probability of final path sets and obtain the final
calculation results: P(s,,aUZ, bUZ, cU, d)=0.1096. The results is greater than 0.05 and

the corresponding counterexamples path sets are exist and be the same with the results
computed by first method.

7. Conclusion and Future Work

In this paper, for counterexample solution problem of multiple until constraint formulae,
we put forward a counterexample generation algorithm and one kind of automaton
counterexample solution method, and show that the algorithm and the method are effective by
example analysis. In the further, we will further consider the solution problem of smallest
counterexample finite path sets, and study the optimization problem of algorithms and the
probabilistic model checking method based on automaton theory.
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