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Abstract 

 Hardware implementations of finite field arithmetic using normal basis are advantageous 

due to the fact that the squaring operation can be done at almost no cost. In this paper, a new 

word-parallel bit-serial finite field multiplier using normal basis is presented. The proposed 

architecture takes w clock cycles to compute the product bits, where the value for w, 1≤w≤
m, can be arbitrarily selected by the designer to set the trade-off between area and speed. It 

has been shown that the proposed architecture has significantly lower complexity and critical 

path delay in comparison to the previously proposed architectures. 
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1. Introduction 

Finite fields are the most commonly used arithmetical structures in cryptography and 

coding. Many algorithms in cryptographic and coding applications are defined in terms of 

finite field arithmetic operations [1, 2]. The elliptic curve cryptosystems and the Diffie-

Hellman key exchange algorithm are important examples of such cryptographic applications 

[3]. Also, common error control codes such as Reed-Solomon and BCH codes are based on 

finite field theory [4]. 

Finite fields are algebraic fields with finite number of elements. These fields take the place 

of the familiar fields like the real numbers in cryptography and coding. Because they have 

finite number of elements, the operations on them cannot produce infinitely large results. 

Also, the finite field operations always produce exact results, not approximate results. Thus, 

they do not suffer from truncation errors like the floating point operations. 

Addition and multiplication are two basic operations in the finite field GF(2
m
). Addition in 

GF(2
m
) is easily realized using m two-input XOR gates while multiplication is costly in terms 

of gate count and time delay. The other operations of finite fields, such as exponentiation, 

division, and inversion can be performed by repeated multiplications. As a result, there is a 

need to have fast multiplication architecture with low complexity. 

One important factor that could greatly affect computation performance is the basis in 

which finite field elements are represented. The most commonly used bases include 

polynomial basis (PB) or standard basis and normal basis (NB). PB probably is the most 

popular basis and is efficient in both software and hardware implementations. On the other 

hand, NB has a distinct feature that its squaring operation in a binary field is free. Therefore, 

NB is especially attractive when performing exponentiation, where squaring operations are 

extensively required. 

Hardware implementation of binary finite field multipliers can be categorized into three 

categories. First category is bit-serial multiplier [5, 6, 7]. A bit-serial multiplier takes m clock 
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cycles to finish one multiplication in a binary field of size m. The multipliers in this class are 

considered to be low power and taking small area of silicon. Their main disadvantage is their 

low multiplication speed for large field sizes. The second category is bit-parallel multiplier [8, 

9]. A bit-parallel multiplier takes one clock cycle to finish the multiplication for any field 

size. These multipliers are not practical since they require large silicon area and are not 

economical to be made. 

The third category is word level finite field multiplier which is the most commonly used in 

practice [10, 11, 12]. A word level multiplier takes w clock cycles, 1≤w≤m, to finish one 

multiplication operation in a binary field of size m. The value of w can be selected by 

designer to set the trade off between area and speed. Decreasing the value of w will result in 

faster and larger multipliers while increasing w will make smaller and slower multipliers.  

In this paper a new word-parallel bit-serial finite field multiplier using a normal basis is 

presented. The proposed multiplier divides the data into the same length of word, uses bit-

serial multiplier inside the word, and processes the multiplications using word-parallel 

method. The complexity of the proposed architecture is compared with those of the 

previously reported structures and it is shown that the proposed multiplier is better than that 

of the existing architectures. 

The organization of this paper is as follows: Normal basis and bit-serial multiplication 

using this basis [6] are briefly reviewed in Section 2. In Section 3, a new word-parallel bit-

serial multiplier using normal basis is proposed and architectural complexity comparison with 

similar proposals is presented. Finally some concluding remarks are given in Section 4. 

 

2. The Bit-Serial Normal Basis Multiplier over GF(2
m

) 

Let a normal basis of GF(2
m
) over GF(2) be 

        
    

        
 , (1) 

where         . It is well known that there exists such a normal basis for any positive 

integer     [2]. Using such a basis, any field element          can be represented as a 

linear combination of the elements of  , i.e., 

  ∑    
     

                    (2) 

where                 , are referred to as coordinates of   with respect to (w.r.t.) 

 . In hardware implementation,    is almost free of cost and can be easily performed by right 

cyclic shifts, i.e., 

   
                        .  (3) 

However, multiplication is not as easy as squaring. Below we briefly review bit-serial normal 

basis multiplier due to Beth and Gollmann [6].  

Let                   and                   be two elements of 

      , where   ’s and   ’s are their respective normal basis coordinates. Let   
                be their product:       Then, any coordinates of, say     , is a 

function   of   and   which can be obtained by a matrix multiplication, i.e., 

                  ,  (4) 

where   is a binary     matrix known as the multiplication matrix [13],   
                ,                    and  denotes vector transposition. The 

numbers of 1’s in   is known as the complexity of the normal basis   [14] and is denoted as 
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   which determines the gate counts and hence time delay for a normal basis multiplier. It is 

well known that        . If        , then the normal basis is called an optimal 

normal basis (ONB). 

Let field elements            be represented w.r.t. the normal basis   as 

       
           

    
                   ,           (5) 

       
           

    
                   ,           (6) 

respectively. Then the product   and   can be given by 

        (     
    

      
    

       )               (7) 

      (      
)      (      

)            

     (       
 )

    

     ( 
      

 )
    

          . 

Also, (7) can be rewritten like the following 

  [ [[     
      

 ]
 
      

      
 ]

 

  ]

 

     .           (8) 

In order to realize (8), the structure of Figure 1 is proposed. In the Figure 1, the thick line is 

the m-bit bus,      is m-bit register,     is m 2-input XOR gates,      is m 2-input AND gates, dh          

is a constant multiplier that multiplies the element   of GF(2
m
). If the register   and   are 

initialized with two input elements respectively and the register   is cleared, then we can 

verify that after the m-th clock cycle the register   contains the product     .  

 

m m
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Figure 1. GF(2m) bit-serial normal basis multiplier 

Consider the finite field GF(2
5
) generated by the irreducible polynomial         

     and   be its root, i.e.,       . We choose     , then {              } is a 

type 2 optimal normal basis. Using (7),   is computed as 

        (   
  

    
  

    
  

    
     )           (9) 

       (     
 )

  

   (     
 )

  

   (     
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   ( 
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 ]
 
    

    
 ]

 

    
    

 ]

 

    
    ]

 

     , 

and corresponding GF(2
5
) bit-serial normal basis multiplier is shown in Figure 2. 

 

v2v1v0 v4

u1

u2

u3

u4

u0 z0

z4

z3

z2

z1

a0

a1

a2

a3

a4

v3

c0

c1

c2

c3

c4

b0 b1 b2 b3 b4
 

Figure 2. GF(25) bit-serial normal basis multiplier 

3. The word-parallel bit-serial normal basis multiplier 

The bit-serial normal basis multiplier like the Fig. 1 requires m clock cycles to perform one 

operation. To speed up the process, one element in GF(2
m
),   is divided into     ⌈   ⌉) 

words of   bits as follows:  

    (     
    

      
    

             
)                 (10) 

   (       
      

        
      

               
)  

      

   (            
           

       
     )  

Then, (10) can be written as 

  [ [[     
      

     
]
 
      

      
     

]
 

 ]
 

           
   (11) 

 [ [[       
      

       
]
 
  ]

 

  ]

 

             
   

         

 [ [[            
      

       
]
 
  ]

 

  ]

 

        

Based on (11), we now present a word-parallel bit-serial normal basis multiplier structure. 

The architecture is shown in Figure 3. In operation of this circuit, the register   is initially 

empty and two input elements are loaded into the register   and  , respectively. The input 

operand   is required to be fed into the multiplier in a comb style. Let   be divided into 
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  ⌈   ⌉ words of   bits. Then, in the first clock cycle the inputs are the last bit of every 

word,     ,       , ......,            . In the second clock cycle, the inputs are     , 

      , ......,            . Finally, in the w-th clock cycle the inputs are     ,      , 

......,   . Note that if the subscript of an input bit exceeds   then it is replaced by a zero bit. 

After   clock cycle, the register   contains the product   . 
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Figure 3. The proposed word-parallel bit-serial normal basis multiplier of 
GF(2m) 

To further illustrate the new architecture, the proposed word-parallel bit-serial multiplier in 

GF(2
5
) using the normal basis derived in previous example is shown in Figure 4. Figure 4 can 

be derived from Figure 3 by letting    ,    , and    . By substituting these 

parameters into (10), we have  

        (   
  

    
  

    
  

)        
            (12) 

  [[   
    

(   
)]

 
     

    (   
)]

 

    (   
)   

 [[   
    

(    )]
 
     

   (    )]
 

   (    )   



International Journal of Control and Automation 

Vol. 6, No. 3, June, 2013 

 

 

214 

 

z0

z4

z3

z2

z1 c1

c2

c3

c4

c0

v2

v1v0

u1

u4

u0

a1

a2

a3

a4

a0

u2

u3

v3 v4

b4

b3

b2

b1

b0

 

Figure 4. GF(25) word-parallel bit-serial normal basis multiplier with     

Complexity comparison between the proposed multiplier and some other multipliers in the 

literature is made and shown in Table 1. From the top row, Table 1 represents the word-level 

Massey-Omura (WLMO) multiplier which uses   identical bit-level Massey-Omura 

multipliers [5], the AND-efficient digit-serial (AEDS) and XOR-efficient digit-serial (XEDS) 

multipliers proposed in [10], the word-level sequential multipliers with parallel output type I 

and type II reported in [11], and the comb style architecture proposed in [12]. The last row of 

the table presents the proposed architecture. Compared to the other architectures, it can be 

seen from the table the proposed architecture has much smaller area and delay cost.  
 

Table 1. Complexities Comparison between different word levle multipliers 
(  ⌈   ⌉) 

Multiplier # AND # XOR Critical path delay Basis 

WLMO [5]                    ⌈          ⌉   ONB II 

AEDS [10]     
 

 
 

 

 
                   ⌈     ⌉    ONB II 

XEDS [10]              
 

 
 

 

 
         ⌈     ⌉    ONB II 

w-SMPOI [11]  (⌊
 

 
⌋   )                   ⌈         ⌉    ONB II 

w-SMPOII [11]          ⌊
 

 
⌋         ⌈         ⌉    ONB II 

Comb Style [12]              ⌈         ⌉    RNB 

Proposed                  ⌈         ⌉    ONB II 
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4. Conclusion 

In this paper, a new word-parallel bit-serial normal basis multiplier is proposed. Unlike the 

bit-serial multipliers which require m clock cycles for the latency, the proposed word-parallel 

bit-serial multiplier has the latency of w (1≤w≤m) clock cycle. The word-parallel bit-serial 

multiplier is faster than bit-serial multipliers and has lower hardware area complexity than 

bit-parallel multipliers. Therefore, the most significant feature of the proposed multiplier is a 

proper trade-off between hardware complexity and delay time. 

For the proposed multiplier, architectural level details have been presented and they have 

been compared with other similar multipliers in terms of the number of AND gates, XOR 

gates, and critical path delays. The comparison results show that the proposed multipliers 

have the least number of gates and critical path delay. The proposed multiplier structure is 

also modular and, hence, suitable for VLSI realization. 
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