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Abstract 

Fault recovery is vital to WSNs since node death is a typical fault. Aiming to recover the 

“coverage hole”, a Recovery Algorithm based on Minimum Distance Redundant Nodes 

(MDRN) is proposed in this paper. By employing redundant nodes carefully, the recovery 

algorithm is deployed on the sink node with unconstrained energy consumption which knows 

the locations of all active nodes and redundant nodes in the WSNs. Simulation results 

demonstrate that, by choosing appropriate number of redundant nodes, this algorithm will 

have great recovery accuracy and coverage quality, also achieve the purpose of prolonging 

the lifecycle of WSNs. 
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1. Introduction 

Although the concept of a sensor network is proposed in 1980 (DARPA initiated the 

Distributed Sensor Networks program), there is an explosive increase of interest in wireless 

sensor networks (WSNs) in the last 10 years.  

Failures are inevitable in WSNs due to the inhospitable environment and unattended 

deployment. Furthermore, the constrained energy, storage capacity and computational ability 

make the situation worse. In practical application, faulty sensor nodes are one of the most 

important sources of faults. A node is fragile and has limited resources, which makes it easy 

to become faulty. In any cases, it uses multi-hop communication between nodes, which means 

when a node senses parameters, it also transmits others nodes’ data at the same time. Thus 

some nodes need to support more communication load, which cause the nodes dead 

prematurely due to the lack of energy consumption [1-5] . So there appears some “coverage 

hole”, which will end the life of WSNs and leave much more energy resources wasted in the 

networks.  

Our institute, cooperated with Northern Arctic-alpine Horticultural Genetic Modification 

and Installation Cultivation Lab of Northeast Agriculture University, develops the WSN-

based greenhouse environment monitoring system (GEMS), aiming for monitoring the 

growing environment of a certain kind of improved tomato and providing support to the 

agriculture experts for analyzing the relationship between the growth/development of the 

tomato and its growing environment. Node Self Detection by History data and Neighbors 

(NDHN) algorithm
 
[6] and Fault Detection Technique based on Clustering (FDTC)

 
[7] are 
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proposed to detect the faulty nodes. In this paper, we target the problem of recovering the 

“coverage hole” in WSNs. 

 

2. Related work 
 

2.1. Restructure the network 

There are many redundant nodes deployed randomly in WSNs, so it is possible to isolate 

failed nodes directly and choose some redundant nodes to restructure a new route to transmit 

the information. Many existing approaches use this technique to handle simple fault situation. 

Marti, et al., [8]
 
proposed a technique to detect faulty neighbor and choose another new 

neighbor instead. Kuo-Feng, et al., [9] proposed a method that the sink node triggers re-

routing procedure when the faulty path occurs. In the paper [10-11], Xu, et al., presented Best 

Fit Node Policy (BFNP) and Directed Furthest Node First Policy (DFNFP) to repair 

“coverage hole”. 

 

2.2. Using mobile node 

The approach of using mobile node to repair “coverage hole” is one of the most effective 

techniques in fault recovery, which can solve hard fault. In the paper [12], Guiling Wang 

designed a mobile agent-based technique with the help of her lab, which pays more attention 

on the mobile sensor deployment. A subset of mobile sensors are deployed in the networks, 

and treated as servers to heal coverage holes, where mobile sensors move from densely 

deployed areas to sparse areas to increase the coverage. Static sensors will detect the 

“coverage holes” locally, estimate their sizes as bids, and bid the mobile sensors with a base 

price lower than their bids. Mobile sensors choose the highest bids and move to heal the 

largest coverage holes. This process iterates until no static sensor can give a bid higher than 

the base price of any mobile sensor and the process terminates naturally. In the paper [13], 

Wang, et al., suggested another technique for sensor relocation, which consists of two phases. 

The first phase is to find the redundant sensors in the sensor networks, and the other phase is 

to relocate them to the target location. For the first phase, a grid based solution is proposed to 

quickly locate the redundant sensors with low message overhead. For the second phase, 

efficient heuristics are proposed to achieve good balance between energy efficiency and 

relocation time when determining the sensor relocation path. But it vastly wasted the energy 

and it was very difficult to control a mobile node to reach the right place, which was the 

obvious shortcoming of this method. 
 

3. Localized Faulty Recovery Algorithms 

In this section, we describe our algorithm for recovering the “coverage hole”. Firstly, we 

illustrate MDRN by using a session scenario example, and then we present the recovery 

procedure and the algorithm. 
 

3.1. Assumptions 

The algorithms in this paper are developed under the following assumptions: 

1) WSNs are deployed with clustering model, showed in Figure1; 

2) Active nodes are structured and deployed in advance; redundant nodes are deployed 

randomly; 

3) All sensor nodes are stationary after deployment; 
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4) All sensor nodes have the same structure and function, and their status is equal in 

anyway; 

5) There is only one sink node, and it is deployed outside the network, which has 

unrestricted energy; 

6) Sink node can wake every node up or control it to sleep periodically;  

7) Every node has its location information; 

8) Sensor nodes are Omni-directional with symmetric sensing range sR and 

communication range cR , where 3csc RRR  . 
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 Figure 1. The model schemes of WSNs 

 

3.2. Session Scenario 
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Figure 2. Session scenario 
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Figure 2 illustrates the main role of the sensor node during a recovery session, which starts 

when the sink node detects a death node N1 through NDHN technique
 
[3]. The “coverage 

hole” caused by N1 is showed by the shadow X (1). According to the location information of 

N1’s neighbors, such as N2 N3 N4 N5 and N6, we can obtain the irregular shape of X. Then 

seek a foursquare to cover the whole area of X, which the square area should be minimum (2).  

After that, it is important to seek a minimum circle to cover the foursquare, and the centre of 

the circle will be the optimum location of a substitute node, marked Lo (3). Furthermore, the 

adjacent redundant nodes calculate the distances to Lo, and transform the distances to the sink 

node. Finally, according to the principle of minimum distance, sink node chooses redundant 

nodes Nr1 as the substitute node, and wake it up to join the network and end the procedure of 

recovery (4). 

 

3.3. Derivation of recovery procedure 

The procedure of recovering a “coverage hole” can be explained as follows. Denote 

)( iNR  as a bounded closed set of mn  that contains active nodes nNNN ,..., 21 , and 

redundant nodes rmrr NNN ...,2,1 . Denote their coordinates as )2,1)(,( niyxN iii   

and )2,1)(,( miyxN ririri  . Denote an arbitrary spot ),( ll yxL  in )( iNR , and denote ir  

as the distance from L  to iN , which are computed by equation (1). 

22 )()( ilili yyxxr                                                (1) 

We also denote ),( loloo yxL  as the optimal location of recovery node.  And denote id  as 

the distance from riN  to oL , which are computed by equation (2). 

22 )()( riloriloi yyxxd                                            (2) 

 

3.4. Algorithm 

 

1) NDHN algorithm will be operated in the cluster, and then the sink node makes a 

decision whether there has a faulty node dN ; 

2) Sink node knows all nodes’ locations, so it can immediately know every neighbor node 

jN  of node dN ; 

3) Calculating the distance from an arbitrary spot L to neighbor node jN  by equation (1). 

When every ir  is satisfied with si Rr  , it indicates that the arbitrary spot L is in the 

“coverage hole”; 

4) Searching for the extreme x-coordinates of all arbitrary spots in the “coverage hole”, 

marked maxx  and minx , and the extreme y-coordinates, marked maxy  and miny ; 

5) Choosing the greater value of tx and ty as the length of the side of one square hS , which 

are calculated by equation (3) and equation (4), and determining four endpoints of hS  at the 
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same time, marked )','( minmin1 yxP , )','( maxmin2 yxP , )','( maxmax3 yxP and 

)','( minmax4 yxP ; 

minmax xxxt                                                       (3) 

minmax yyyt                                                      (4) 

6) Choosing a circle to cover hS  completely, and the centre of the minimum circle 

minC will be the optimal location of replacement node, marked oL . The radius of minC  and the 

coordinate of oL  will be calculated by equation (5) (6) and (7); 

2

minmax

2

minmax )''()''(
2

1
yyxxrC                               (5) 

    )''(
2

1
' minmaxmin xxxxLo                                                   (6) 

)''(
2

1
' minmaxmin yyyyLo                                                   (7) 

 

7) Calculating the value of id by equation (2). Sink node actives node riN  to join the 

network and sense parameters, which has the minimum value of id
, and orders the rest of the 

redundant nodes to sleep. 

8) MDRN algorithm will be rescheduled periodically, and the “coverage hole” will be 

eliminated. 
 

4. Simulation and discussions 
 

4.1. Design of simulation experiment 

Based on the voltage data of nodes collected during Aug.10, 2010 to August 14, 2010 from 

the experiments of GEMS, we simulate the algorithm. We did the experiments in the 

intelligent greenhouse of Northern Arctic-alpine Horticultural Genetic Modification and 

Installation Cultivation Lab, which is the key provincial laboratory in Northeast Agriculture 

University. The experiment field is showed in Figure 3. 

 

 

Figure 3. The sensor nodes deployed in the greenhouse 
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MATLAB is used to perform the simulations. The GEMS contains 24 nodes in a square 

region of size 140×100m
2
, in which active nodes are structured and deployed in advance and 

10 redundant nodes are deployed randomly, as showed in Figure 3. We use the NDHN 

technique to detect the voltages of the nodes. Once the voltages are lower than 2.2V, nodes in 

the system will stop transmitting data and be regarded as faulty practically. Then MDRN 

technique is triggered to recover the “coverage hole”, and the simulation result of one faulty 

node is showed in Figure 4. 

Because the number of redundant nodes will affect the recovery result seriously, we choose 

10, 20, 30 and 50 redundant nodes respectively to recover 1 faulty node, as showed in Figure 

5 a. b. c. and d., and then to recover 2 faulty nodes. In every situation, we operate MDRN 

algorithm 30 times and calculate the average value. 
 

 

Figure 4. Recovery result of MDRN 
 

4.2. Discussions 

Table 1 illustrates the details of the simulations. 

Table 1. Details of the simulations 

Number of 

redundant nodes 

Number of faulty 

nodes 

Times of recovery 

correctly 

Recovery accuracy 

10 1 25 83.3% 

2 19 63.3% 

20 1 27 90.0% 

2 24 80.0% 

30 1 29 96.7% 

2 28 93.3% 

50 1 30 100.0% 

2 29 96.7% 

It should be specially explained that when the value of id is greater than the difference 

between sR and cr , the “coverage hole” will not be covered completely, and considered as 

recovery failure. Thus when there are more numbers of faulty nodes and less numbers of 

redundant nodes, the recovery failure rate will increase. 
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The recovery accuracy is affected by the number of redundant nodes primarily, which will 

distinctly increase the cost, and that is the shortcoming of MDRN. The recovery accuracy of 

MDRN is showed in Figure 6. 

The quality of coverage is one of the most important performance metrics. In the paper 

[14], Parikh et al. presented that the WSNs’ coverage of 100% is not possible, but when the 

ratio is greater than 70%, the networks could work smoothly. In MDRN, it always has a 

distance between the replacement node and the optimal location, so the quality of recovery is 

hard to get 100%. The quality of recovery is showed in Figure 7. 

 

 
(a) 10 redundant nodes    (b) 20 redundant nodes 

 

 

(c) 30 redundant nodes    (d) 50 redundant nods 

Figure 5. Deployment of redundant nodes 

 

 

Figure 6. Recovery accuracy of MDRN 
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Figure 7. Quality of recovery 

 

5. Conclusion 

This paper presents a technique MDRN for node fault recovery in fault management of 

WSNs. According to the simulation result, the technique proposed in this paper is feasible and 

effective for treating “coverage hole” caused by faulty node. Furthermore, the method could 

be served as a support for sensor networks energy balancing and optimization. In the future, 

we will explore the technique of reducing the number of redundant nodes in MDRN, and 

improving the recovery accuracy when treating the situation of multiple fault nodes. 

 

Acknowledgements 

The research presented in this paper is supported by National Natural Science Foundation 

of China （61170262）, National Natural Science Foundation of China (61102038), Program 

for New Century Excellent Talents in University (NCET-10-0062), Research Fund for the 

Doctoral Program of Higher Education (20092302110013) and Scientific Research 

Foundation of Harbin Institute of Technology at Weihai(HIT(WH)XB200815, 

HIT(WH)XB200816). Special thanks to Northeast Agricultural University College of 

Horticulture and Northern Arctic-alpine Horticultural Genetic Modification and Facility 

Cultivation Lab for their support of this research. 

 

References 
 
[1] I. F. Akyildiz, W. Su, Y. Sankarasubramaniam and E. Cayirci, “A survey on sensor networks”, J. 

Communications Magazine, IEEE, vol. 40, no. 8, (2002) August, pp. 102- 115. 

[2] P. Yu, S. Jia and P. Xiyuan, “Survey of Fault Management Framework in Wireless Sensor Networks”, 

Journal of Electronic Measurement and Instrument, no. 23, (2009) December, pp. 1-10. 

[3] Z. Xu, Y. Yin, J. Wang, Jin and J. -U. Kim, “An energy-efficient clustering algorithm in wireless sensor 

networks with multiple sinks”, J. International Journal of Control and Automation, vol. 5, no. 4, (2012) 

December, pp. 131-142. 

[4] K. Mitra, D. Bhattacharyya and T. -H. Kim, “Urban computing and information management system using 

mobile phones in wireless sensor network”, J. International Journal of Control and Automation, vol. 3, no. 

1, (2010) March, pp. 17-26. 

[5] J. Wang, X. Yang, T. Ma, M. Wu and J. -U. Kim, “ An energy-efficient competitive clustering algorithm 

for wireless sensor networks using mobile sink”, J. International Journal of Grid and Distributed 

Computing, vol. 5, no. 4, (2012), pp. 79-92. 

[6] Y. Peng, J. Song and X. Peng, “A Self Detection Technique in Fault Management in WSN”, C, in 2011 

International instrumentation and measurement technology conference (I2MTC2011), (2011), pp. 1755-

1758. 

[7] J. Song, Y. Peng and X. Peng, “Fault Detection Technique based on Clustering in WSN”, J. Chinese 

http://www.engineeringvillage.com/controller/servlet/Controller?CID=quickSearchCitationFormat&searchWord1=%7bWang%2C+Jin%7d&section1=AU&database=5&yearselect=yearrange&sort=yr


International Journal of Control and Automation 

   Vol. 6, No. 2, April, 2013 

  

 

183 

 

Journal of Scientific Instrument, (2012) October, pp. 2214-2220. 

[8] S. Marti, T. J. Giuli, K. Lai and M. Baker, “Mitigating Routing Misbehavior in Mobile Ad Hoc Networks”, 

C, in ACM MobiCom ’02, Boston, MA, (2000) August, pp. 255-265. 

[9] K. Ssu, C. Chou, H. C. Jiau and W. Hu “Detection and Diagnosis of Data Inconsistency Failures in 

Wireless Sensor Networks”, C, in: IEEE Comp. Networks, (2006), pp. 1247–1260. 

[10] C. -g. Xu and X. -h. Deng, “Repair Policies of Coverage Holes in Wireless Sensor Network”, J. Chinese 

journal of sensors and actuators, (2010) December, pp. 256-259. 

[11] C. -g. Xu and X. -h. Deng, “Method to repair coverage holes based on wake-up mechanism in wireless 

sensor networks”, J. Journal of Computer Applications, (2012) December, pp. 1516-1518. 

[12] G. Wang, G. Cao, T. L. Porta and W. Zhang, “Sensor relocation in mobile sensor networks”, C. in 24th 

Annual Joint Conference of the IEEE Computer and Communications Societies. Proceedings IEEE, 

INFOCOM (2005), pp. 2302-2312.  

[13] W. W., V. S. and K. C., “Using mobile relays to prolong the lifetime of wireless sensor networks”, C. in 

Proceedings of ACM MobiCom, (2005) September, pp. 270-283. 

[14] S. Parikh, V. Vokkarane and L. Xing, “Node-replacement policies to maintain threshold-coverage in 

wireless sensor networks”, C. in Proceedings of 16th International Conference on Computer 

Communications and Networks, (2007) August, pp. 760-765. 

 
Authors 

 

Song Jia received the B.S. and M.S. degree from Harbin Institute of 

Technology, in 2000 and 2007 respectively. Now he is studying for the 

doctor degree at Harbin Institute of Technology, his research interest is 

Wireless Sensor Networks.  

 

 

 

 

Wang Bailing is working for Harbin Institute of Technology (abstract 

as HIT) as an associate professor. He got the Ph.D. degree from HIT in 

2006. His research is mainly on information security, network security, 

parallel computing. 



International Journal of Control and Automation 

Vol. 6, No. 2, April, 2013 

 

 

184 

 

 


