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Abstract— This paper presents our proposed routing mechanism for wireless mesh
sensor network which support autonomic Internet of Things (loT). Autonomic 10T is
the creation of self-management capability in the 10T system by embedding some
autonomic properties, with the goal of freeing human from all details of the operation
and management of the system while providing the system to always operate
properly. The proposed routing provides a mechanism to embed some autonomic
properties in the loT edge network, i.e. self-configuration, self-healing, self-
organization, and self-energy-awareness. It supports the loT system to face the
challenge of resource constraint of 10T nodes, as it becomes one of the top challenges
in 10T edge network. A hierarchical routing fashion with residual energy
consideration is used to form a lightweight routing algorithm. We provide a
validation through computer simulations to investigate the routing performance for
large number of 10T sensor nodes. We take an energy-aware straight path routing as
the comparison. As the result, our proposed routing successfully produces longer
network lifetime and lower total energy consumed.

Keywords— Internet of Things, autonomic computing, routing protocol, self-
healing, self-organization, self-energy-awareness

1. INTRODUCTION

Internet of Things (loT) is a global network of various physical devices which are
connected to the internet and then do the collection, exchange and processing of data. The
IoT envisions a complex system whose purpose is to interconnect sensors and smart
devices in such a way that makes them intelligent, programmable and more capable
interacting with humans by providing useful services [1].

An loT system usually consists of a large number of sensor nodes, one or more
gateways, and a server or cloud platform in the Internet. The sensor nodes and the gateway
are commonly referred as the 10T edge network. The sensor nodes capture the information
from the surrounding environment, whereas the gateway is the point of sink that collects
the data before it is sent over the Internet to the server or the cloud platform of loT.

Some major challenges for 10T system are related to the network infrastructure of 10T
edge network. The number of 10T nodes that can join the network can reach a very large
number, which should be anticipated by the network mechanism. The 10T network can be
heterogeneous. It is possible to have diversity in the network architecture and the protocol
used by the nodes. The decision of network topology and protocol used may differ from
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one case to other, to adapt to the condition and the needs of communication. An loT
system consists of many resource-constrained nodes that have limited energy, processing
power, and memory. Some types of 10T device may also have mobility, which will follow
an object’s position. The IoT network is also vulnerable to malicious attack, so that the
safety and the quality of information are important. It will be related to some aspects of
security, privacy and trust. These challenges urge more research and development in loT.

Energy constraint is one of the top issues in loT edge network. The operation of 10T
nodes, including the data communication, should support long life and equal energy
residual among nodes in the network. This is because there is a high possibility of missing
information from any sensor node that die because run out of energy at any time. The
network lifetime measurement becomes important as it defines how long the 10T edge
network can survive before one of its sensor node die. In most implementation, it is
preferred to have the sensor nodes to die at almost the same time, because it means longer
network lifetime. Furthermore, the replacement of batteries of all nodes can be done at the
same time.

Recent research and development of wireless communication seek for answer for the
energy constraint challenge faced by the loT edge network through the design of the
communication protocol and algorithm. Various protocol designs were proposed to
establish an intelligent system [2]-[7]. Some of them are inspired by natural and biological
systems, that can make the system to self-manage the complexity based on the objectives
and the rules set by human. These protocols embedded the autonomic property into the
system for various tasks and activities, such as network adaptation, network organization,
energy management, network optimization and network protection.

This paper presents a proposed routing mechanism for network communication protocol
of 10T edge network which can support the autonomic loT. We organized this paper into
five sections. Section 1 gives the introduction to the topic. Section 2 explains the related
work. Section 3 explains the characteristics of an IoT mesh network. Section 4 explains the
proposed protocol design to support the autonomic 10T mesh network. Section 5 discusses
simulation result. Section 6 provides the conclusion and the future work.

2. RELATED WORK

Many studies have been conducted to propose an optimum routing protocol for wireless
mesh network. Each protocol has its own algorithm. Some algorithms are based on
organized works that are detailed documented and formalized as protocol standards, while
some others are pragmatic approaches developed by community and publicly available.

Some of the developed protocols for wireless mesh network are adapted from protocols
that are designed for ad hoc networks, such as Dynamic Source Routing (DSR) [8],
Optimized Link State Routing (OLSR) [9], and Ad-hoc On-demand Distance Vector
routing (AODV) [10]. OLSR is proactive which maintain fresh list of routes in the
network, while DSR and AODV are reactive which find a route on demand by flooding the
network with Route Request packets.

Better Approach To Mobile Ad-hoc Networking (BATMAN) [11] is an example of
proactive routing protocol for wireless mesh network. It uses a distance-vector approach
and a routing metric, which incorporates the reliability of the radio links. In later
development, BATMAN-adv was introduced for routing on layer 2. BATMAN and
BATMAN-adv have received attention in the scientific community. Works in [12] showed
that BATMAN outperforms AODV.

Hybrid Wireless Mesh Network (HWMN) protocol, which is based on 802.11s
standard, combines reactive and proactive routing for wireless mesh network. It relies on a
peer link management protocol by which each mesh point discovers and tracks
neighboring nodes. Work in [13] showed that HWMN had better packet delivery ratio than
BATMAN-adv, but BATMAN-adv can give better delay and more throughput.
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Despite the availability of scalable routing protocols, the need for energy-aware routing
protocol for wireless mesh network has increased, especially in widespread applications of
Wireless Sensor Network and l1oT. The Physarum-based Routing Scheme (P-bRS) [14] is
one of the protocols. Our work has focus on developing a better energy-aware routing
protocol for the implementation in 10T edge mesh network.

3. ROUTING IN AN IOT MESH NETWORK

An 10T system usually consists of a large number of sensor nodes, one or more
gateways, and a server or cloud platform in the Internet. The sensor nodes and the gateway
are commonly referred as the 10T edge network.

The IoT gateway is the point of sink that collects data before it is sent over the Internet
to the server or the cloud platform of 10T. It is usually in the form of device that has large
computing and energy resource. The device can be a computer with a high processing
power and high memory capacity with sustainable supply of energy because it is connected
directly to a power source. It provides the required communication interface for delivery to
the Internet, either via Wi-Fi, Ethernet or cellular communication.

The 10T nodes usually are devices that have limited energy resource, processing power,
and memory. The device can be a microcontroller equipped with sensors and a wireless
communication module, with the energy supply from a battery. It may also be equipped
with an electronic module that can harvest energy from the environment.

In a network, the constructed network topology can be a tree, star, or mesh. A large
network commonly uses the mesh network topology. This topology has an advantage in
term of connectivity and reliability because any sensor node can be used as a relay point
for the data before it is sent to the gateway. A data transmission from distant locations can
be done through a multi-hop communication.

Wireless mesh 10T edge network has a similar network topology with the ordinary
wireless mesh network, but there are some differences because of the nature of constrained
nodes in loT edge network, as shown in Table I. The constrained node is a node where
some of its features and capability are limited, often due to cost constraints or
physical constraints on characteristics such as size, weight, available power and
energy. The tight limits on power, memory, and processing resources lead to hard
upper bounds on state, code space, and processing cycles, making optimization of
energy and network bandwidth usage a dominating consideration in all design
requirements [15],[16].

Table I. Differences Between Ordinary Mesh Network and 10T Mesh Network

Network Ordinary wireless Wireless mesh 1oT
characteristics mesh network edge network
Direction From and to any node | Mostly from sensor
in the network nodes to gateway
Traffic Can be any type of Low rate and
traffic intermittent traffic of
sensor data
Main design High reliability Low power network
objective network
Main Packet loss, delay, Network lifetime,
performance throughput energy consumption
measurement

A common mesh network can have traffic direction from and to any node in the network
and carry any type of data. The main network performance measurements usually are
packet loss, delay and throughput. Meanwhile, the traffic direction of 10T edge network is
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from the sensor nodes to the gateway, carrying measurement data of sensor which is small,
low rate, and intermittent. Most IoT edge networks are designed for low power network.
Therefore, the network lifetime becomes an important network performance measurement.

4. LIGHTWEIGHT AND ENERGY-AWARE WIRELESS MESH
ROUTING

We propose Lightweight Energy-Aware Routing (LEAR), which is specifically
designed for Internet of Things edge network. It has some unique characteristics that are
different with common wireless mesh network. One major concern in 10T is the energy
constraint of the nodes. The node’s operation should have low energy consumption,
including the operation for communication. A data transmission from distant locations can
be done through a multi-hop communication. However, there is a possibility of data
missing on communication at any time because the intermediate node may die or change
its position.

The main idea of LEAR is improvement on the next-hop selection algorithm that must
consider residual energy of neighboring nodes in addition to the most efficient path to
destination. The algorithm of the selection should be simple and lightweight, such that it
can be implemented in any low power device nodes without making a long processing time
or consuming much energy for the computational efforts.

4.1. NETWORK MODEL AND PROBLEM FORMULATION

Our network model is an loT network which consists of n nodes as end device and
capable to become relay node for data transmission. In graph, it is modelled as G = (V, E),
where V is set of nodes as vertices and E represents a set of links between node pairs. The
message is sent from a source s € V to a destination d € V which is the 10T gateway, by
following these rules:

1) Foreach node i € V in the network, there exist B as a set of one-hop neighbors for the
sender node i that has sufficient residual energy.

2) The message can be transmitted along one link (s, d) € E if d is an element of B.
Otherwise, it should be transmitted along a multi-hop route made up of a link (s, i)
and a set of route [i, d], where i is a node in B and (s, i) is a link in E.

3) The route set [i, d] represents the routes from node i to node d through a subnet
S=(V—{s}, E—{(s,i):i €B}).

4) The route finding in subnet S is also following the rule 1 to 3 above recursively.

Each of the node i in V has energy constraint, so that its residual energy (RE) of each
nodes is limited by 0 < RE < 1, except for the gateway where RE is always set to 1 because
it always connected to the source of energy. The objective of the routing is to deliver as
many messages from 10T nodes to the 10T gateway before any of the nodes in network
becomes run out of energy. Therefore, the strategy of the path selection becomes important
to make energy equilibrium among the network nodes.

4.2. PACKET DATA FORMAT

The packet data format for the proposed routing protocol is shown in Figure 1. Each
packet header for multihop routing will contain the information of Network 1D (NI), Next-
hop Address (NA), Source Address (SA), Originator Address (OA), Packet Type (PT), and
Data Length (DL). This header is followed by the payload data and a Cyclic Redundancy
Check (CRC) code.
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NI NA | SA | HL | RE | PT | DL | OA | payload | CRC

Fig. 1 Packet Data Format

The self-energy-awareness is embedded to the routing decision by adding energy-
related information to the packet header, i.e., Residual Energy (RE). This
information together with Hierarchical Level (HL) will be used in determining the
next-hop address. By considering this RE information, the routing mechanism will
support the self-energy-awareness of the network.

4.3. ENERGY AWARENESS IN PATH SELECTION

Some studies have introduced routing algorithms that consider the residual energy of the
neighboring nodes in the path selection. One of them, which is lightweight, is Physarum-
base Routing Scheme (P-bRS). P-bRS is inspired by flux equation of Physarum model [14].
In addition to residual energy, P-bRS use the angle of deviation to destination as the
parameter to assist to the right direction and the most efficient path to destination.

Equation (1) shows the P-bRS formulation for scoring the neighbor nodes as written in
[14].

D;;-AP  k-ER;+ (1 -k)cosf
9= .. L

17 1

jid . (1)

Qij is the flux of communication through the wireless link and ER; is the value of
energy residue of the relay node, while L;* is the signal attenuation for the distance
from the sending node to the relay node. 8iq is the angle of deviation of the relay
node to the destination. The constant k is a weight factor, which is used to adjust the
proportion of ER; and cos &is. The neighbor with the largest Qj; will be selected as the
next hop.

The Equation (1) is not easy to implement because each node has to know the
neighbor’s coordinates and calculate &iqs. Moreover, the use the angle of deviation, which
prefers straight path to destination, can mislead to inefficient route, if there is an absence of
relay node in the straight path.

In LEAR, we propose to use information of Hierarchy level (HL) in determining the
next-hop address. The data packet will prefer to flow from a higher level node to a lower
level node. This parameter is combined with Residual Energy (RE) parameter, so that the
routing should prefer to route via nodes that have higher residual energy rather than those
that have lower residual energy.

We propose that there is a central node that initiates network construction process to
form the network tree. This role can be assigned to the loT gateway, since it becomes the
destination for all 10T device nodes. The Hierarchical Level (HL) begins from the gateway
to all 10T nodes, start from the nearest ones that have fewest hop to the further ones that
need more hops from the gateway.

This HL value is identical with the minimum number of required hops to send message
from a node to the 10T gateway as the destination. Figure 2 shows the example value of
HL for the nodes in a network. This HL number is determined on network initialization or
re-initialization process, starting from the 1oT gateway node (HL=0) and incremented for
each next hop. By using this HL assigning, the routing mechanism will support the self-
organization of the network.

Copyright © 2019 NADIA 37



International Journal of Control and Automation
Vol. 12, No. 2 (2019)

Fig. 2 Hierarchical Level of Nodes

IoT nodes usually are battery-powered device. The Residual Energy (RE) is
required for LEAR algorithm and each node can get the information from the
electronic of the device. Since the RE will be vary between different hardware device
along with different type of battery used, we take the normalized value of RE to be
used in our path selection algorithm.

BE. — current battery level of node i @)
'™ max battery level of node i
For every sender node s, it needs to calculate the score of Qs for every neighbors

node i € B. The next-hop selection procedure is simplified for lightweight
computation and expressed in the following equations.

Qs; = ax (HL,— HL;) + (1 — @) x RE, 3

Ese[sctsd = arg T?E%X(Qsi) (4)

The score Qsi is a weighted-average value between the differences in HL and
normalized RE. Then, the elected next-hop is node i where its Qsi is maximum among
other Qsi in B. Figure 3 shows a possible result of this path selection process.
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Fig. 3 Example Result of LEAR Path Selection
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4.4, THE ROUTING ALGORITHM

For LEAR implementation, there are four states of communication activity in the node
i.e., initialization, receive, transmit, and idle. In the first time, a new node needs to execute
network initialization process to join the network. If it receives a packet from any of its
neighbors, it will update the sender information (HL and RE) in its memory and then
examine the target address (NA) field in the packet. If the NA matches with its ID, it then
executes routing and transmission process. The routing determines the next hop address
(NA) field and do the transmission if NA can be determined. Otherwise, if NA cannot be
determined then the network re-initialization process should be triggered and data should
be buffered and scheduled for next transmission. In a certain periodic of time, the node will
also automatically trigger the network re-initialization to update its connection to the
network.

Figure 4 shows the state chart diagram for the network initialization process. A node
that is not connected to the network or lost its connection should broadcast the information
request packet. This request is similar to hello message in other protocols but adds the
information of HL and RE to be known and stored by its neighbors for use of routing
process. In a certain period of time, the node will have the HL information of all neighbors.
It will then assign HL for itself by taking an increment on the lowest HL in the HL table of
neighbors, which means it will become the child of the nearest HL neighbor to the gateway
in the current connection. By doing this mechanism, it will support the self-configuring
and self-organization of the network.

Not Connected

Info Request

no reply

incoming reply | Info Received

Neighbor Info Updated

incoming reply

timeout

parsing

Fig. 4 State Chart Diagram for Network Initialization Process
The information request packet has a unique packet type (PT) code that the neighbors

need to reply by sending similar information. If no reply received in a timeout period then
the node should resend this information request broadcast. Any reply from any neighbors
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should be parsed to update the neighbor information table. The reply should also be
received by any other neighbors that will do the update of information of their neighbor
information tables. Each node also can renew its HL value based on the updated
information. By doing this mechanism, the neighbor table in every node in the network
will always be kept updated by the execution of network initialization process from any
neighboring node, thus it supports self-healing and self-organization of the network.

Figure 5 shows the state chart diagram for receiving process. An incoming packet data
will be buffered and parsed. All nodes can get the information of NI, NA, SA, HL, RE and
PT. Furthermore, every node should update its neighbor information table based on
information of SA, HL and RE in each incoming packet received if it has the same network
ID (NI). It then checks whether its ID matches NA, which means the packet is sent for the
node. Otherwise, the packet is not for the node and should be cleared from its buffer. If the
packet is addressed for the node, then ACK is sent and state will continue to routing and
transmission process. The exception is only for the gateway where HL=0, in which the
data has been received in the final destination and the routing process is complete. The
gateway can get the Data Length (DL) and the Originator Address (OA) as well as the
payload data and its CRC.

Idle

incoming|transmission

Data Buffered

parsing

Neighbor Info Updated

NAzID No Receive

Data Received NA=ID,HL=0

get data clearing buffer

Send ACK

NA=ID,HL#0

Send ACK

Transmission

Fig. 5 State Chart Diagram for Receiving Process

Figure 6 shows the state chart diagram for transmission process. This process is
for the sending data packet or routing data packet from the neighbor. The node need
to execute routing calculation based on the information in its neighbor information
table using Equation (2)-(4) to get the NA for the transmission. If the NA does not
exist because no neighbors found in the last initialization process, it should trigger
network re-initialization process. Otherwise, it can continue to send the packet with
the obtained NA along with updating SA, HL and RE with its own information. A
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short ACK packet from the receiver is required in order to confirm the acceptance of
the packet. If no ACK received in a certain period of time, which means the neighbor
may have disappeared or run out of energy, it should trigger the network re-
initialization process and reschedule the transmission. By doing this mechanism, it
will support the self-healing and self-organization of the network.

Routing Calculation

determine NA

NA exist NA not exist

~N
( Pending transmission
teschedule transmission
NA,SA,HL,RE )

timeout

Dispatch Waiting ACK

ACK received

Fig. 6 State Chart for Transmission Process

5. SIMULATION RESULTS

We use computer simulation to validate the performance of LEAR in a large number of
nodes using Matlab software tools. The objective of the simulation is to evaluate the
routing performance of LEAR and compare the result with other energy-aware wireless
mesh routing for loT edge network, especially in term of network lifetime. For this
purpose, we take Physarum-based Routing Scheme (P-bRS) as the comparison. P-bRS uses
an energy-aware straight path routing approach [14].

The network lifetime is an important measurement for loT network. It is the
measurement of how long all nodes in a network is fully operational before at least one of
the nodes dies because it run out of energy. Every node is considered to be important for
the network and contribute valuable information. The routing protocol should support to
maintain the energy equilibrium of the network, to achieve the longest network lifetime.

For the simulation purpose, we use 380 nodes which are deployed in 2000x2000 m? in a
uniform distribution. Our protocol design does not include the physical and datalink layer,
therefore the link quality is assumed to be the same for all nodes. Table Il shows our
simulation parameters.
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Table I. Simulation Parameters

Parameter Value
Simulation area 2000x2000 m?
Physical layer 802.11
Distribution of nodes Uniform
Number of nodes (N) 380
Transmitter range 120 m
Transmitter power 0.0035 W
Antenna Omnidirectional
Weight factor (a,k) a=0.1,k=0.9
Initial energy (ERo,REq) 1J

Path loss exponent («) 2

Figure 7 shows the network lifetime result for a=0.1. This value of a is selected as
means of high consideration of residual energy of the next hop address. All nodes in the
network are alive until some nodes that frequently used in routing start to run out of energy.
For the P-bRS, the first node dies in round of 279, while in LEAR this happens in round of

341. Hence, the network lifetime in LEAR is 22% longer than that in P-bRS.

400

350 -

300 +

240

200

140

Murnber of alive nodes

100

a0

1]

LEAR
P-bRS

0

Figure 8 shows the total accumulated energy consumption over time for P-bRS and
LEAR where a=0.1. It shows that the LEAR is more energy efficient than P-bRS. For the
P-bRS, the total energy consumed at round of 348 is 100 J, while for LEAR is 92 J. Hence,
the LEAR is 8% more energy efficient than P-bRS. The main factors that influence the
energy consumption are the required power for executing the routing mechanism in the

1 1
a0 100 150

1
200

1
240 300 340 400 450

Round of transmission

Fig. 7 Simulation Result for Network Lifetime

nodes and the number of hop in data delivery.
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100 .
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a1l

40

Total energy consumed (J)

20

LEAR
P-bRS

0 a0 100 1580 200 250 300 350
Found of transmission

Fig. 8 Simulation Result for Total Energy Consumed

The difference in the results of network lifetime and total energy consumption is caused
by the difference of the path selections in routing between LEAR and P-bRS. The data
transmissions make some nodes near the gateway become exhausted for being use as relay
node in routing. P-bRS directs the route to the lowest angle of deviation to destination. The
neighbor nodes will have different score because of the difference in position. The nodes
that are positioned in the straight path to destination will have better score and higher
possibility to become the next hop, as they will also run out of energy faster. LEAR directs
the route to the positive difference in hierarchical level. The neighbor nodes in the same
hierarchical level will have the same possibility to be selected as the next hop. Therefore,
the selection will rely more on the residual energy of the nodes. This make the use of
LEAR can produce better energy equilibrium among the nodes.

6. CONCLUSIONS

We have presented the Lightweight and Energy-Aware Routing (LEAR) as our
proposed routing mechanism for 10T wireless mesh network. The mechanism aims to
provide longer network lifetime and lower energy consumption. Instead of using a straight
path to destination approach like P-bRS, LEAR uses a hierarchical routing approach. It is
also simplified to provide easier implementation and a lightweight computation for
low power 10T device nodes.

The simulation results validate that LEAR successfully produces better network lifetime
and energy efficiency compared to P-bRS. LEAR successfully improves up to 22% of
network lifetime and 8% of total energy consumption compared to P-bRS.

For the future work, we will validate LEAR in real testbed to investigate some
important aspects of its mechanism in the real implementation. This is important to assure
that the protocol design meets the requirements for routing in 10T low power network.
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