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Abstract 

Recently, the development of middleware is very useful in sensor networks, especially 

between sensor devices and sensor middleware. In this paper, we propose a hierarchical 

real-time context aggregation architecture for heterogeneous sensor networks. Also, we 

design and implement the sensor middleware based on IETF CoAP protocol protocol for 

multi sensor networks. Sensor middleware in IoT system is able to get sensing data from 

the sensors and send it to the sensor service provider to save into database. Through this 

middleware, users are able to get environment huge context data in multi sensor 

networks. 
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1. Introduction 

Internet of Things (IoT), a new paradigm, which is rapidly gaining momentum in the 

scenario of modern wireless telecommunications. The basic idea of this concept is the 

ubiquitous presence around us on a variety of things or objects - such as radio frequency 

identification tags (RFID), sensors, actuators, mobile phones, etc., - which, by using 

unique addressing scheme capable of interacting with each other and cooperate with its 

neighbors to achieve the overall goals [1] [2]. IOP as an inexpensive mass deployment 

trillion wireless Internet Protocol (IP) sensor assembly for the detection and monitoring of 

each object or the things around us. A pile of a variety of sensitive people to bring a new 

perspective to the way we interact with the environment around us, on several levels, 

including social, environmental, cultural, business, etc., [3]. 

Sensor networks are a distributed system of sensor nodes that are interconnected. 

Sensors gather information about the physical world, e.g., the environment or physical 

systems. In many situations, sensor nodes are stationary whereas actuator nodes are 

mobile. Sensor nodes are usually low-cost, low-powered, small devices equipped with 

limited sensing, data processing and wireless communication capabilities, while actuator 

nodes typically have stronger computation and communication powers and more energy 

budget that allows longer battery life [4]. 

Smart home makes people’s life more convenient and interesting, it is necessary to 

develop smart home systems. This paper [5] presents an approach to provide reliable 

security for the deployment of Internet of Things (IoT) for a smart home system, with due 

regard for the convenience of the users, when working with the system. Another paper [6] 

introduce a smart home system installed in a subject’s home, sensing data can be collected 

in a real environment. Machine learning has been used to analyze the data generated by 

the sensor nodes in the overall environment. According to these papers [7-9], wireless 

sensor networks are indispensable in smart homes, and it is also necessary to develop the 

middleware between sensors and the smart home system. This paper [10] propose a 
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Service-Oriented Context-Aware Middleware (SOCAM) architecture for building and 

rapid prototyping of context-sensitive services. It provides effective support for acquiring, 

discovering, interpreting, and accessing various contexts for creating context-sensitive 

services. 

Middleware supports the complexity and heterogeneity of the underlying hardware and 

network platforms, and application. Sensor network middleware provides the sensing-

based pervasive computing applications using a sink node and the sensor nodes. [11-13].  

Recently, a lot of sensor networks are increased for huge context data aggregation. 

And, we need a new architecture to combine multiple sensor networks. In this paper, we 

propose hierarchical context aggregation architecture for multiple sensor networks. And 

we design and implement of sensor middleware based on sensor devices using CoAP 

protocol for multiple sensor networks. Figure 1 shows the proposed conceptual 

architecture for multi sensor networks. The architecture consists of application client, 

sensor service provider, sensor middleware and multi sensor network, sensor middleware. 

We use to communicate sensor networks, other modules communicate via RESTful API. 

Application client show the results to the users via services supported by other modules. 

Sensor middleware saves sensing data into database via service provided by Sensor 

Service Provider. Sensors collect sensing data and send them to sensor middleware. 

 

Sensor Service 
Provider

Sensor 
Middleware_2

Sensor Network_2Sensor Network_1 Sensor Network_n

Sensor 
Middleware_1

Sensor 
Middleware_n

Client

 

Figure 1. Conceptual Hierarchical Context Aggregation Architecture for 
Multi Sensor Networks 

In this paper, we implement proposed sensor middleware based on IETF CoAP 

protocol to use Edison board as IoT devices, sensors will connect with Edison boards, and 

Edison boards will communicate with sensor middleware. 

The organization of the structure of the paper is carried as: Section 2 represents the 

related work, Section 3 explains the proposed sensor middleware for context aggregation 

in multi sensor networks. We illuminate implementation and results of sensor middleware 

based on IETF CoAP protocol in Section 4 and Section 5 represents conclusion. 

 

2. Related Work 

A sensor middleware interpose between the sensor networks and the applications. 

Sensor middleware supports the message transmissions for context aggregation of the 

environment or physical environments. Until now, a lot of middleware for sensor network 

has been developed. A lot of Middleware for sensor network has been classified 
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depending on their approaches, which can be database oriented, tuple space approaches, 

event based and service discovery based approaches. 

During the implementation, we have used RESTful API and CoAP protocol for 

the communication between the modules. REST (Representational State Transfer) is 

the architectural style that is commonly used to develop Web services. REST is a 

popular architectural style based on the cloud API. RESTful API means using 

RESTful Web services. The REST pattern involves specifying a page that contains 

an XML file that describes the content and contains the required content. REST 

usually runs through HTTP (Hypertext Transfer Protocol), which is typically used 

for mobile applications, social networking sites, mashup tools, and automated 

business processes. REST uses a limited number of operations (GET, POST, PUT, 

and DELETE) to enhance the interaction between the client and the service. And it 

is flexible because of assigning resources their own URIs (Universal Resource 

Identifiers) [14]. 

REST (State State State Transfer) is an architectural style that is often used when 

developing Web services. REST is a popular building style for cloud APIs. The 

RESTful API means that Web services use the REST architecture. The REST 

architecture includes reading a specific web page that contains an XML file that 

describes and includes the required content. REST usually works over the HTTP 

(Hypertext Transfer Protocol) protocol and is often used in mobile applications, 

mashup tools, social networking sites and automated business processes. REST uses 

a limited number of operations (GET, POST, PUT, and DELETE) to improve the 

interaction between clients and services. And it's flexible, because it assigns 

resources to its own URI (Universal Resource Identifiers) [14]. 

IETF CoAP (Constrained Application Protocol) is a software protocol designed 

for simple electronic devices that allow them to interact interactively over the 

Internet. It is designed for small, low power sensors, switches, valves and similar 

components, need to be remotely monitored or monitored via standard Internet. 

CoAP is an application-level protocol designed for resource-based Internet devices 

such as WSN nodes. CoAP is designed to easily translate HTTP, easily integrate 

with the network, and meet specific requirements such as multicast support, very 

low overhead and simplicity. Multicast, low overhead, and simplicity are important 

for the Internet, which is typically embedded in equipment and machine-to-machine 

(M2M) devices, and has less storage and power than traditional Internet devices 

[15]. 

We used Edison boards [16] as IoT devices during the implementation. And about 

the development of sensor middleware, we also referenced from other systems. The 

paper [14] proposed the use of custom components that can be used simultaneously 

in several compositions and allow to be changed the quality properties of the data in 

each composition, and in this way, adding new components or new clients does not 

affect existing dependencies, and users are able to get an efficient and flexible 

parametrization. 

 

3. Proposed Sensor Middleware for Context Aggregation in Multi 

Sensor Networks 

Figure 2 shows the detailed architecture of the proposed system. Sensors connect to 

Edison boards, sensors also collect sensing data and send it to the Edison boards. Edison 

boards communicate with sensor middleware by CoAP protocol, sensor middleware and 

sensor service provider communicate by RESTful API in sensor service provider. Sensor 

service provider is able to provide sensor information and sensing data to other modules. 

This figure shows that sensor service provider provides sensing data and sensor 
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information to the client. Sensor middleware saves sensing data into database via service 

by sensor service provider.  
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Figure 2. Implementation Model of Sensor Middleware for Multi Sensor 
Networks 

Figure 3 shows the sequence diagram of saving sensing data. The CoAP client in 

sensor middleware sends request to CoAP server in Edison board to get sensing data, 

CoAP server gets sensing data from sensor and then returns sensing data to CoAP client. 

CoAP client in sensor middleware sends sensing data to the sensor service provider and 

saves it into the database. Then sensor service provider is able to provider sensing data to 

other modules. 

Figure 4 shows the configuration diagram of sensor middleware. Sensor middleware 

take a role in collecting sensing data, which get from the sensors via Edison Board by 

CoAP protocol. Sensor middleware is also able to save the sensing data into database by 

the service provided by Sensor Service Provider. Configurator request sensor information 

(ID, Type) from Sensor Service Provider, and also verify pertinent IP address and service 

provider access privileges. Sensing Driver takes various sensors’ sensing data format 

information and parse processing through received sensing data. CoAP Client is able to 

request sensing data from CoAP Server in Edison Board and get the sensing data. Sensing 

Data Receiver accesses sensing data sent from CoAP Client and saves at memory through 

sensing data Parser. Sensing Data Transporter read Memory-saved sensing data and send 

to Sensor Web provider. 
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Figure 3. Sequence Diagram of IoT Devices, Sensor Middleware, and 
Sensor Service Provider 
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Figure 4. Configuration Diagram of Sensor Middleware 
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4. Implementation and Results of Sensor Middleware Based on IETF 

CoAP Protocol 

The implementation environment of our middleware is described in Table 1. We used 

Windows 10 (X64) as the operating system, Visual Studio 2015 and Intel System Studio 

IoT Edition as development tool and used Microsoft SQL Server 2016 as database 

management system. 

Table 1. Table Label 

Components Version 

Operating System Windows 10 – 64 bit 

Microsoft Visual Studio 2015 

Intel System Studio IoT Edison 4.5.2 

Microsoft SQL Server 2016 

CoAP.NET 1.1.0 

 

Figure 5 shows the Edison board, we used the Intel Edison compute module and the 

Arduino expansion board. Figure 6 shows the temperature sensor. During the 

implementation, it is connected to Edison board. 

 

 

Figure 5. Edison Board for IoT Devices 

Figure 7 shows the implementation result of the sensor middleware. "Sensing Data" 

shows the sensor information and sensing data. Click "Edison Board" button to start the 

connection between sensor middleware and Edison Board and send sensing data to sensor 

service provider to save data into the database. 
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Figure 6. Temperature Sensor 

Figure 8 shows the implementation result of CoAP Server. It shows the sensing data 

received form temperature sensor, the sensor is in a stable environment which the 

temperature is 54.66℃. 

 

 

Figure 7. Implementation Result of Sensor Middleware 
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Figure 8. Implementation Result of CoAP Server 

Figure 9 shows the saved temperature data in the database. This is an integrated 

environment database which is able to save the date (accurate to millisecond) of getting 

sensing data, the temperature data, the luminance value, and the humidity data. In this 

simulation test, we used the sensor which is only able to get temperature data, so the 

luminance value and the humidity value is 0. 

 

 

Figure 9. Saved Data in Database 

Figure 10 shows the data view of application client. A screen appears when a sensor 

node on the floor map is selected (right-clicked). The screen shows sensor node detailed 

information and sensing data. The temperature sensing data is shown in the data view. 
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Figure 10. Result in Client 

5. Conclusion 

In this paper, we design and implement of a sensor middleware based on CoAP 

protocol for multi sensor networks. This sensor middleware enables users to get 

environment data from multiple devices. During this study, we developed a deep 

understanding about Ediosn Board and CoAP. In future, we will try to extend this 

system by implementing a detailed IoT system, through which users can control 

smart devices based on the environment data supplied by the wireless sensor 

network. 
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