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Abstract 

We propose a location verification mechanism, for localization of wireless sensor 

networks through atomic localization. Atomic localization shows remarkable change in 

ability to localize in case of low density networks. It is a range based localization 

technique that forms groups where each node will be able to share beacon signals to its 

adjacent neighbour. Detection of malicious locators, whose locations are tampered with, 

is more accurate and any node can verify its location by checking for consistency. 

Checking for consistency can eliminate the complexity of digital signatures and 

authentication mechanisms, assuming the number of malicious locators is less than 

benign locators. This method also reduces the number of left alone nodes which cannot 

receive beacon signal directly from locators. Over all the mean square estimation error 

and number of left alone nodes when using atomic localization is considerably low. 
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1. Introdution 

Wireless sensor networks are defined as a network of tiny sensor nodes. These sensor 

nodes are deployed in the field independently and they operate co-ordinately through 

wireless links. There might be different kinds of sensor nodes in a network, some nodes 

with basic functionalities and some with expensive special functionalities. The network 

may be distributed over a small field, in a household, in an industry, or it can be a 

operating over a large forest [1], deep oceans[2], health care[3] or a traffic monitoring[2] 

network in a city. Wireless sensor networks are not limited by the type of data they 

monitor. The data can be seismographic readings or humidity levels or sounds in the 

forest or traffic camera recordings of a city. 

Wireless sensor networks have become cost effective and small in size, thanks to the 

speed of evolution of technology. Flexibility, Scalability, Accuracy of sensor networks 

have made its manufacturing rapid, which in turn reduced the cost of development. 

Deployment of monitoring nodes has become simple with robust and reliable low cost 

nodes.  

Sensor networks cannot have a single design because, incorporating all the features in 

one design makes the nodes costly and size cannot be small. Design of wireless sensor 

networks has become application specific as the requirements are different in each 
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application. A military application demands secure communication[4], A healthcare 

application demands accuracy[3], An environmental monitoring scheme demands for 

robustness, A traffic monitoring scheme demands for longer lifetime. This might be the 

reason that the sensor networks are attracting attention of researchers to address these 

design constraints, improving existing protocols. 

Localization is referred to the process of identifying the location of sensors with the 

help of anchor/beacon nodes. Wireless sensor networks as stated above, have limited 

resources. All the sensor nodes cannot have location awareness independently as they are 

deployed ad hoc in the network and some other factors such as cost, power constraints, 

size etc. In some cases, the GPS systems cannot be employed as the environmental 

conditions[6] restrict the communication with satellites e. g., monitoring applications in 

deep forests, ocean depths, household application in case of basements and dense concrete 

structures. Location of sensor node is very important in many applications. Without the 

location information, the data collected is of no use. Thus the sensor localization is an 

important domain in WSN. Mobility is an important indicator of development. Mobile 

sensor nodes are required to have location awareness. To identify the location of all the 

nodes in the network, some of the nodes in the network must be self-aware of their own 

location either by placing them in a fixed known location or by providing them with GPS 

like systems. These nodes are referred to as Anchor/Beacon nodes. A sensor node to 

identify its own location, it communicates with the in-range anchor nodes. The beacon 

signals send the location of beacon nodes. The sensor nodes find the distance and/or angle 

between anchor node and sensor node. From all the information of anchor nodes’ 

locations and distances, sensor nodes calculate their own location. For finding the 

distance and angle, many range based localization techniques were discovered, such as 

ToA (Time of Arrival), RSS (Received Signal Strength), TDoA (Time Difference of 

Arrival), AoA (Angle of Arrival), Directional Antennas[6], [7].Connectivity based 

localization algorithms were a great success where the accuracy is not a critical 

requirement. Localization of sensor nodes with of use of connectivity information of 

nodes is called Range free localization[8], [9]. Some popular algorithms are DV-Hop 

localization algorithm[7], [10]–[12], LCB (Localizable Collaborative Body) algorithm[6] 

and centroid localization algorithm[6], [7], [10], [11]. 

 

2. Secure Localization 

Wireless sensor networks are usually installed/deployed in unattended and insecure 

locations. Nodes cannot be made completely tamper proof, as it increases cost[2], [6], 

[13]. The importance of localization process and the need of accuracy is an attractive 

target to attackers[2], [6], [14][29][30]. Attacks on localization process can cause 

significant confusion and may also degrade routing mechanisms. 

Attackers can jeopardize the localization process which in turn affects the monitoring 

tasks[13]. For example, a sensor at the summit of a mountain is misleading into believing 

that it is located at the bay of ocean. This misleading information can make most of the 

routes in the routing table, invalid. It is well known that, stale routes and inefficient routes 

consequently cause energy consumption. The localization issue in under no specific 

adversary has already been well studied. No specific adversary scenarios include ranging 

errors and computational errors. Ranging errors can be overcome by Distance Bounding 

Techniques, VerfiableMultilateration technique[8], [13], [15], Directional Antennae-

Based Schemes, Transmission Range Variation-Based Schemes, Hybrid Schemes. Many 

algorithms were introduced to overcome computational errors as such Mean square error 

estimation[13], Maximum likelihood estimation, Gradient descent based estimation[8], 

Kalman filter algorithm[7], Cuckoo search algorithm[16]. However, adversary is a 

problem to be addressed when the network is under attacks. Non coordinated attacks such 

as Rushing, Masquerading (Sybil attack), Misuse, Anomaly attacks[17] and coordinated 



International Journal of Control and Automation 

Vol. 11, No. 4 (2018) 

 

 

Copyright © 2018 SERSC Australia  33 

attacks such as Distance consistent spoofing attack[14], wormhole attack are still needed 

to be overcome. 

 

3. Atomic Localization 

Atomic Localization is a local process of sensor nodes to identify its surrounding nodes 

locations in reference to its own. This local mapping of neighbours for each node helps to 

verify a node’s location once it has acquired its location estimation with the help of 

beacon nodes. 

 

 

Figure 1. Formation of Distance Vector at each Node 

A sensor node, when it wakes from the sleep state, sends Dist_Est (Distance 

Estimation) packets to its neighbour sensor nodes. The sensor nodes respond with an Ack 

packet. The round trip time of the two signals will be used to calculate the distance[14] 

between the two nodes. This process is done at each node as shown in Figure 1, to 

identify its distance vector, Di = {dia, dib, dic, did, die, dif, …}. When a node sends Dist_est 

signal, the receiver responds with Ack signal. The sender node calculates the total round 

trip time period including processing and buffering delay in the mac layer. The 

responding node, when it receives the Dist_Est signal, it starts a clock in its mac layer and 

stops when sent back the response. This delay time is included in Ack signal to the 

sender. The delay time subtracted from total round trip time to estimate the actual time of 

travel as shown in Figure 2. The TOT mechanism is prone to errors, interferences and 

attacks. But this is the simplest technique without the need of extra hardware 

functionalities. One can always go for RSSI[28] with variable power antennas that are 

more accurate ranging mechanism. But it needs special hardware functionalities which 

could increase the cost of network. 

 

 

Figure 2. TOT Mechanism with Secure Round Trip Time Estimation 
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Once the distances to all the neighbours are known, the sensor node selects a node at 

random. A distance vector table is created as shown in Table 1, the distance vector of 

home node (say node-1) is added to the table. The distance vector from the new node (say 

D6 = {d61, d62, d63, d64, d65}) is received and is added to the table. If the nodes are not in 

direct range, the distance will be represented as infinity. In practice, it can be a large value 

compared to the maximum range of a node. 

Table 1. Distance Vector Table of a Node 

Distance 

Vectors 

D1 D2 D3 D4 D5 D6 

D1 0 d12 d13 d14 d15 d16 

D2 d21 0 d23 d24 d25 d26 

D3 d31 d32 0 d34 d35 d36 

D4 d41 d42 d43 0 d45 d46 

D5 d41 d41 d43 d44 0 d46 

D6 d61 d62 d63 d64 d65 0 

 

Then the next node chosen is the node which is in direct rage of node 6. Similarly, 

distance vectors of all the nodes are added to the table. This procedure at each node forms 

a set of distances to all its neighbours and their mutual distances to perform atomic 

localization. The distance vectors are exchanged between neighbours. When node 1 

receives distance vectors from its neighbours, it forms the atomic graph of its neighbours. 

Atomic localization can be explained with the help of a simple example. Showing in 

the Figure 3, is a node 1, performing atomic localization. The node 1 selects a node at 

random, and assumes it to be the reference or at 0 degrees.  

In step 3, as shown in Figure 4, the next node chosen is the common node for node 1 

and 2. From the distance vectors D1 and D2, the distances d16 and d26 are extracted and 

reference location of node 6 is identified. 

 

 

Figure 3. Atomic Localization Process Step 2 
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Figure 4. Atomic Localization Process Step 3 

Similarly, the next node selected is the common node of node 1 and 6 and is not 

already a part of the network. This process as shown in Figure 5, will be continued till all 

the nodes in range of node 1 are added to network. 

 

 

Figure 5. Atomic Localization Process Step 4 

 

Figure 6. Atomic Localization Process, Verification of Closure 
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The mutual distances of unchecked pairs are checked to verify closure of the graph. As 

shown in Figure 6. When all the nodes are added to the distance vector table, the upper 

diagonal and lower diagonal matrices are not always symmetric. In the table, the distance 

between any two nodes (say i, j), dijis not always equal to dji. This error need to be 

corrected. 

 

4. Related Work 

Atomic localization is performed by distance estimation at node to node level using 

distance estimation techniques such as time of travel. Time of travel can be error prone 

and processing delay may increase the estimated distance than actual distance. A 

technique discussed in [14] can be used to eliminate such errors. The mac layer protocols 

are used to eliminate processing delays in mac layer and above from total round trip time 

as shown in Figure 2.The concept of atomic localization was inspired from kcdlocation 

algorithm[18] where any node can act as anchor node after estimating its location with the 

help of neighbouring locators. In the algorithm the authors illustrated an atomic 

localization algorithm (in Section 3.1) where one or more nodes can estimate their 

location where they are within one hop distance from an anchor and meet appropriate 

requirements. 

Wormhole attack (simplex and duplex[15], [19]) is a very difficult attack to detect. The 

use of atomic localization data to resist against the wormhole attack is described in 

following sections. A simplex wormhole attack is where the attacker eavesdrop the 

beacon signals and retransmit to neighbouring nodes. Since the captured packets and 

retransmitted packets are in the range of same nodes, such attack is rather easy to detect 

with simple mechanisms. A duplex wormhole attack is a set of attacker nodes maintaining 

a tunnel/channel between the nodes. The packets eavesdropping at one end are 

broadcasted at the other end. Many solutions to such attacks are discussed in [15], [19], 

[12], [20]. 

In [21],[9],[10],[2]and [18] various localization algorithms were analysed and 

compared in different scenarios such as mobility of anchor nodes, mobility of sensor 

nodes and range based or range free techniques etc.  Gradient descent localization 

discussed in [9] is an optimization technique to reduce the estimation error in localization 

process. Cuckoo search algorithm inspired by bird nesting habits as in [16] and Bat 

algorithm discussed in [23] for localization are optimization techniques to minimize 

estimation error in localization of wireless sensor networks. 

In [24]–[27] security mechanisms for localization of wireless sensor networks are 

analysed and compared. Security mechanisms such as TSCD [14], where the temporal, 

special properties of the network are verified to detect the wormhole attacks on 

localization process. And SeRLoc[20] explains a defence mechanism against wormhole 

attack using hashing and locator verification. 

 

5. Proposed Work 

Location Correction in Case of Tampered Locators 

Once the atomic localization process is completed, this data can be used to verify the 

accuracy of localization. Localization of sensor nodes is achieved with the help of beacon 

nodes. Beacon signals [B1=(d1, x1, y1) and B2=(d2, x2, y2)] is used to find a node’s 

location. 
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Figure 7. Verifying Consistence of Locator with Nodes in a Single Atom 

A beacon which is tampered with and is sending a false location is not consistent with 

the neighbours of the node (shown in Figure7).The node 1 is receiving information from 

B1 which is claiming a false location. The false location B1’= (x’, y’) is verified by 

checking consistency with the neighbours which are supposed to be in range of B1. The 

(x’, y’) of B1 if it is true, must be in range of node 4 (considering node-4 already has 

accurate location information). The node 4 identified its own location with the help of 

beacons B3 and B4 as shown in Figure 7. When node 1 receives beacon signal form B1, if 

identifies the sensor nodes (in its atomic graph) which are close to the claimed location of 

B1. As in Figure 7, the claimed location of B1 is close to node 4. But node 4 is not 

actually in range of B1. This inconsistence can be identified as attack by tampering the 

beacon location. A locator, if it is detected to be tampered with, can be black listed and 

this information will be broadcasted through the network. Black listing a node can be a 

serious issue, if the number of beacon nodes is scarce. The beacon location can be 

corrected with the new location by sending a correction signal digitally signed by the 

legitimate nodes. 

Secure Localization Against Wormhole Attack 

Considering a wormhole link, which captures packets at one end of the atom and 

broadcast at the other end. As show in Figure 8, the node-3 and node-2 are in range of W2 

(Broadcasting end of wormhole link) which is tunnelling the packets from beacon B1. 

The location information of nodes under attack (nodes 3, 2) is disrupted. But the rest of 

the nodes are not under any attack. They have accurate location information. To verify the 

location accuracy, the location information should be verified with atomic graph. Distance 

between node 1 and 6 (d16) if nearly equal to the distance d16’ calculated from beacon 

signal (d16’)2= (x1-x6)2+(y1-y6)2thenthe location is accurate. If the difference between d16 

and d16’ exceeds the threshold error, then the node is under wormhole attack. This 

verification is done with all the nodes in the atomic graph of 1. A set of nodes which are 

consistent with 1 and a set of nodes which are inconsistent with 1 are present in the 

network (with the presence of wormhole link). Multiple beacons in range of an atom can 

simplify this problem as shown in Figure 8. 
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Figure 8. Securing Against Wormhole Attack 

The nodes 2, and 3 are consistent with each other, and nodes 5, 6, 2 are consistent with 

each other. The set of nodes which are in range of a common locator are the nodes which 

are under attack. The probability of other consistent set, to be in range with other single 

locator is inversely proportional to the number of sensor nodes in a single atom. More the 

number of nodes in an atom, less the probability of being in range of single locator, as the 

range of locatorsare limited. Considering the assumption that, the range of locators and 

sensor nodes is same. 

Low Density of Beacon Nodes 

Low density of locator nodes is a severe issue in wireless sensor networks, especially 

in case of mobile locators (due to power constraints and physiological issues). The mobile 

nodes drain the power because of continuous change of location, altering neighbour 

nodes, path calculations etc., which cause them to die-off the network and this causes low 

density of mobile beacons in the network. Such low density could cause many sensor 

nodes to waste resources on Loc_req requests and long awaken time. Atomic localization 

can provide reliable solution for such problems. 

A node can use the location information from its neighbours to identify its location. 

When a node has received enough beacon signals to compute its location, it can act as 

beacon for its neighbours. A node in an atom can use its neighbour’s location to compute 

its own location. In general, in wireless sensor networks, a sensor node’s location is not 

used for localization of other sensor nodes, because the error propagates in further steps. 

But in atomic localization, only nodes in same atom are used to get beacon signal, and 

also the accuracy is not reduces because multiple nodes in the atom are already consistent 

with each other. Thus the probability of achieving location information accurately with a 

low density of beacon nodes increases with atomic localization. 
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Figure 9. Localization at Low Density of Beacon Nodes Condition 

Considering a case of mobile beacons in a network, where it is broadcasting the beacon 

signal periodically. As shown in Figure 9, the beacon B1 at time t1 communicates with 

node-5, and as time passes, the beacon B1 moves to a different location as sown in figure. 

Similarly, considering another beacon B2, and it moves from one location to other from 

time t3 to t4. In such scenario, node 5 and node 4 can perform localization process as they 

are able to receive two beacon signals from B1 and B2, but the nodes 1 and 3 has only 

one beacon signal, and nodes 6 and 2 received no beacon signal. Thus the nodes 1, 3, 2 

and 6 are still waiting for beacon signal and resources are being wasted. To avoid this 

problem, the sensor nodes 5 and 4 (which are aware of their location) can be used for 

further localization process of remaining nodes. 

 

6. System Model 

We assume that the system consists of a set of sensor nodes (s nodes) with unknown 

location and a set of locator nodes (l nodes) with known location, position can be acquired 

through GPS receivers. We assume that all the nodes are deployed randomly in the 

network in a region A. Random distribution of nodes is assumed to be following the 

Gaussian distribution. As shown in equation 1. 

𝑓(𝑥|µ, 𝜎) =
1

σ√2µ
𝑒

−
(𝑥−µ)2

2𝜎2 … … … … … … … … … … … … … … … … … … … … … (1) 

χ is the random variable with normal distribution or Gaussian distribution, σ is the 

standard deviation of input data, σ2 is variance and µ is the mean or median or mode as 

applied by the user. The l-nodes are assumed to be moving randomly with constant speed 

and the density of the nodes is not uniform. The random motion is assumed to be gauss-

markov random motion. The speed of a moving node is defined in equation 2, and 

direction of motion is defined in equation 3. 

 

𝑆𝑁 = (α ∗  𝑆𝑁−1) + ((1 − σ) ∗ 𝑆𝑚𝑒𝑎𝑛) + √(1 − α2)𝑆𝑚𝑒𝑎𝑛 − 1) … … … … … … … … … (2) 

𝐷𝑁 = (α ∗  𝐷𝑁−1) + ((1 − σ) ∗ 𝐷𝑚𝑒𝑎𝑛) + √(1 − α2)𝐷𝑚𝑒𝑎𝑛 − 1) … … … … … … … … (3) 
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σ is the turning parameter, SMEAN and DMEAN are mean values of speed and direction. 

The values of SXN and DXN are random values determined by Gaussian distribution. When 

the value of α is zero, the function generates random movements, and when α value 

equals 1, we get complete linear node movement. The transmission range of all the nodes 

(s nodes and l nodes) is assumed to be same. The number of locators in range of a sensor 

node is defined in equation 4. 

 

Number of l-nodes in range of an s-node= (total no of l-nodes/A)(πR2)…………......(4) 

 

A is the area of network, R is the radial range of a node, thus (π *R2) represents area of 

coverage of a node. In a network with 200 locator nodes distributed randomly in an area 

of 100 square meters, if the radial range of a node is 1 meter, the number of locator nodes 

in range of an s-node is (200/100)*(π *12)=2π =~ 6 or 7 For a given system, with the use 

of atomic localization; the area of control of a node increases due to the atomic nature of 

all the s-nodes in an atom. Thus the coverage of an s-node increases with the use of 

atomic localization. The increase in probability of localization with the use of atomic 

localization is described in equation 7. 

 θ = 2𝑐𝑜𝑠−1 (
𝑑

2𝑟
) … … … … … … … … … … … … … … … … … … … … … … … … (5) 

Where d is the distance between two nodes; r is the radio coverage of nodes; 

Overlapping area of any two nodes, 𝐴0 = 𝜃 (
𝑟2

2
) − (

1

2
) 𝑟2 sin(θ) … … … … … … (6) 

Total area of an atom, 𝐴 = 𝑛(𝜋𝑟2) − 𝐴0   … … … … … … … … … … … … … … … … … … (7) 

 

The probability of detection of wormhole link using the property “single message from 

single locator”, also increases by same factor as shown equation 7 and in above example 

1. Increase in probability of localization and detection of a wormhole can be derived as  

Increase in probability of detecting a wormhole is given by equation 8, Where N is 

number of nodes in an atom, and ϴ is in radians. 

Δ 𝑃 = 𝑁 (π −
θ

2
) −

(
1

2
sin(θ))

2π
… … … … … … … … … … … … … … … … … . (8) 

7. Results 

The localization problem is simulated in MATLAB in 2D space. We assume that all 

the nodes; sensor nodes, benign locator nodes and malicious locators have same radio 

range. All the nodes were distributed randomly. It is also assumed that the node density is 

not uniform throughout the region. Error free TOA measurements are assumed. After 

applying algorithm 1; with area 100m X 100m, range r=15m, number of sensor 

nodes=100, number of benign locators=45, number of malicious locators=10. Distribution 

of locators, sensors and malicious nodes is shown in figure 10. The mean square error 

estimation of all the nodes is observed to be 38.79m. Of all the 100 nodes in the network, 

it is observed that only 60 nodes were able to have accuracy of localization less than 1m. 

This is shown in Figure 11. 
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Figure 10. Network with Area 100 Square Meters 

 

Figure 11. Location Estimation without using Atomic Localization 

It is observed that the location error is high and many nodes were under attack. With 

the use of atomic localization and algorithm 2; the localization error is greatly reduced 

and more number of nodes are able to achieve accurate location. The comparative output 

of localization result with and without atomic localization technique is as follows. 

With respect to area of distribution, the accuracy of localization in both cases, and the 

percentage of nodes that were able to localize accurately is identified. The parameters for 

the simulation are area=100 X 100 m2, range of each node= 20m, number of benign 

locators = 35, number of malicious locators= 10. For the above parameters, the mean 

square estimation error and successful localized sensors is plotter in Figure 12, 13. 
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Figure 12. Mean Square Error Estimation for Varying Density of Sensor 
Nodes 

It is observed that, the mean square error is not dependent on the density of nodes when 

the atomic localization is not used. But, with the use of algorithm 2, the mean square error 

is constantly decreasing with respect to increasing density of sensor nodes. The 

coordinated operation of nodes in atomic localization results in better performance with 

high density of sensor nodes. 

 

 

Figure 13. Number of Successful Localizations with Respect to Varying 
Density of Sensor Nodes 

The above Figure 13 shows the number of successful localizations with respect to 

varying density of sensor nodes. It is again clear that the latter case shows better 

performance with increasing density of sensor nodes. Without using atomic localization, 

the number of nodes with successful location estimation is constant, because even though 

the density of nodes is increased, the number of locators is unchanged, and the sensor 

noes are not in coordinated operation. 

The bar-chart in Figure 14 shows the estimation error plotted against number of locator 

nodes in the network. In the case without atomic localization, the estimation error with 

increasing locator density is not decreasing. As all the sensor nodes are working 

independently, the estimation error is dependent on malicious nodes, but not very much 

influenced by density of locator nodes. In the latter case, where the sensor nodes are 

working in co-ordinated manner, the mean square error is consistently reducing with the 

increased density of locators. As the locator density is increasing, as described in our 

proposal, the sensor nodes are able to distinguish between the benign and malicious 

nodes. Thus, the accuracy of localization increases.  
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The parameters taken for this case are as follows. Area 100m X 100m; range, r=15m; 

number of sensor nodes=100, number of malicious nodes=10. 

 

 

Figure 14. Mean Square Error with Respect to Varying Locator Density 

The Figure 15 shows the number of successfully localized nodes with respect to 

varying density lo locators. It can be seen that, irrespective of the density of locators, the 

atomic localization is able to provide the location for many sensor nodes. With the 

formation of atoms, and communication with neighbours, sensor nodes are able to 

identify their location with sufficient number of locators. In previous case, without 

coordination of sensor nodes, the successful localization of nodes is dependent on locator 

density, and is also very less as compared to atomic localization. 

 

 

Figure 15. Number of Successful Localized Sensors with Respect to 
Varying Locators 

Noisy TOA measurements can reduce the accuracy of localization. But in general, 

atomic localization retains its accuracy, high probability of localization and high 

probability of anomaly detection. Location correction using atomic localization is 

complex when compared to non-coordinated operation due to high connectivity and 

message exchange between neighbours. But as the communication is limited to its 

neighbours i.e., only one step, the complexity of message exchange does not become a 

burden. 
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