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Abstract
Recently, new facilities are being built as smart factories and the transition from
existing facilities to smart factories has been increasing. Therefore, demands for
processing data generated from a large number of sensors are rapidly increasing In the
smart factory system, existing error processing is concentrated on simple methods such as
out of range errors. However, there are various types of errors. Accurate detection and
handling of errors are important parts of the productivity and quality of manufacturing.
This research proposes a real–time analysis system based on Complex Event
Processing(CEP) which detects abnormal data in terms of time-series using Least Square
Method(LSM). The proposed method will provide high performance real time detection of
error data and the way of figure out the window size which generates optimum error the
detection rates.
Keywords: Big data, Least Square Method, Error detection, Apache Storm, Mutation
Testing

1. Introduction
Nowadays, the smart factory is a hot issue. New and existing facilities are also
increasingly being converted to smart factories. Since Hadoop is a framework of using
total collection analysis, Big data processing using a system such as Hadoop is not
suitable to the smart factory that requires real time processing [1]. Therefore, it is
necessary to develop a Complex Event Processing (CEP) [2] based real-time analysis
system for increasing data processing requirements. CEP is a recent emerging technology,
mainly developed by Apache and Microsoft. This technique is suitable for real-time big
data processing with a structure that is stored after analyzing unlike the existing big data
framework.
Huge number of data is generated from multiple sensors in smart factory environment.
Therefore, it is necessary to process a large amount of data in real time. As shown in the
Figure 1, since Hadoop stores the received data in the database and then processes
the data, it is not suitable for real-time processing because it is stored on disks. As
shown in Figure 2, on the other hand, the CEP handles sensor data directly from
memory without storing it on disk.
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Figure 1. Using Hadoop in Data Analysis

Figure 2. Using CEP in Data Analysis
In the smart factory system, existing error processing is concentrated only on out-ofrange error detection [3]. However, there are various kinds of errors. Accurate detection
and handling of various errors is also an important part of the efficiency for
manufacturing. This study suggests the utilizing LSM (Least Square Method) to detect
abnormal data through time series.

2. Abnormal Data Detection with CEP for Smart Factory
The most popular CEP engines are Microsoft StreamInsight, Apache Spark, and
Apache Storm. Microsoft StreamInsight has a problem that is dependent on Microsoft's
environment [4]. Apache Spark uses a batch-oriented approach with Hadoop [5]. Apache
Storm, an open-source software produced by Twitter, is a technology that allows largescale data to be analyzed in real time. Hadoop is a large-scale distributed processing
system specialized for batch analysis, Storm is a distributed processing system specialized
for real-time analysis. That is why we applied the Apache Storm [6].
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Figure 3. Structure of Apache Storm Based CEP
Figure 3 shows the structure of the CEP based on Apache Storm. The data generated
by the sensors of the smart factories are transferred to the spout module where they are
converted into tag value format data [7]. These data are consumed by the bolt and filtered
by the filter attached to the bolt. This filter is made by applying LSM [8][9].
Consequently, the filtered sensor data is stored in the database and the subsequent
processing proceeds.
Figure 4 shows the internal structure of the CEP system and its interfaces with external
systems. When the system receives sensor data as an event from sensors of smart factory,
the system extracts abnormal data and transfers it to external event handlers. The sensor
data is stored in the event list in a tuple format (tag, value) by the event adapter
implemented in the form of Spout. The filter is implemented in the form of Bolt, which
provides various types of abnormal data extraction techniques such as LSM filters,
boundary value filters, and so on. With this architecture new detecting method can be
easily embedded by adding a new filter. This paper focuses on LSM filters. When the
publisher detects abnormal data, it sends to the corresponding event handler.

Figure 4. Architecture of CEP

3. Time Series Analysis for Abnormal Data Detection
There are various types of errors in the data generated in the manufacturing process.
Previous studies have focused only on detection of data that is outside of the error
tolerance range, but data on a pattern of time series error cannot be detected. As shown in
Figure 4, the datum indicated by the arrow cannot be physically generated, so it can only
be seen as the noise of the sensor. If this data is not filtered, the accuracy of the data may
be a problem.
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Figure 5. An Example of Undetected Sensor Data

Figure 6. An Example of Sensor Data Detection using LSM
Figure 5 shows an example of the sensor data of the boiler where the X-axis represents
time and the Y-axis represents temperature. The data indicated by the arrow is within the
acceptable range of the boiler temperature but it was corrupted by noises and cannot be
physically present. If such data is input, there is a high possibility that errors will occur in
subsequent processing, so it should be detected and removed in real time.
Figure 6 shows how to filter these abnormal data using LSM. Providing that the size of
the window is 3, the LSM can calculate the coordinates (x, y) of the expected value by
letting the average value of the X axis be x and the average value of the Y-axis be y. After
calculating the distance value between the expected value and the actual value of the
fourth data, if the value exceeds the predetermined threshold, it is found that there is a
problem with the data.
The purpose of using LSM is founding out the following linear model of data which
minimize residual values.

𝑓(𝑥𝑖 ) = 𝑎𝑥𝑖 + 𝑏

(1)

The first step is finding out the a and the b values which minimize the left side of the
equation (1) where w is the window size.
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Two equations which are partial differentiations of a and b are shown in the following
equations (3) and (4) respectively.
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(4)

From the above equations the slope value a that can be derived as the following
equation (5).
𝑤
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The second step is to find the window size that will most accurately detect abnormal
data. Since the optimal window size may vary depending on the type and characteristics
of the data, the window size should be determine using the mutation test method. The
mutation test method is a method of deliberately inserting error data into normal data and
testing how many errors a particular test method finds.
In the last step, the LSM equation derived from the previous step is used to check that
whether the input data is normal or abnormal data. Figure 7 shows the process of
detecting abnormal data detection. From the input stream, LSM method analyses the data
with the slope value and window size from the above steps, then it can be decide the
input data is normal or not with ease.

Figure 7. The Process of Detecting Abnormal Data

4. Experiments and Analysis
This experiment assumes a temperature control system for the virtual boiler.
Experimental data was generated by inserting error data into the temperature data for
using the mutation test technique. The goal of the test is to find the optimal window size
that can find the most errors inserted.
The result of the experiment is shown in Table 1, if the window size is 10, all the
inserted abnormal data are detected. If the window size is 5 or 15, it does not detect all
abnormal data. This means that it is important to calculate the appropriate window
size for practical application.
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Table 1. Table Label
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Figure 8. The Number of Abnormal Data Detected
Figure 8 shows the experimental results as a graph. X-axis shows the time series data
that is input and Y-axis shows the number of detected errors.
LSM computes the slope to represent the values of the time series data within the
window. Excrement shows that if the size of the window is large, the slope value for a
large number of data is calculated. Therefore, a somewhat gentle slope appears and an
accurate value cannot be measured. On the other hand, if the size of the window is small,
it may be difficult to measure the accurate value since a rather steep slope can be
measured. Therefore, it is the most important issue to specify the appropriate window size
according to the characteristics of data and determining window size step should be done
before the analysis.

5. Conclusion
Big data processing using systems such as Hadoop is not suitable for the smart factory
which requires real-time processing. Therefore, it is mandatory to develop a CEP based
real-time analysis system for increasing data processing requirements. In the smart factory
system, existing error processing is concentrated on simple methods such as out of range
errors. However, there are various types of errors. Accurate detection and handling of
errors are important parts of the productivity and quality of manufacturing.
Recently, new facilities are being built as smart factories and the transition from
existing facilities to smart factories has been increasing. Therefore, demands for
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processing data generated from a large number of sensors are rapidly increasing. In this
paper, we propose real-time big data processing of smart factories and detection of
abnormal data using LSM with CEP engine suitable for smart factory. The paper applies
CEP based on Apache Storm which processes input data in memory.
There are various kinds of errors in sensor data generated in smart factories. However,
existing researches focus only on detection of data outside the error range of data, so that
abnormal data that can be detected in a time series cannot be filtered. The detection and
processing of the error are directly related to the accuracy of the data. This will be
very helpful for the quality for the subsequent processing. For this purpose, this study
proposes a method to detect abnormal data using LSM.
There are data generated from various kinds of sensors in smart factory. For example,
there are various data such as the temperature, the illuminance, the oxygen concentration,
the voltage, the current, and the distance measurement. In addition, the judgment of a
suitable window size may vary depending on the application field. This model can handle
this diversity only by specifying parameters.
Future research will include implementing the proposed system. This model provides
out-of-bound error detection and detection of time-series errors using LSM. More
intelligent analysis methods than LSM for time series data analysis will be included in
future studies.
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