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Abstract

A number of neighbor discovery protocols (NDPs) based on block designs have been
proposed for the application of sensor networks. However, most of these block designs-
based NDPs in literature cannot support asymmetric duty cycles, whereas internet of
things (loT) applications prefer to support both symmetric and asymmetric duty
operations. In order to address the lack of supporting asymmetric duty operations of
block designs-based NDPs, we propose a new scheme called the Exclusive OR NDP,
which constructs a new discovery schedule by combining two block designs with different
duty cycles. The Exclusive OR NDP can support both symmetric and asymmetric duty
cycles while preserving the performance of block designs-based NDPs. In this paper, we
also present the results of our experimental study where we measure the effectiveness of
the proposed approach by comparing the performance of the Exclusive OR NDP with
other well-known NDPs.

Keywords: Internet of Things, Neighbor Discovery Protocol, Block Designs, Block
Construction, Asymmetric Duty Cycles

1. Introduction

In the Internet of things (loT), there are lots of heterogeneous sensing devices, which
may have a different wakeup schedule and duty cycle. In a symmetric duty cycle network,
all sensor nodes have the same duty cycles — i.e., they have the same ratio of the duration
of the wakeup time to the period of one discovery cycle. On the other hand, if each node
chooses its duty cycles independently, it is called an asymmetric duty cycle network. That
is, a group of sensors may have a different ratio of the wakeup time within a period of a
cycle.

Because a wide variety of monitoring devices can be networked together to collect and
exchange data in IoT applications, finding their neighbors for communication is an
indispensable part of IoT. A neighbor discovery protocol (NDP) is a representative
scheme to find neighboring nodes. Because most of 10T applications desire to support
both symmetric and asymmetric duty cycles, NPDs for 10T applications need to handle
both symmetric and asymmetric duty cycles efficiently.
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In a symmetric duty cycle network, it was proved that a block designs-based approach
is an optimal solution [5] to a neighbor discovery problem in terms of latency and energy
consumption. However, the block-based NDP has one critical limitation in applying to
neighbor discovery of loT applications. In a typical IoT application, the duty cycle of
wireless devices can be configured independently based on the application requirements
and the amount of available power resources. Therefore, the lack of supporting neighbor
discovery in asymmetric networks is a huge limitation of the block designs-based NDP. In
this paper, we propose a new neighbor discovery scheme called the Exclusive OR-based
NDP, which reduces the number of active slots while preserving the total length of the
discovery cycle. Therefore, the number of active slots in the Exclusive OR-based NDP is
smaller than that of the OR-based NDP, and the cycle length of the proposed approach is
equal to that of the OR-based NDP.

This paper is organized as follows. Section 2 shows related works on NDPs. In Section
3, we introduce a new asymmetric scheduling method using block designs. In Section 4,
we illustrate our simulation environment and compare the performance of prominent
NDPs with the proposed method. Finally, we conclude this paper in Section 5.

2. Related Works

Due to the increasing popularity of loT applications in various fields, the importance
and need of power saving neighbor discovery techniques have increased recently. In this
section, we summarize previous research works focusing on the development of neighbor
discovery scheduling for wireless sensor networks.

In [4], the authors proposed a scheduling method that uses n x n grid, called a quorum
based neighbor discovery protocol. Since the method is simple, it can be applied to
various systems easily. In Figure 1 (A), an example of the quorum based NDP with n=16
is shown. The sensor node u, wakes up at the slots listed in the first row and the second
column of the 4 x 4 grid, and u, wakes up during the slots located in the third row and
the third column of the grid. If the sensor u, and u, are synchronized, both of them wake
up at the slots indexed 2 and 9. Thus, they can communicate with each other during these
slots. Although the quorum-based approach guarantees the existence of common active
slots between any pair of neighboring nodes, all sensors in the network must have the
same duty cycle. Later, Zhang et al. proposed an optimal neighbor discovery protocol by
using the combinatorial theory and block designs [8]. The authors also proved that the
proposed block designs-based NDP is a theoretically optimal solution for neighbor
discovery. Although the block designs based discovery scheduling method produces a
theoretical optimal solution for neighbor discovery in a symmetric sensor network, it
cannot be applied to asymmetric networks. So, in [3], an asymmetric neighbor discovery
protocol for wireless sensor networks using two prime numbers was introduced, and a
neighbor discovery protocol using only one prime number was proposed in [5]. In [5], the
authors showed their method was more efficient than the method using a pair of prime
numbers.

Recently, in [17], Choi et al, introduced a new neighbor discovery protocol called
BAND based on the block design concept. Although BAND was a variation of the block
designs-based scheme, it supports a more diverse set of duty cycles than the original
method. Figure 1 (B) shows an example of BAND. To construct a new discovery
schedule, it combines two binary incomplete block designs (BIBDs); one is called a base
design and the other is called a replace design. In Figure 1 (B), the base design is a (4,3,
2)-BIBD, and the replace deign is a (3,2,1)-BIBD. Thus, the resulting schedule length is
4 x 3 =12, and the number of active slots are 3 x 2 = 6. For any two sensors using an
arbitrary row from the 12x12 grid shown in Figure 1 (B) for neighbor discovery, they
have at least one common active slot due to the properties of BIBDs [17]. However,
BAND [17] comes with the same weakness; it supports symmetric networks only. In [14],
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Lee et al, introduced a new approach called an OR-based neighbor discovery protocol that
can support both symmetric and asymmetric neighbor discovery in sensor networks. In
[15], they further extended the block design based method using a prime number in order
to support a network with asymmetric duty cycles. However, the method extends the
length of the discovery cycle significantly, and the discovery latency may increase
considerably in the worst case.
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Figure 1. (A) An Example of the Grid Quorum based NDP [4] and (B) the
BIBD based BAND NDP [17].

In this paper, we propose a new NDP for asymmetric networks using block designs.
The duty cycle of the proposed approach is lower than that of the OR-based method. As
the duty cycle is very tightly related to the power consumption of the network, the
proposed method is more energy efficient than previous approaches in literature.
Furthermore, our method does not increase the length of the discovery cycle, although it
reduces the number of active slots. Therefore, our approach can support asymmetric
neighbor discovery without compromising the worst case latency and energy efficiency.

3. Asymmetric Scheduling Method using Block Design

This section introduces the relationship between asymmetric neighbor discovery and
BIBD-based block designs [9]. First of all, we introduce two definitions related to
combinatorial block designs.

Definition 1. A design is a pair (X, ~4) such that the following properties are satisfied:

X is a set of elements called points, and

A1is a collection (i.e., multiset) of nonempty subsets of X called blocks.

Balanced Incomplete Block Design (BIBD) is a well-studied type of designs that are
applicable to various applications such as software testing, geometry, and cryptography
[17].

Definition 2. Let v, k, and A be positive integers such thatv > k = 2. A (v, k, A)-
Balanced Incomplete Block Design (which we abbreviate to (v, k, 1)-BIBD) is a design (X,
) such that the following properties are satisfied:

b X=v

2)  Each block contains exactly k points, and

3)  Every pair of distinct points is contained in exactly A blocks.

For instance, let the set X={1,2,3,4,5,6,7} be given, and let the multiset ~#
={{1,2,4}{2,3,5},{3,4,6},{4,5,7},{1,5,6},{2,6,7}{1,3,7}} be given. Then, we can easily
see that the design (X, ~4) satisfies three properties listed in Definition 2. Thus, (X, 4) is a
(7,3,1)-BIBD. Note that a (7,3,1)-BIBD is not unique. For the given multiset
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4 '={{1,2,3},{1,4,5},{1,6,7},{2,4,6}.{2,5,7},{3,4,7},{3,5,6}}, the (X, #") also satisfies
the properties 1), 2) and 3) in Definition 2. Thus, (X, #) is also a (7,3,1)-BIBD.

According to the results of the study on block designs, for given positive numbers v, k,
and A, the existence of (v, k, 1)-BIBDs is not known. However, if h is a power of a prime,
the existence of (h? + h + 1,h + 1,1)-BIBD is proved [9]. It is a special case of A=1 in
the (v, k, 1)-BIBD. Due to the guaranteed availability of (h? + h + 1,h + 1,1)-BIBDs, in
this study, we focus on the design of neighbor discovery schedules based on (h? + h +
1,h + 1,1)-BIBDs.

We assume a wireless sensor toggles the active and sleep modes during the neighbor
discovery process. These modes can be denoted by a binary number, where “1” represents
the active mode, and “0” represents the sleep mode.

Definition 3. Suppose that a wireless sensor node u has a discovery schedule with a
cycle T, we denote u’s discovery schedule as a  sequence
ST =< ay,a,,as, ... ,ar_q,ap > such that for all i in [1,T]and a; = 0or 1. InST, the
it" binary number represents the i discovery slot in the cycle T. When a; = 1, the i*?
discovery slot is called as an active slot where the sensor u must stay awake, whereas the
sensor turns off its radio during the i*" slot, called a sleep slot, if a; = 0.

Note that a sensor needs to repeat the discovery schedule a number of times during the
discovery phase. This is because a pair of neighboring sensors may not be able to discover
each other during their overlapped active slots due to a message collision, channel
interference or impulsive noise. Therefore, the sequence ST satisfies the equation a;,,; =
a; foralliin [1,T]and n € Z*.

If a sensor u uses a BIBD block A,, for neighbor discovery where A, is a block from
a (v, k, 1)-BIBD, then its discovery schedule is given by S} =< a4, a,,as, ..., ay,_1,ap >
such that, for1 < i < v, a; = 1ifieA,, otherwise,a; = 0. Since the cycle length of
the sensor u is the cardinality of the set X, i.e. | X |= v, the sequence S} satisfies the
equation a;,,, = a; foralliin [1,v] and n € Z*. The following figure depicts the first
fourteen slots of the discovery schedule based on the {1,2,4} block in the (7,3,1)-BIBD.
In Figure 2, the black box represents an active slot, and the white box represents a sleep
slot. Since the schedule has a cycle of length 7, the indexes of the active slots are 1, 2, 4,
1+7, 2+7, 447, 1+2x7, 2+2X7, 4+2X7, and so on.

Slot Index | 1 2|3 4 5 6 7 8 9 10|11 12 13 |14
Mode

Figure 2. An Example of a Schedule based on the {1, 2, 4} Block of the
(7,3,1)-BIBD

Next, we define the common active slots between two discovery schedules S;’i and S{Z
Since the cycle lengths of S:ji and Sfj; are v; and v,, respectively, we will consider the
common active slots within the LCM (least common multiple) of v; and v,.

Definition 4. The operation A between two discovery schedules S, and S,?
represents the set indexes of common active slots between two schedules.

S:: A .S'Zj ={i|for1<i<La; =b; =1 wherea;in S:Zand b; in S:Z}

Also, the notation | X | means the cardinality of a set X. Thus, |S,* A S,;2| denotes the

number of common active slots between Sfji and S:Z within a cycle.

The following lemma shows that the proposed BIBD-based discovery schedule
guarantees the existence of at least one common active slot within a length of a cycle for
any pair of randomly selected two sensors.
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Lemma 1. Let (X,4) be a symmetric (v, k,1)-BIBD. Let 4; and A; be two different
blocks in A4 Let Sy, and S{{}. be two discovery schedules derived from the block 4; and A;,
respectively. Then the schedule S, and S}j]. have A common active slots; (S A S{{j = A

Proof. Since the two A; and A; blocks in the symmetric (v,k,4)-BIBD, by the
theorem 1.1.4. in [9], A; and A; have A common elements. It means that the

Su A SE,

schedules S;;, and S{{j have A common active slots. Therefore, we can get

A

The BIBD-based NDP protocol is proved to be an optimal solution for neighbor
discovery in wireless sensor networks with a symmetric duty cycle [5]. However, BIBD-
based NDPs have a limitation in applying the method for asymmetric WSNs. As shown in
Figure 3, two sensor nodes, u, and u,, have no common active slot. The sensor node u,
uses the {1,2,4} block in the (7,3,1)-BIBD, i.e. 531:{1,1,0,1,0,0,0}, and u, is based on
the {3,6,7,12,14} block in the (21,5,1)-BIBD, ie.
5521 ={0,0,1,0,0,1,1,0,0,0,0,1, 0,1,0,0,0,0,0,0,0}. Since the 7 is a factor of 21, this pattern
repeats infinitely. Therefore, there is no chance that two neighboring sensors u, and u,
discover each other since there is no common active slot between S and S7.

Slot Index | 1 14|15 |16 |17 |18 |19 20 |21

Sensor u,

Sensor u,

Figure 3. An Example of Two Asymmetric BIBD-based Schedules without
any Common Active Slot

The proposed Exclusive OR-based NDP combines two different blocks selected from
(v, k, 1)-BIBD designs where v is the length of the block, k is the number of active slots in
each block, and A is the number of common active slots between a pair of blocks. In [14,
15], it was shown that (v, k, 4)-BIBD cannot support asymmetric duty cycle. In order to
solve this problem, we propose the new NDP method that combines several (v, k, 1)-
BIBD blocks using a bitwise exclusive OR (XOR) operation.

Definition 5. Let A and B be blocks selected from (v4, k1, A;)-BIBD and (vy, ko, A5)-
BIBD, respectively. Assume S,,' and S,? are the discovery schedules generated from the
blocks A and B, respectively. The Exclusive OR-based schedule 5112 69512 is defined by a
Sequence S:Zi@szz =< aq @ b1 , Ay @ bz’ as @ b3, a1 @ bL—l' a, @ bL >, Where
for1 <i<L,a;inS," and b; in S,;%, the notation @ is the logical XOR operation, and L
is the least common multiple (LCM) of v; and v,.

Figure 4 shows the Exclusive OR-based block combination of (7,3,1)-BIBD and (3,2,1)-
BIBD.

Slot Number

Node A

(7,3,1)-BI1BD 1 1 0 1 0 0 0 1 1 0 1 0 0 0 1 1 0 1 0 0 0

S

Node B

(3,2,1)-B1BD
1

Exclusive OR-basedl 1 0 1 1 1 1 o] o o [¢] o 1 [¢] 1 [¢] 1 1 0 [¢] 1 1

Block Design

True False True True True True False False False False False True False True False True True False False True True

Figure 4. An Example of the Exclusive OR-based Block Combination
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If two sensor nodes use the Exclusive OR-based NDP generated using the @ operation
shown in Definition 5, they must have common active slots. Next Theorem guarantees the
existence of common active slots when sensor nodes use the proposed exclusive OR-
based NDP.

Theorem 1. Let A and B be blocks from two different (v,,k;,4,) -BIBD and
(v2,k2,4,)-BIBD, respectively. If S;* and S,* are the schedules generated from the
blocks A and B, respectively, then |S,,* A (S,,!®S,2)| = 1.

Proof. Since v; and v, are different integers, without loss of generosity, we can assume
that v, = max{v,, v,}. Since v, is greater than v, k, is greater than k. It denotes that
the number of active slots in u, is greater than the number of active slots of in u, within
L, where the L=LCM(v,, v,). Thus, there are some i in 1 <i <L such thata; =1,
where a; € S,;*, and b; = 0, where b; e S,2. Therefore, i S,* A (S,2®S,?). Asaresult,
we know that |S, A (S,2@®S,?)| = 1. It means that any discovery schedule derived from
the (v4, k1,4,)-BIBD (51'2) and any schedule generated by combining two schedules
S,! and S,? (S, ' @®S,2) have at least one common active slot within the period L.

4. Simulation Study

In order to compare the performance of our proposed NDP with other previously
known NDPs, we have developed a simulation environment using TOSSIM [20]. The
following protocols were implemented for the performance comparison; the OR-based
NDP [14], U-Connect [5], Disco [3], and Todis [19]. For the configurations of the
simulation environment, we assume 50 sensors are randomly spread over a 100m X
100m sending field. For communication between sensors, the CC2420 radio modules
with 2.4 GHz [21] were adapted for this study, and the log-distance path loss model [22]
was used for the radio propagation model. We assume the length of each discovery slot is
15 milliseconds, and a sensor node wakes up and exchanges discovery messages
asynchronously at the beginning of its discovery slot. The simulation configuration
parameters are summarized in Table 1.

Table 1. Configurations of the Simulation Environment

Properties Values

Network Topology

Random topology
(100m x 100m) field

Experimental Area

Radio Module CC1000
The number of sensors 50
Event Trigger Time 15ms

Energy Calculator Module

PowerTOSSIM Module

Link Layer Model

USC Link Model

Channel Access Scheme

CSMAI/CA

Radio Propagation Model

Log-Distance Path Loss Model

OR, U-Connect, Exclusive OR, Disco,

Neighbor Discovery Protocols Todis

To consider an asymmetric sensor network where each sensor picks its duty cycle
independently, we define a variable R as a ratio of the high duty cycle over the low duty
cycle in the networks [5]. For example, if there are two groups of sensors operating at 10%
duty cycle and 5% duty cycles, the ratio R is 10%/5% = 2. The simulation scenarios
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include four different R values varying from 1 to 10; R=1 (all 10% duty cycles), R=2 (10%
vs. 5% duty cycles), R=5 (10% vs. 2% duty cycles), and R=10 (10% vs. 1% duty cycles).
In this study, we consider two performance metrics; latency and energy consumption.
Latency of a sensor is the amount of time taken until the last neighbor sensor is
discovered. Energy consumption is the amount of energy consumed during the entire
neighbor discovery phase.

Table 2. Parameters of the Discovery Schedule

Protocol R=1 R=2 R=5 R=10
Exclusive (91,10) (91,10) (91,10) (91,10)
OR (91,10) (381,56) (2451,310) (9507,1125)
] (91,10) (91,10) (91,10) (91,10)
DR (91,10) (381,37) (2451,67) (9507,117)
Disco (17,23) (17,23) (17,23) (17,23)
(17,23) (37,43) (93,103) (197,199)
U-Connect (13,13) (13,29) (13,73) (13,149)
Todis n=29 n=29 n=29 n=29
n=29 n=59 n=149 n=299

Table 2 shows the parameters of the discovery schedules for the NDPs included in the
study. For the Exclusive-OR and the OR-based NDPs, the two values within the
parentheses in the table denote the total schedule length v and the number of active slots k.
For Disco and U-Connect, the values within the parentheses represent two prime numbers
selected for the discovery schedules. For Toids is triple odd number based NDP, the n
means the middle integer among the three odd integers.

Through the simulation study, we compare the performance of various NDPs in terms
of the maximum and average latencies. According to the results shown in Figure 6,
Block-based NDPs clearly outperform the Prime-based NDPs such as Disco, U-Connect,
and Todis. In particular, a Block-based NDP stably finds neighbors within a total length
of one cycle, but Prime-based NDPs occasionally experience extremely long discovery
latency. The experimental results shown in Figure 6 confirm that the Exclusive OR-based
NDP outperforms other NDPs in terms of latency, and the performance gab between the
proposed approach and other NDPs increases as the R value increases. In particular, when
R is 10, the worst-case latency of Disco is 688.5575s and that of the Exclusive OR-based
NDP is 137.2932s. Thus, the worst-case discovery latency of the proposed NDP is only
20% of the maximum latency of Disco. When R = 10, the measured average discovery
latency of the Exclusive OR-based and Disco are 23.07s and 69.08s respectively; note that
the average latency of Disco is about three times longer than that of the proposed method.
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Figure 6. Average and Max Latency each Duty Cycle in Asymmetric
Scenarios

The trends of the measured energy consumption are similar to the measured latency
variations. This is because the energy consumption is the total energy use of a sensor until
the sensor finds all neighbors. For example, if one sensor does not find all neighboring
nodes, it continually sends a discovery message to their neighbors. These periodic
transmissions of discovery messages for the entire duration of the discovery phase may
result in a significant amount of energy consumption. Similarly, for an NDP with a short
latency, each sensor spends a relatively small quantity of energy. The number of active
slots within a cycle is an important factor of defining the energy consumption of sensors.
If all NDPs have the same duty cycle, then NDPs with the shortest total length will be
better than other NDPs in terms of latency and energy consumption.

The simulation results shown in Figure 7 demonstrate that the Exclusive OR-based
NDP can significantly reduce energy consumption during the neighbor discovery phase,
and prolong the lifetime of sensors by reducing the energy consumption in neighbor
discovery. When R is 10, the energy consumption of the Exclusive OR-based NDP is up
to 35% less than that of the OR-based NDP. Note that the maximum energy consumptions
of the OR-based and the Exclusive OR-based NDPs are 995.0386 mJ and 639.0833 mJ,
respectively.
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Figure 7. Max and Average Energy Consumption each Duty Cycle in
Asymmetric Scenarios.

Based on the experimental results shown above, we conclude that the Exclusive OR-
based NDP is clearly outperforming other NDPs included in the study.
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5. Conclusion

In the applications of 10T, sensor nodes need to use a good neighbor discovery-
scheduling scheme because they frequently have to find their neighbors to exchange
packets. In particular, 10T sensor nodes may use a tiny battery which has a limit power
resource, and the physical network topology may change rapidly and unpredictably due to
node failures, battery exhaustion, new deployment, or moving out of range. Therefore, in
a typical 10T application, each node needs to update its neighbor list periodically, and the
design and development of energy-efficient neighbor discovery protocols is a critical
building block of a successful implementation of 10T applications.

In this paper, we proposed a new combinatorial block design based NDP called an
Exclusive OR-based NDP, in order to address asymmetric neighbor discovery problem in
sensor networks. The proposed method reduces the number of active slots of the OR-
based NDP without extending the length of the discovery cycle. The experimental results
shown in Section 4 clearly demonstrate that the superiority of the proposed approach over
other NDPs in the literatures such the OR-based NDP, U-Connect, Disco, and Todis.
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