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Abstract 

A proxy signature allows a designated person, called a proxy signer, to sign the message 

on behalf of the original signer. Proxy signatures are very useful tools when one needs to 

delegate his/her signing capability to other party. A number of proxy signature schemes have 

been proposed and succeeded for proxy delegations, but the schemes are in defective in proxy 

revocations. In this paper, we propose proxy signature scheme based on RSA cryptosystem. 

Our scheme does not consider proxy revocation mechanism, but it is efficient than the 

existing RSA-based schemes. 

  

Keywords: Cryptography, Digital Signature, Proxy Signature, RSA, Security 

 

1. Introduction 

The notion of proxy signature was first introduced by Mambo, et al., in 1996 [7, 8]. A 

proxy signature scheme is an important investigation in the field of digital signature which 

involves three entities: an original signer, a proxy signer and a verifier. It provides tools to the 

original signer to delegate his signing right to a particular signer, known as proxy signer. 

Once the proxy signer signed the message on behalf of the original signer, the verifier, who 

knows the public keys of the original and proxy signers, verifies the validity of the proxy 

signature after receiving it. Mambo, et al., [7, 8] classified the proxy signature on the basis of 

delegation, namely, full delegation, partial delegation and delegation by warrant. In full 

delegation, an original signer directly gives his secret key to a proxy signer and the proxy 

signer sign documents on behalf of the original signer with it. The main drawback of full 

delegation is the absence of distinguishability between the original signer and the proxy 

signer. In partial delegation, an original signer derives a proxy key from his secret key and 

hands it over to a proxy signer. In this case, the proxy signer can misuse the original signer's 

delegated rights because partial delegation does not restrict the proxy signer's signing 

capability. The weaknesses of full delegation and partial delegation are eliminated by adding 

an explicit warrant to the delegated rights, which is called partial delegation with warrant. A 

warrant consists of signer's identity, delegation period and the qualification of the message on 

which the proxy signer can sign. The revocation of delegated rights (i.e., proxy revocation) is 

an important issue of proxy signatures scheme. The proxy revocation is essential for the 

situation where signer's key is compromised and any misuse of the delegated rights is noticed. 

It may also happen that the original signer wants to terminate the delegated rights before the 

expiry of the delegated rights.  

In the literature, in 1997, Kim, et al., [1] proposed a scheme by restricting proxy signer 

signing right using the concept of partial delegation with warrant. In 1999, Okamoto, et al., 

[9], for the first time, proposed proxy signature based on RSA scheme, but they considered 

the proxy unprotected notion. In 2001, Lee, et al., [2, 3] proposed a proxy-protected signature 

scheme based on the RSA assumption. In 2002, Shum and Wei [13] proposed another proxy 
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signature scheme which was proxy protected. The first proxy signature scheme based on the 

factoring integer problem was proposed by Shao [11] in 2003. In 2005, Zhou, et al., [17] 

proposed two efficient proxy-protected signature schemes. Their first scheme is based on 

RSA assumption and the second scheme was based on the integer factorization problem. 

Zhou, et al., [17] claimed that their schemes are more efficient than other schemes. However, 

Park, et al., [10] pointed out the shortcoming of their schemes. In 2006, Xue, et al., [14] 

proposed the normal proxy signature scheme and multi-proxy signature scheme based on the 

difficulty of factoring of large integers but without giving their formal security proofs. In 

2009, Shao [12] proposed proxy-protected signature scheme based on RSA. Recently, in 2012, 

Yong, et al., [16] proposed provably secure proxy signature scheme from factorization. Many 

variants of RSA-based proxy signature scheme were proposed in the sequel [4, 5, 6]. 

Most of the proxy signature schemes are based on discrete logarithm problems [1, 15]. A 

few proxy signature schemes are also constructed based on factoring problem [11, 12, 14, 17].  

The algorithm for a proxy signature is as follows: 

Organization: The remaining parts of this paper an organized as follows. In Section 2, we 

elaborate security properties of the proxy signature scheme. Next, we proposed our proxy 

signature scheme in Section 3. In Section 4, we analyze the security properties and 

performance analysis of our proposed scheme in Section 5. Finally, in Section 6, we give our 

concluding remarks. 

  

2. Security Requirements of Proxy Signature Scheme 

The security requirements for any proxy signature are first studied in [7, 8] and later those 

were improved in [2, 3]. According to them, a secure proxy signature scheme is expected to 

satisfy the following five requirements: 

1. Verifiability: The verifier is convinced that the original signer has given consent to 

the proxy signer to sign a message. 

2. Strong unforgeability: Nobody else other than the designated proxy signer can create 

a valid proxy signature on behalf of the original signer. 

3. Strong identifiability: Anyone can determine the identity of the proxy signer of the 

corresponding proxy signature. 

4. Strong undeniability: Once a proxy signer creates a valid proxy signature on behalf of 

an original signer, he cannot repudiate the signature creation against anyone else. 

5. Prevention of misuse: The proxy signer cannot use the proxy key for the purposes 

other than generating a valid proxy signature. In case of misuse, the responsibility of 

the proxy signer should be determined explicitly. 

  

3. Proposed Proxy Signature Scheme 

The proposed scheme is divided into five phases: Initialization, Proxy key generation, 

Proxy key verification, Proxy signature generation and Proxy signature verification. 
 

3.1 Initialization 

For the convenience of describing our work, we define the parameters as follows: 

* O: the original signer 

* P: the proxy signer 
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* p,q : two large prime number 

* (eo; do): secret key of original signer 

* (eo; no): public key of original signer 

* (ep; dp): secret key of proxy signer 

* (ep; np): public key of proxy signer 

* no and np : is the product of two large safe primes 

* h () : a secure one-way hash function 

* mw: a warrant. 

* h (m1|| m2) : the hash of concatenation of two messages m1 and m2. 

  

3.2 Proxy Key Generation 

The original signer O does the following: 

1. Computes o

d

pwo nemhs o mod)(  

2. Sends (so, mw) to the proxy signer over a public channel. 

 

3.3 Proxy Key Verification 

The proxy signer P checks whether h o

e

o

d

pw nsem oo mod)(  . If it holds, the proxy 

signer accepts it as a valid proxy key; otherwise, rejects it. 

 

3.4 Proxy Signature Generation 

To sign message m on behalf of the original signer O, the proxy signer does the following: 

1. Computes p

d

pwop nemmhss p mod)(  where  is an exclusive OR operation. 

2. The proxy signature of message m is (m, mw, sp,  eo,  ep). 

 

3.5 Proxy Signature Verification 

The verifier verifies whether o

e

pwp

e

ppw nemmhnsemh op mod))(mod()(  . If it 

holds, he accepts it as a valid proxy signature; otherwise, rejects it. 

 

4. Security Analysis 

In the following, we show that the proposed schemes satisfy the security features, namely, 

verifiability, strong unforgeability, strong undeniability, strong identifiability and prevention 

of misuse. 
 

4.1 Verifiability 

The verifier of proxy signature, can check whether verification equation 

 

                           o

e

pwp

e

ppw nemmhnsemh op mod))(mod()(   

holds or not. We prove this as follows. 

 



International Journal of Advanced Science and Technology 

Vol. 51, February, 2013 

 

 

124 

 

).(

)}(mod)())(mod()({

)(mod)}(

)())(mod(mod)({

mod)}(mod))({(mod))(mod(

pw

o

e

pwp

e

pwpw

o

e

pw

pwpo

d

pw

o

e

pwppwoo

e

pwp

e

p

emh

nemmhnemmhemh

nemmh

emmhnnemh

nemmhnemmhsnemmhns

o
o

o

o

oop









 

4.2 Strong Unforgeability 

In this scheme, the proxy signature is created with the proxy signer's secret key dp and 

delegated proxy key so. The proxy key is binding with the original signer's secret key do. No 

one (including the original signer) can construct the proxy signature without having the 

knowledge of the secret keys dp and do. Obtaining these secret keys by any other party is as 

difficult as breaking RSA. Moreover, the verification of )( pw emh  with the signed message 

prevents the dishonest party from the creation of forged proxy signatures. Therefore, any 

party including the original signer cannot forge a valid proxy signature and thus the proposed 

scheme satisfies the unforgeability property. 

 

4.3 Strong Identifiability 

The verification process of the proposed scheme requires proxy signer's public key ep and 

warrant mw. Any verifier can determine the identity of the proxy signer from the signed 

message, because the signed message is computed as p

d

pwop nemmhss p mod)( , 

where so is a signed warrant by the original signer. Therefore, in the verification process any 

verifier can determine the identity of the proxy signer from mw. 

 

4.4 Strong Undeniability: 

From a proxy signature of the proposed scheme, the involvements of both original signer 

and proxy signer are determined by the warrant mw and the connection of the public keys ep 

and eo in the verification process. Thus the proxy signer and the original signer cannot deny 

their involvement in a valid proxy signature. So the scheme satisfy the undeniability property. 

 

4.5 Prevention of Misuse 

Both the proxy signer and the original signer's misuse are prevented in our scheme. The 

proxy signer cannot forge the delegated rights. In case of the proxy signer's misuse, the 

responsibility of the proxy signer is determined from the warrant mw. The original signer's 

misuse is also prevented because he cannot compute a valid proxy signature against the proxy 

signer, which is the unforgeability property of our scheme. 

 

5. Performance Analysis  

In order to analyze the performance of our scheme, we compare the computational 

complexity of our scheme with the existing RSA-based proxy signature schemes Lee, et al., 

[2] and Shao [11]. 
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Table 1. Comparison of Computational Time with Previous Schemes 

 
 

It is noted that the existing schemes and our scheme do not provide the proxy revocation 

mechanism, but, in this comparison, we show that our scheme is efficient than the existing 

schemes. For simplicity, we neglect exclusive-OR operation () time of the scheme. 

The notations used in the Table 1 are as follows: 

Te: computation time for an exponentiation operation; 

Tm: computation time for a multiplication operation; 

To: computation time for a modular operation; 

H: computation time for a hash operation. 

The computation time of different phases of the schemes is given in Table 1. It is important 

to note that the computation time for a valid proxy signature falls into two parts. The first part 

consists of the time taken for the setup parameters, proxy key generation and proxy key 

verification process, which are a one-time computation and remain fixed for the entire 

delegation period. It is observed from Table 1 that for a proxy signature without revocation 

our scheme saves at least Te or To time unit in comparisons to others. 
 

6. Conclusion   

In this paper, we have proposed proxy signature scheme based on RSA cryptosystem. Our 

scheme does not consider proxy revocation mechanism, but it is efficient than the existing 

RSA-based schemes, i.e., Lee, et al., [2] and Shao’s [11] scheme. The proposed scheme 

satisfies the necessary security requirements of proxy signature and do not require any secure 

channel to deliver the proxy key, whereas, a secure channel is must for the existing scheme. 
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