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Abstract
Data mining is involved in procedures by which patterns are extracted from data. This
process has become increasingly important to map data patterns to useful information that
can be used to predict future traffic analyses. Other areas were data mining can be used
include: fraud detection, marketing, congestion control, and network expansion
consideration.
Data mining involves capturing and gathering random data from the flow of information
passing through a certain trunk or node and from a statistical point of view, it can only be
meaningful if enough samples are gathered. The results achieved from a proper deployment
of a data mining method provide valuable insights to how busy a node is, the average oneway and end-to-end delays, and the average size of the packets..
This paper contains the results from capturing live wired traffic and analyzing the
statistical values.
Keywords: Data Mining, Flow Duration, Packet Size, Confidence Interval (CI), Wireshark,
Scatter Plot.

1. Introduction
Data mining is used to categorize traffic flows based on packet information (e.g., flow
duration, packet size, etc. There are numerous packet classification categories based on how
packets are decoded and analyzed, including the consideration of packet size, duration,
patterns of transmission and burstiness.
The management of this paper is as followed: Section II will discuss data mining
parameters. Sections III is dedicated to real-time data measures, followed by conclusion,
appendix and references.

2. Data mining parameters
In this section we introduce a number of network traffic parameters considered in data
mining. These parameters are mostly used in the study of packet and traffic classification
techniques, data mining acquisition and dissemination.
2.1. Packet size
Packet size is an important parameter in data mining. Most of the traffic flows on the
Internet can be categorized into either, very large (elephant or heavy tailed) or very
small (mice) packets sizes. The large packet size is usually associated with lengthier
usage of a link. Basically 20% of the connections on the Internet are responsible for
80% of the traffic passing through a single node, mostly including elephant packets
[1,2,3].
In regards to packet size, Zipf’s law characterizes the occurrence frequency of certain
packet sizes as a function of its rank in the frequency table [4]. This means that there is

11

International Journal of Advanced Science and Technology
Vol. 21,
21, No. 2, Aug,
Aug, 2010
2010

an imbalance in the network since 20% of the connections carry 80% of the traffic
(heavy packets) and the rest of the 80% of the connections contain small packet traffic.
Traffic Engineering (TE) [5] is a concept referring to a systematic process where
traffic flows are arranged into “classified” groups for simplifying the transmission
throughout networks and decreasing the chance of congestions. TE is inherently capable
of dealing with very large volume traffics through traffic aggregation (grouping similar
traffic flows into larger traffic trunks). However one downside to TE is its low
performance and inefficiency in dealing with mice flows. Another drawback of TE in
regards to data mining is the fact that traffic in large and random environments (e.g.,
the Internet) would exhibit volatility some traffic flow specifications, such as;
bandwidth and volume [5]. Fluctuations and the unsteadiness of the traffic reduce the
efficiency of TE in the process of data mining.
As mentioned, in many network scenarios, traffic flows exhibit inherent bandwidth
fluctuations, which creates complications in the data mining processes, leading to
frequent reclassification, which reduces the data mining process performance. These
fluctuations are due to the following factors [5]:
Link Exhaustion and Connection Termination: The duration of a connection can be
modeled as a stochastic variable dependant on the following parameters [6,7]: The
current connection (kth) time duration, the current (k th ) connection arrival time, the
protocol in use, and the client/server performance metrics (e.g., round-trip delay, client
delay, server delay, etc). The effect of these parameters contributes to the variation of
the flow’s median time. The median time for elephant flows (heavy-hitters) increases
since according to reference [8], the longer the connection duration, the higher the
probability for the link to continue its connection.
Bandwidth Fluctuations: In wireless networks, bandwidth fluctuations are relatively
frequent compared to those in wired networks, mostly due to RF (Radio Frequency)
issues. In wired networks, bandwidth fluctuations may occur because of some other
reasons, including; congestion periods and sudden increase of user demands. Other
reasons behind bandwidth fluctuations in wireless networks may include: Limitations of
the bandwidth availability in multi-user environments, handoff and handover between
Access Points (APs), physical layer issues (e.g., reflections, refractions, multipath, etc),
vulnerability to various interferences, and performance dependency to the client’s
(wireless user) distance to the server (AP).
Burstiness Effect: Burstiness is defined as the variation packets inter-arrival times.
When the variation is high, it points to a higher value of burstiness. Multimedia data, in
particular video traffic, can be affected by the traffic flow’s burstiness, reflected by a
number of parameters, including [8]: The temporal Auto-Covariance Function (ACF)
and the Peak-to-Average Ratio (PAR). Burstiness is time sensitive and from the
probability point of view, it is more probable that burstiness become an issue for a
heavy-hitter connection compared to the case in a mouse flow connection.
2.1.1. Heavy hitters (elephants) versus light hitters (mice) packets: Heavy hitters can be
characterized by their long durations of connections and large packet sizes. It has been noted
in the literature [9,10] that there is a strong correlation between the rate of a stream, its packet
sizes, and the protocol in use.
In wired traffics, from the packet size point of view, packets are usually between a few tens
of bytes up to 1514 bytes. Limited by the Maximum Transmission Unit (MTU), large data
files are usually broken down into various fragments before transmission. Analyzing captured
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real traffic, we noticed that control packets (packets containing control commands), which do
not usually contain any data payloads, are less than 200 bytes and data packets with payloads
are usually above 200 bytes. Heavy hitter packets, based on the data we have gathered, from
packet size point of view, are packets with payloads of 300 to 1514 bytes.
Wireless-based packets, on the other hand, start from 14 bytes (e.g., ACKs
“Acknowledgements”, CTS “Clear-To-Send”, etc., which have no data payloads), and go up
to 1530 bytes, which is the limit by which, fragmentation occurs. According to our real traffic
analyses, packets with over 400 bytes in lengths are labeled as heavy hitters.
2.2. Flow Duration
Duration of packet streams is another data mining parameter. Depending on the
application/protocol in use, a short lived connection (a mouse flow) packet can last from a
few milliseconds up to a few minutes. A long-lived connection (an elephant flow), on the
other hand, can last from a few minutes up to several hours. Statistics [9,10] show that there
are direct links between larger packet sizes and longer durations. Based on captured real
traffic from connections containing multimedia traffic, most control packets are light
connections (mice or tortoises) and other data packets are considered heavy hitters (elephants
or dragonflies).
2.3. Confidence Interval (CI)
CI is a statistical parameter, which is an interval estimator [11,12,13]. Confidence intervals
are used give an estimate on how reliable a sample is. For an extreme diverse sample space,
such as the Internet’s backbone traffic patterns, either a traffic trunk has to be monitored for
an extremely long period of time (e.g., months or years) and then utilize data mining
techniques on the stored data traces to find the traffics’ statistical values, or use a smaller and
random sample space with the aid of a confidence interval estimator. A 95% confidence
interval of a population is a relatively good estimation and 99% is the optimal estimation.
Bayesian and Gaussian interval estimations are examples, by which confidence intervals can
be estimated.
Eq. 1 shows the CI’s estimation value, which is dependent on the standard-deviation of the
samples and the square-root of the number of the samples (n) in the sample space. The
calculation result from the Eq. 1 will yield a 99% CI estimation value.

CI ≈ 2.57 × STD ÷ n

(Eq. 1)

3. Real-time data measures
In this section we analyze real captured data using Wireshark and Omnipeek Software
systems. Wireshark [14] is used to sniff wired transmitted packets and Omnipeek is designed
to sniff air transmitted packets (wireless).
3.1. Wired data analysis
Wireshark is a special tool designed for line sniffing. We have probed a data trunk (with
prior permission) that is serving a network with tens of desktops, laptops, controllers, and

13

International Journal of Advanced Science and Technology
Vol. 21,
21, No. 2, Aug,
Aug, 2010
2010

access points (APs). These devices are used for running multimedia-rich and real-time, as
well as non-real-time applications.
For the validity of real-traffic monitoring, Wireshark was run for a long period of time
capturing live traffic passing through the network. We noticed that 4 major time periods
during a working day had significant unique traffic patterns:
8 AM – 9 AM: During this time period, work-related (e.g., university-based) emails and
text-based applications (e.g., remote login) are mostly being used by users. Therefore smaller
packet sizes are encountered with less multimedia contents.
12 PM – 1 PM: In this time period, messenger services, multimedia applications (e.g.,
YouTube) and fun-related data (e.g., Yahoo, MSN, etc) are mostly used. Captured packets
show mostly large packet sizes with multimedia related payloads (e.g., RTP, UDP, TCP,
codecs, etc).
4 PM – 5 PM: During this period of time, more text-based and graphic-based attachments
(e.g., Microsoft Word, Adobe Acrobat files, etc) are visible in the packets’ payloads. Again
relatively large packet sizes with less multimedia contents are observed.
12 AM – 1 AM: In this time frame most of the data transfers were conveying backup
information with average size packets.
For traffic classification, 32,147 packets were randomly selected from a pool of captured
data (+10 GB) from all four groups. This reflects more realistic traffic selections.
3.1.1. Data analysis: The traffic statistics are shown in Table 1. There are 32,147 packets
counting for a total of 21,745,794 bytes, during a random sniffing duration of 411.820
seconds. The average number of packets per seconds is 78.059, yielding 0.422 Mbps of
throughput, transferring 52,802.949 bytes per seconds on average with 676.449 bytes per
average packet size.
Table 1. Average Data Statistics
Traffic Parameter
Parameter Values
Packets
32,147
Bytes
21,745,794
Sniff Duration
411.829 sec
Average packets/seconds
78.059
Average Mbit/Sec
0.422
Average bytes/sec
52,802.949
Average packet size
676.449 bytes

3.1.2. Connection durability: As mentioned earlier, heavy hitters are categorized as per
packet size and as per duration length. Ongoing connections are the ones which have
increased duration lengths, such as multimedia streams. Table 1 shows 32,147 packets were
under observations, which are grouped for the most occurring protocols under usage. The
protocols carrying data are: IPv4, TCP, and UDP. Table A.1 (Appendix A) shows the
protocol hierarchy. Table A.2 shows the Ethernet packet statistics ordered by the packet sizes.
IPv4 - There are 28,166 packets out of 32,147 packets (87.62% of the total number of
packets) using IPv4 and only 7 packets (0.02%) used IPv6. These 28,166 are generated by
305 individual IP addresses (end-points) on the network. Wireshark is able to classify the
number of IP packets generated per node. Table A.3 shows the statistics of the nodes and the
generated IP packets associated to each node, sorted from the highest number of IPv4 packets
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(e.g., 25,903 IPv4 packets generated by one node) showing in the top of the list down to 27
packets. This list also represents the heavy-hitters. For privacy reasons the actual end-point IP
addressed are removed.
Most of the heavy-hitters on the top of lists are nodes participating in ongoing multimedia
streaming over a large period of time. These nodes are not only categorized as heavy-hitters
from the time period point of view, however they are usually accompanied by TCP or UDP
packets with relatively large amount of payloads, which would qualify them as heavy-hitters
from packet size point of view as well.
As an observation, the first item on the list has contributed to 25,903 IPv4 packets carrying
21,066,311 bytes, each packet 813 bytes on average. Another observation points to the fact
that this node has been receiving more packets than sending. This is obvious from the fact
that 15,513 packets were received compared to 10,390 packets that were sent. A closer look at
the traces shows that this node in the receiving mode has received relatively large packets
(mostly containing data payloads) and in the sending mode has sent relatively small packets
(mostly containing acknowledgments).
TCP - The same scenario is true for TCP. Table A.4 shows ordered heavy hitter TCP endpoints. It should be noted that besides IP address, TCP uses port numbers associated to
specific applications.
UDP - Both UDP and TCP are transport protocols therefore they follow the same set of
parameters. The UDP heavy hitter end-points are listed in Table A.5.

Figure 1. Scatter plot of Ethernet packets, duration vs. the number of transmitted packets
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Figure 2. Scatter plot of Ethernet packets, duration vs. the number of transmitted bytes
per packet

3.2. Scatter plots in data mining
Scatter plots are very useful in terms of representing the population of two and three
dimensional data in respect to one another. Based on the Table A.2, the two-dimensional
(duration, number of packets) scatter plot for Ethernet traffic is shown in Figure 1 [15].
The pattern in Figure 1 shows that only a few heavy hitters exist (less than 5%). The
average duration time is approximately 360 seconds.

Figure 3. Scatter plot of Ethernet packets, number of transmitted bytes per packet vs.
average bytes per packet
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Figure 4. Expanded scatter plot of Ethernet packets, number of transmitted bytes per
packet vs. average bytes per packet (based on Figure 3)

Each flow specified in Table A.2 may be associated to a different packet size. By dividing
the number of packets to the number of transmitted bytes, we will get the average number of
bytes per packet. For example in the first flow of Table A.2, the average number of bytes per
packet is 20,079,465÷15,340 = 1,309 bytes per packet, where as in the second flow, we have:
948,450÷10,272 = 92 bytes per packets, which shows quite a large difference. The first flow
may include more multimedia-rich payloads, which are often heavy in size, whereas the
second flow may include more control/management frames. Figure 2 shows the scatter plot
for flow-based average bytes per packet, which shows a relatively high density graph around
the 340-410 seconds duration and average number of bytes between 150 to 250 bytes.
Figure 3 shows the scatter plot for the number transmitted byte versus the average bytes
per packet per flow. Figures 3 and 4 are the same, except for the first three points (15,340,
1,309), (10,272, 92), and (2,262, 60). Without these three points, the rest of the scatter plot
points are more expanded and visible. Figures 3 and 4 show that the density of the graph
increases around the 10 to 50 transmitted bytes for the average bytes per packet of 100 to 250
bytes.
3.3. Throughput graphs
Table A.1 shows the hierarchy of protocol, as mentioned before. Ethernet frames form
99.6% of the total traffic. Cisco ISL (Inter-Switch Link) traffic form the other 0.04%.
From the 99.6% of the Ethernet traffic, 87.62% belongs to IPv4 and the rest of 12.34%
belongs to other traffic types, including: Logical Link Control, Configuration Test Protocol
(loopback), IPv6, and etc.
From the 87.62% of IPv4 traffic, 78.81% belongs to TCP, 8.36% belongs to UDP, and the
rest of 0.45% belongs to other types of traffic.
Figures 5, 6, and 7 show the bandwidth usages for IPv4, TCP, and UDP. IPv4 and TCP
graphs show high degree of correlation. This is due to the fact that the streaming data is
transmitted using TCP on top of IP. Furthermore TCP is the main transport protocol used in
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HTTP connections. UDP on the other hand, seems to be less correlated to IPv4, due to the
fact that UDP is mainly used for controlling purposes.
Figure 8 shows the comparative bandwidth usage between HTTP, UDP, and ARP
messages. HTTP uses TCP and ARP is a layer II protocol (MAC layer service).

Figure 5. IPv4 bandwidth usage

Figure 6. TCP bandwidth usage
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Figure 7. UDP bandwidth usage

Figure 8. IPv4/TCP/UDP bandwidth usage

3.4. Confidence Interval (CI) calculation
The line traffic traces were gathered over a time period of one month. The results were
analyzed by the software and the statistics were carried out. To represent the graphs we have
used a time-slot, which had the closest statistical variable to the overall statistics. The 400
seconds of time period for graphs 5 and 6 can be fitted by a Gaussian model. In fact we use
Gaussian approximation to calculate the confidence interval. For this we use several statistics,
including those of Table 1. These statistics are gathered from different dates and daily time
periods, which are s shown in Tables 2 and 3. Table 3 shows the the average number of
packet sizes. Figure 9 contains packet size distribution statistics measured using the entire 10
GB of data traces. Figure 9 can be approximated well with a Gaussian distribution.
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Table 2. Line traffic parameters during various time/date
Traffic Parameter
Parameter Values
Traffic Parameter
Parameter Values
Packets
32,147
Packets
19,524
Bytes
21,745,794
Bytes
15,501,610
Sniff Duration
411.829 sec
Sniff Duration
270,066 sec
Average packets/sec
78.059
Average packets/sec
72.294
Average Mbit/Sec
0.422
Average Mbit/Sec
0.459
Average bytes/sec
52,802.949
Average bytes/sec
57,399.443
Average packet size
676.449 bytes
Average packet size
793.977 bytes
Traffic Parameter
Packets
Bytes
Sniff Duration
Average packets/sec
Average Mbit/Sec
Average bytes/sec
Average packet size

Parameter Values
16,956
13,466,250
429.204 sec
39.506
0.251
31374.942
794.188 bytes

Traffic Parameter
Packets
Bytes
Sniff Duration
Average packets/sec
Average Mbit/Sec
Average bytes/sec
Average packet size

Parameter Values
13,794
11,507,313
169.519 sec
81.371
0.543
67,882.096
834.226 bytes

Traffic Parameter
Packets
Bytes
Sniff Duration
Average packets/sec
Average Mbit/Sec
Average bytes/sec
Average packet size

Parameter Values
16,653
13,179,228
242.036 sec
68.804
0.436
54,451.554
791.403 bytes

Traffic Parameter
Packets
Bytes
Sniff Duration
Average packets/sec
Average Mbit/Sec
Average bytes/sec
Average packet size

Parameter Values
21,746
9,887,008
499.780 sec
43.511
0.158
19,782.727
454.659 bytes

Traffic Parameter
Packets
Bytes
Sniff Duration
Average packets/sec
Average Mbit/Sec
Average bytes/sec
Average packet size

Parameter Values
16,380
6,052,500
430.815 sec
38.021
0.112
14,048.944
369.505 bytes

Traffic Parameter
Packets
Bytes
Sniff Duration
Average packets/sec
Average Mbit/Sec
Average bytes/sec
Average packet size

Parameter Values
25,210
14,647,180
488.747 sec
51.581
0.240
29,968.867
581.007 bytes

Table 3. Average packet size statistics
Packet Size (Bytes)
Number of Packets
676.449
32,147
793.977
19,524
794.188
16,956
834.226
13,794
791.403
16,653
454.659
21,746
369.505
16,380
581.007
25,210
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Figure 9. Packet size distributions

The average packet sizes, variance, and standard deviation values can be calculated from
Table 3 data. There are a total number of 162,410 packets containing over 105,986,883 bytes.
The total average packet size = 652.588 B (bytes), and Standard Deviation (STD) = 153
bytes, and the average bytes per packet is 652 ± 1 bytes. The same calculation is carried out
for the flow durations, which results 384 sec average flow durations.
Therefore this leads to the following value for the CI:

CI ≈ 2.57 × 153.33 ÷ 403 = 0.9778
Therefore for the byte size interval of 652.588 ± 0.9778 bytes we can achieve a 99%
confidence.
3.5. TCP traffic versus UDP traffic
The data analysis of the wired traffic presented in section III showed that the majority of
the traffic was based on TCP-based (e.g., HTTP) connections. In this section, we analyze a
wired link where the majority of the traffic is based on UDP streaming data. For this we have
captured more than 5 GB of data. The following statistics are observed: IPv4 (%96.91), UDP
(%91.50), and TCP (%4.39). The average package size is 594.45 ± 1 byes (99% CI) with an
average connection time of 365.24 seconds (Table 4). The results are very close to the results
presented in section III. The difference is mostly due to the difference in the TCP/UDP header
sizes.
Table 4. Average statistics for wireless and wired flows
Average Number of bytes/packet
Average Flow Duration (Sec)
652.588 (TCP Dominant Traffic)
384.24 (TCP Dominant Traffic)
594.45 (UDP Dominant Traffic)
365.24 (UDP Dominant Traffic)
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4. Conclusions
Data mining has been discussed in this paper, based on a few traffic classification
approaches, including: Packet size and flow duration. Then heavy hitters (long lived flows
and elephant/dragonflies packets) and light hitters (tortoises flows or mice packets) were
introduced. Basically 20% of the connections on the Internet are responsible for 80% of the
traffic passing through a single node, mostly including elephant packets.
Bandwidth fluctuations (in particular in wireless networks) were found to be mostly due
sudden link exhaustion, connection termination, burstiness, and RF issues. However in wired
networks, fluctuations were mostly due to sudden changes in the client bandwidth demands
and congestion periods.
Then we considered monitoring a wired link and sniffing wired-based traffic for a period
of one month using Wireshark software. The monitoring sessions took place during four time
periods: 8 AM – 9 AM, 12 PM – 1 PM, 4 PM – 5 PM, and 12 AM – 1 AM. Scatter plot
graphs were used to represents the related statistical values for the duration time and
transmitted bytes.
We believe the selection of these four time periods proves to provide a diverse and random
selection of packets, suitable for our calculations. We calculated the average packet size and
flow duration. For this we used confidence intervals, which provide estimates on how reliable
our samples are.
Throughput graphs for IPv4, TCP, and UDP were also depicted. Table XXX showed that
the average number of bytes per packet for the TCP-based traffic was approximately 652
bytes and for UDP-based traffic was found to be 594 bytes. The average flow duration for
TCP-based traffic was calculated to be 384 seconds and for UDP-based traffic flows was 365
seconds.
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Appendix A
Table A.1 Protocol Hierarchy

Table A.2 Ethernet flows ordered by heavy hitter end point bytes
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Table A.3 IPv4 flows ordered by heavy hitter end point bytes
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Table A.4 TCP flows ordered by heavy hitter end point bytes
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Table A.5 UDP flows ordered by heavy hitter end point bytes
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